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On the Security of Index Coding
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Abstract—Security aspects of the index coding with side infor-
mation (ICSI) problem are investigated. Building on the results
of Bar-Yossef ef al. (2006), the properties of linear index codes
are further explored. The notion of weak security, considered by
Bhattad and Narayanan (2005) in the context of network coding, is
generalized to block security. It is shown that the linear index code
based on a matrix L, whose column space code C( L) has length 7,
minimum distance d, and dual distance d*, is (d — 1 — t)-block
secure (and hence also weakly secure) if the adversary knows in
advance t < d — 2 messages, and is completely insecure if the
adversary knows in advance more than n — d- messages. Strong
security is examined under the conditions that the adversary:
1) possesses ¢ messages in advance; 2) eavesdrops at most ¢ trans-
missions; 3) corrupts at most § transmissions. We prove that for
sufficiently large g, an optimal linear index code which is strongly
secure against such an adversary has length x, 4 1+ 26. Here, 5,
is a generalization of the min-rank over I, of the side information
graph for the ICSI problem in its original formulation in the work
of Bar-Yossef et al.

Index Terms—Index coding, network coding, side information,
strong security, weak security.

I. INTRODUCTION

HE PROBLEM OF index coding with side information

(ICSI) was introduced by Birk and Kol [1], [2]. It was
motivated by applications such as audio and video-on-demand,
and daily newspaper delivery. In these applications, a server
(sender) has to deliver some sets of data, audio or video files
to a set of clients (receivers), different sets are requested by dif-
ferent receivers. Assume that before the transmission starts, the
receivers have already (from previous transmissions) some files
or movies in their possession. Via a slow backward channel,
the receivers can let the sender know which messages they al-
ready have in their possession, and which messages they re-
quest. By exploiting this information, the amount of the overall
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Fig. 1. Example of the ICSI problem.

transmissions can be reduced. As was observed in [1], this can
be achieved by coding the messages at the server before broad-
casting them out.

Another possible application of the ICSI problem is in oppor-
tunistic wireless networks. These are networks in which a wire-
less node can opportunistically listen to the wireless channel. As
aresult, the node may obtain packets that were not designated to
it[3]-[5]. This way, a node obtains some side information about
the transmitted data. Exploiting this additional knowledge may
help to increase the throughput of the system.

Consider the toy example in Fig. 1. It presents a scenario with
one sender and four receivers. Each receiver requires a different
information packet (or message). The naive approach requires
four separate transmissions, one transmission per an informa-
tion packet. However, by exploiting the knowledge of the sub-
sets of messages that clients already have, and by using coding
of the transmitted data, the server can satisfy all the demands by
broadcasting just one coded packet.

The ICSI problem has been a subject of several recent studies
[3], [6]-[12]. This problem can be regarded as a special case
of the well-known network coding (NC) problem [13], [14]. In
particular, it was shown that every instance of the NC problem
can be reduced to an instance of the ICSI problem [3], [10].

Several previous works focused on the design of an efficient
index code for the ICSI problem. Given an instance of the ICSI
problem, Bar-Yossef et al. [6] proved that finding the best scalar
linear binary index code is equivalent to finding the so-called
min-rank of a graph, which is known to be an NP-hard problem
[6], [15]. Here, scalar linear index codes refer to linear index
codes in which each message is a symbol in the field I,. By
contrast, in vector linear index codes, each message is a vector
over [F,. Lubetzky and Stav [ 7] showed that there exist instances
in which scalar linear index codes over nonbinary fields and
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linear index codes over mixed fields outperform the scalar linear
binary index codes. El Rouayheb et al. [3], [10] showed that
for certain instances of the ICSI problem, vector linear index
codes achieve strictly higher transmission rate than scalar linear
index codes do. They also pointed out that there exist instances
in which vector nonlinear index codes outperform vector linear
index codes. Vector nonlinear index codes were also shown to
outperform scalar nonlinear index codes for certain instances by
Alon et al. [12]. Several heuristic solutions for the ICSI problem
were proposed in [9] and [11].

In this paper, we study the security aspects of linear index
codes. We restrict ourselves to scalar linear index codes. It is
known that vector linear index codes can achieve better trans-
mission rate than their scalar counterparts, for certain instances
of the ICSI problem [3], [10]. However, if the block length is
fixed, one can model a vector index code as a scalar index code
applied to another instance of the ICSI problem. If the block
length is ¢, the number of messages is 7, and the number of re-
ceivers is m in the original (vector) instance, then the equivalent
(scalar) instance can be viewed as having £n messages and #m
receivers.

Let I, be a finite field with ¢ elements. A linear index code
maps x € [Fg onto x L, where L is an nx N matrix over -, and
n, N € N. In this paper, we show that each linear index code
provides a certain level of information security. More specifi-
cally, let the code C{L) be spanned by the columns of L, and
let d and d+ be its minimum distance and dual distance, respec-
tively. We say that a particular adversary is of strength ¢ if it has
t messages in its possession. Then, we show that the index code
based on L is (d — 1 —t)-block secure against all adversaries of
strength ¢ < d— 2 and is completely insecure against any adver-
sary of strength at least n —d* +1. IfC(L) is an MDS code, then
the two bounds coincide. The technique used in the proof for this
result is reminiscent of that used in the constructions of (mul-
tiple) secret sharing schemes from linear error-correcting codes
[16], [17]. The results on the security of linear index codes can
be further employed to analyze the existence of solutions for a
natural generalization of the ICSI problem, so-called the index
coding with side and restricted information (ICSRI) problem.
In that problem, it is required that some receivers have no infor-
mation about some messages.

In the sequel, we also consider a linear randomized index
code, which is based on the use of random symbols. We show
that the coset coding technique (which has been successfully
employed in secure NC literature; see, for instance, [18]-[22])
yields an optimal strongly secure linear randomized index code
of length k4 + 1 4 26. This randomized index code is strongly
secure against an adversary which

(i) has ¢ arbitrary messages in advance;

(i) eavesdrops at most g transmissions;

(iii) corrupts at most § transmissions.
Here, x4 denotes the min-rank over I, of the side information
graph corresponding to the instance of the index coding (IC)
problem.

Most of previous works on the security aspects (and on the
error-correction aspect, as a special case) of network coding
dealt with the multicast scenario. One of the main reasons for
this limitation is that the optimal simultaneous transmission

IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. 58, NO. 6, JUNE 2012

rates for nonmulticast networks have not been fully character-
ized yet. The ICSI problem can be modeled as a special case
of the nonmulticast NC problem [3], [12]. Moreover, being
modeled in that way, it requires that there are directed edges
from particular sources to each sink, which provide the side
information. The symbols transmitted on these special edges
are not allowed to be corrupted, where usually for NC any edge
can be corrupted. These two differences restrict the ability to
derive the results on the security of the IC schemes from the
existing results on security of NC schemes.

II. PRELIMINARIES

Recall that we use the notation I, for the finite field with ¢

elements, where ¢ is a power of prime. We also use 7 for the set

of all nonzero elements of F,,. Let [n] denote the set of integers

{1,2,...,n}. For the vectors u = (uy,ug,...,u,) € Fy and
v = (v1,02,...,v,) € F}, the (Hamming) distance between

u and v is defined to be the number of coordinates where w and
v differ, namely
d(u,v) = [{i € [n] : u; # v}

The support of a vector u € [F7 is defined to be the set
supp(u) = {i € [n] : u; # 0}. The (Hamming) weight of
a vector u, denoted wt(u), is defined to be |supp(w)|, the
number of nonzero coordinates of u.

A k-dimensional subspace C of 7}/ is called a linear [, k., d],
(g-ary) code if the minimum distance of C

min

A
d(C)— ucC, vel, utv

d(u,v)

is equal to d. Sometimes, we may use the notation [r, k], for the
sake of simplicity. The vectors in C are called codewords. It is
easy to see that the minimum weight of a nonzero codeword in a
linear code C is equal to its minimum distance d(C). A generator
matrix G of an [n, k],-code C is a k x n matrix whose rows are
linearly independent codewords of C. Then, C = {yG : y €
P

The dual code or dual space of C is defined as C+ = {u €
Fy: uc? = 0 for all ¢ € C}. The minimum distance of C*,
d(C1), is called the dual distance of C.

The following upper bound on the minimum distance of a
g-ary linear code is well known (see [23, Ch. 1]).

Theorem 2.1 (Singleton Bound): For an [n, k, d],-code, we
haved < n —k+ 1.

Codes attaining this bound are called maximum distance sep-
arable (MDS) codes. For a subset of vectors

{c(l)’ P, ,c("")} CFy
define its linear span over [,

span,, ({c(l)7 c® ... e }) 2
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Weuse e; = (0,...,0.1,0,...,0) € F} to denote the unit
—— Ne———

—1 n—1i
vector, which has a one at the sth position, and zeros elsewhere.
We also use I,, n € N, to denote the n x n identity matrix.
We recall the following well-known result in coding theory.

Theorem 2.2 ({24, p. 66]): Let C be an [n, k, d],-code with
dual distance d* and M denote the ¢* x n matrix whose ¢*
rows are codewords of C. If r < d+ — 1, then each r-tuple from
F, appears in an arbitrary set of r columns of M exactly i
times.

Forarandom vector Y = (Y1,Y5,....Y,,) andasubset B =
{i1,49, ..., 45} of [n], where i1 < iy < -+ < 4, let Y denote
the vector (Y;,,Y;,,...,Y;, ). For an n x k matrix L, let L;
denote the ith row of L, and L[] its jth column. Foraset £ C
[n], let L denote the | F'| x k& submatrix of L formed by rows
of L which are indexed by the elements of . Foraset F' C [k],
let L[ F] denote the n X | F'| submatrix of L formed by columns
of L which are indexed by the elements of F'.

Let X and Y be discrete random variables taking values in
the sets ¥ x and Xy, respectively. Let Pr(X = z) denote the
probability that X takes a particular value x € ¥ x. Let H(X),
H(X|Y), (X;Y), and I(X;Y|Z) denote the (binary) entropy,
conditional entropy, mutual information, and conditional mu-
tual information (see [25] for the background).

III. INDEX CODING AND SOME BASIC RESULTS

The ICSI problem considers the following communications
scenario. There is a unique sender (or source) S, who has a
vector of messages ¢ = (x1,%2,...,&,) € [F’q7' in his pos-
session, which is a realized value of a random vector X =
(X1, Xo9,....X,). X1, Xs, ..., X, hereafter, are assumed to
be independent uniformly distributed random variables over IF,.
There are also m receivers Ry, s, ..., I%,,. For each i € [m)],
I?; has some side information, i.e., I2; owns a subset of mes-
sages {2, }jex,, A C [n]. In addition, each RR;, i € [m], is in-
terested in receiving the message x f(;), for some demand func-
tion f : [m] — [n]. Here, we assume that f(i) ¢ A; for all
i € [m]. Let X = (X4, Xs,...,X,,). An instance of the ICSI
problem is given by a quadruple (m,n, X, f). Here, we assume
that every receiver requests exactly one message. This assump-
tion is not a limitation of the model, as we can consider an equiv-
alent problem by splitting each receiver who requests multiple
messages into multiple receivers, each of whom requests exactly
one message and have the same set of side information [1], [6].

Definition 3.1: An index code over F, for an in-
stance (m,n, X, f) of the ICSI problem, referred to as an
(m,n, X, )-1C over F,, is an encoding function

. En N
€:F; —F,

such that for each receiver R;, ¢ € [m], there exists a decoding
function

D FY xFIY - F,
satisfying

Ve e Fy @ Di(€(z),zx,) = 753)-
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The parameter NV is called the length of the index code. In the
scheme corresponding to this code, .S broadcasts a vector &(x)
of length V over I,.

Definition 3.2: An index code of the shortest possible length
is called optimal.

Definition 3.3: A linear index code is an index code, for
which the encoding function € is a linear transformation over
. Such a code can be described as

Ve eFy : €x)=aL

where L is an » x N matrix over ;. The matrix L is called
the matrix corresponding to the index code €. We also refer to
¢ as the index code based on L. Notice that the length of & is
the number of columns of L.

Let £ C [n] and u € Fj. In the sequel, we write u < E
if supp(u) C F. Intuitively, this means that if some receiver
knows x; for all € E (and also knows ), then this receiver
is also able to compute the value of zu? .

Hereafter, we assume that the sets X, for all ¢ € [m], are
known to S. Moreover, we also assume that the index code €
is known to each receiver R;, ¢ € [m]. In practice, this can
be achieved by a preliminary communication session, when the
knowledge of the sets X, for all ¢ € [m], and of the code € are
disseminated between the participants of the scheme.

In [6], for the case m = n and f(i) = ¢ forall i € [n],
the side information graph G of an instance (m,n, X, f) of the
ICSI problem is defined by G = (Vg,Eg), where Vg = [n] and

E={e=(i,5) 4,5 €n], j€ X;}.
A matrix A over F, is said to fit G ([26]) if
{ ai; # 0,

aij =0,

ifi =7,

O A 1
ifi # . (i) ¢ €. W
Then, the min-rank over F, of the side information graph G is
defined by

min{rank,(A) : A fits G}. )

Let C(L) = span, ({L[j]"};c(v}), the subspace spanned by
the (transposed) columns of L. The following lemma was im-
plicitly formulated in [6] for the case where m = n, f(i) =4
for all ¢ € [m], and ¢ = 2. This lemma specifies a sufficient
condition on C{ L) so that a receiver can reconstruct a particular
message. We reproduce this lemma with its proof in its general
form for the sake of completeness of the presentation.

Lemma 3.1: Let L be ann X N matrix over F,. Assume that
S broadcasts L. Then, for each i € [m], the receiver R; can
reconstruct sy if there exists a vector uld € Fy satisfying

u® q X, 3)
ul +e;(;) € C(L). )

Proof: Assume that w9 < X; and u9 + e, € C(L).
Since u(") + €(;) € C(L), there exists 3 € F} such that

U,(i') + €ri) = ﬂLT.
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By taking the transpose and premultiplying by &, we obtain

Therefore
sy = weky = (D)7 — au®’

Observe that R; is able to find w® and [ from the knowl-
edge of L. Moreover, R; is also able to compute mu(i)T since
ul® < X;. Additionally, R; knows L, which is transmitted by
S. Therefore, R; is able to compute z ¢(;y. |

Remark 3.2: 1t follows from Lemma 3.1 that L corresponds
to a linear (m,n, X, f)-IC over F, if C(L) 2 span,({u +
€y(i) fie[m]), for some w® < X;, i € [m]. We show later in
Corollary 4.5 that this condition is also necessary. Finding such
an L with minimal number of columns by careful selection of
u(9’s is a difficult task (in fact it is NP-hard to do so, see [6],
[15]), which, however, yields a linear coding scheme with the
minimal number of transmissions.

IV. BLOCK SECURE LINEAR INDEX CODES

A. Block Security and Weak Security

In this section, we assume the presence of an adversary A who
can listen to all transmissions. Assume that S employs a linear
index code based on L. The adversary is assumed to possess
side information {z;};cx,, where X4 < [r]. For short, we

say that A knows (or possesses, owns) &y, . The strength of
A is defined to be |X4]. Denote XA2 ([#]\*X4). Note that by

listening to S, the adversary also knows s2 ¢&(x) = L. We
define in the following several levels of security for linear index
codes.

Definition 4.1: Suppose that the sender S possesses a vector
of messages * € Fp, which is a realized value of a random
vector X = (X1,Xs,...,X,), whose coordinates X;, ¢ €
[n], are all independent and uniformly distributed over F,. An
adversary A possesses & v, . Consider a linear (m, n, X', f)-IC
over [, based on L.

1) For B C X ‘4, the adversary is said to have no information

about x g if

H(Xp|XL, X~x,) =H(X5g). 5)
In other words, despite the partial knowledge on « that
the adversary has (his side information and the transmis-
sions he eavesdrops), the symbols &g still looks com-
pletely random to him.

2) The index code is said to be b-block secure against X 4 if
for every b-subset B C A4, the adversary has no informa-
tion about .

3) The index code is said to be b-block secure against all
adversaries of strength t (0 < ¢ < n — 1) if it is b-block
secure against X4 for every X4 C [n], |X4| = L.

4) The index code is said to be weakly secure against X 4 if it
is 1-block secure against X4 . In other words, after listening
to all transmissions, the adversary has no information about
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each particular message that he does not possess in the first
place.

5) The index code is said to be weakly secure against all ad-
versaries of strength t (0 < ¢t < n — 1) if it is weakly
secure against X4 for every ¢-subset X4 of [n].

6) The index code is said to be completely insecure against
X, if an adversary, who possesses {; }icx, , by listeniAng
to all transmissions, is able to determine x; forallz € X4.

7) The index code is said to be completely insecure against
any adversary of strengtht (0 < t < n—1) ifan adversary,
who possesses an arbitrary set of £ messages, is always able
to reconstruct all of the other » — # messages after listening
to all transmissions.

Remark 4.1: Even when the index code is b-block secure
(b > 1) as defined previously, the adversary is still able to ob-
tain information about dependences between various x;’s in X4
(but he gains no information about any group of b particular
messages). This definition of b-block security is a generaliza-
tion of that of weak security (see [27], [28]). Obviously, if an
index code is b-block secure against X 4(b > 1), then it is also
weakly secure against /X' 4, but the converse is not always true.

B. Necessary and Sufficient Conditions for Block Security

In the sequel, we consider the sets B C [n], B # B, and
E C [n], E # §. Moreover, we assume that the sets X4, B,
and E are disjoint, and that they form a partition of [r], namely
X4 UBUE = [n]. Inparticular, ¥, = BU E.

Lemma 4.2: Assume that forallu <1 X'y and forall o; € F,
t € B (not all «;’s are zeros)

u+ Y oe; ¢ C(L). (6)
ieR
Then, we have the following.
1) Forall: € B
L; e spanq({Lj}jeg). (7
2) The system
yLg =wlLp (8)
has at least one solution y € [FlIEI for every choice of
w E [FlIB‘.
Proof:

1) If rank,(Lg) = N, then the first claim follows immedi-
ately. Otherwise, assume that rank,(Lg) < N. As the N
columns of Lg are linearly dependent, there exists y €
FY\{0} such that y LE, = 0.

a) If for all such y and for all + € B we have
yL{ = 0, then L; € ((span,({L;}jeE)))" =
span,({L;};eE) foralli € B.

b) Otherwise, there exist y € F) and i € B such that
yLL = 0 and yL? # 0. Without loss of generality,
assume that




DAU et al.: ON THE SECURITY OF INDEX CODING WITH SIDE INFORMATION

Lete = yLT € C(L). Then
¢ = (cx,lesles) = (yLk, |yLE|yLE).

Hence, cg = yLL # 0 and eg = yLL = 0. Let
u = (cx,|0]0) < Xy and o; = ¢; forall i € B.
Then, o;’s are not all zeroand u + 3, . p ai€; = ¢ €
C(L), which contradicts (6).

2) By (7), each row of L is a linear combination of rows of
L. Hence, wLp is also a linear combination of rows of
L. Therefore, (8) has at least one solution.

]

The following lemma generalizes the weak security to the
block security.

Lemma 4.3: Let L be ann x N matrix over F,. Assume that
S broadcasts & L. For a subset B C by 4, an adversary A who
owns Z x, , after listening to all transmissions, has no informa-
tion about p if and only if

Yu < X4, Yo, € Fy with a;, ¢ € I, not all zero

u+ Z wie; ¢ C(L).

i€B

(€))

In particular, for each € ??A, A has no information about x; if
and only if

Yu<aXy cute; ¢C(L).

Proof: Assume that (9) holds. We need to show that
H(Xp|XL, Xx,) = H(Xp). It suffices to show that for all
geF,

1
Pr(Xp=¢g|XL=s, Xy, =x,) = pE (10)
where s = ¢ L for some x € F.
Consider the following linear system with the unknown z €

n.
Fo.
Zp =4
ZXs = TX,

zL = s

which is equivalent to

zZp=4g
Zxs =Ty

ZELE = S_QLB_:BXALXA.

(1D

In order to prove that (10) holds, it suffices to show that for
all choices of g € [FLB|, (11) always has the same number of
solutions z. Notice that the number of solutions z of (11) is
equal to the number of solutions zg of

zELEZS_gLB_mXALA’A (12)
where s, g, and £y, are known. For any g € [FllBl, if (12) has
a solution, then it has exactly ¢/Z!—"2"«(L=) different solutions.
Therefore, it suffices to prove that (12) has at least one solution
for every g € [FlIB‘.

Since s = xL, we have

:I?ELE =S —(EBLB —:EXALXA.

(13)
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Subtracting (13) from (12) we obtain
(zg —xg)Lg = (xg —g)Lp
which can be rewritten as
yLp =wlLp (14)

where yézE —TE, wémB —g.Dueto Lemma4.2, (14) always
has a solution y, for every choice of w. Therefore, (12) has at
least one solution for every g € [FJJB|.

Now we prove the converse. Assume that (9) does not hold.
Then, there exist u < X4 and o; € Fg, 7 € I, where a;s,

1 € 3 are not all zero, such that

E a;e;, =C—U

1eB

for some ¢ € C(L). Hence, similar to the proof of Lemma 3.1,
the adversary obtains

T

E T, =& ( E oa,:e,;)

iEB iEB
=z(c—u)T

= $CT — 213’U,T.

Note that the adversary can calculate zc” from s, and can also
find zu” based on his own side information. Therefore, A is
able to compute a nontrivial linear combination of x;’s, 7 € B.
Hence, the entropy H{(X | X L. Xv,) < H(Xp). Thus, the
adversary gains some information about the 5. ]

Corollary 4.4 generalizes Lemma 3.1 by providing both nec-
essary and sufficient conditions for a receiver’s ability to recover
the desired message. Equivalently, this corollary provides nec-
essary and sufficient conditions for a receiver I?; (or the adver-
sary A) to have no information about a particular message.

Corollary 4.4: Let L be an n x N matrix over [, and let

S broadcast L. Then, for each i € [m], the receiver R; can

reconstruct z ¢(;) if and only if there exists a vector ul) ¢ F

satisfying (3) and (4). The receiver 12; has no information about
T ¢(;) if there exists no vector ul) e F; as earlier.

Proof: The proof of this lemma is straightforward from

Lemma 3.1 and Lemma 4.3. |

Corollary 4.4 can be reformulated as follows.

Corollary 4.5: The matrix L corresponds to a linear
(m.n, X, f)-IC over F, if and only if for all i € [m)], there
exists a vector (") € [y satisfying (3) and (4).

Remark 4.6: 1t follows from Corollary 4.5 that L cor-
responds to a linear (m,n, X, f)-IC over F, if and only if
c(L) 2 spanq({u(i) + €y }icm)), for some u g X,
i € [m]. If we define

Kqg = 8q(m,n, X, f)
= min{rank,({u® + €4() biem]) ul® ¢ [F(’;?u(i) <A}
(15)
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then # is the shortest possible length of a linear (m, n, X', f)-1C
over .

Corollary 4.7: The length of an optimal
(m,n, X, [)-IC over F, is kg = r4(m,n, X, f).

linear

Remark 4.8: The quantity , defined in (15) is precisely the
min-rank over I, of the side information graph of an ICSI in-
stance in the case m = n and f(¢) = 7 for all i € [n] (see also
[6]).

Proof: Suppose that u() < X; forall i € [n]. Let A =
(ai ;) be the n x n matrix whose ith row is precisely u® te;,
for each i € [n]. Then, A fits G. Conversely, if A’ fits G, then
by multiplying each row of A’ with a suitable nonzero constant
(which does not change the rank of A’), one obtains a matrix
A of the form (1). In other words, for each i € [n], the ith row
of the resulting matrix A equals u(* + e; for some u(" < X;.
Therefore, 1, defined in (15) is indeed the minimum rank over
I, of a matrix which fits the side information graph G. Thus, x4
is precisely the min-rank over F, of G. |

Theorem 4.9: Consider a linear (m,n, X, f)-IC over F,
based on L. Let d be the minimum distance of C(L).

1) This index code is (d — 1 — #)-block secure against all
adversaries of strength t < d — 2. In particular, it is weakly
secure against all adversaries of strength ¢t = d — 2.

2) This index code is not (d — £)-block secure against at least
one adversary of strength £, for any ¢ < d— 1. In particular,
it is not weakly secure against at least one adversary of
strength ¢ = d — 1.

3) Every adversary of strength ¢ < d — 1 is able to find a
list of ¢ "~ vectors in F}’ which includes the vector of
messages .

Proof:

1) Assume that? < d — 2. By Lemma 4.3, it suffices to show
that for every -subset X4 of [n] and for every (d — 1 —
t)-subset B of A4

Yu < X4, Vo € Fy with «y,7 € B, not all zero

u+ Z a;e; ¢ C(L).

i€B

For such u and a;’s, we have wt(u + >, 5 vie;) =
wt(u) +wt(D o, cpouies) <t+(d—-1-1)=d—1<d.
Moreover, as supp(u) N B = i) and «;’s, i € B, are not all
zero, we deduce that u + zieB ae; # 0. We conclude
that u + ZiEB ;€ ¢ C(L

2) We now show that the index code is not {d — #)-block
secure against at least one adversary of strength ¢, for any
t<d-—1.
Pick a codeword ¢ = (eq,¢2,...,¢,) € C(L) such that
wt{c) = d and letsupp(¢c) = {i1,42,...,4q}. Without loss
of generality assume that X4 = {iy,d2,.... Lt} |Xa| = ¢,
t < d—1. Then B {7t+1>7t+2« N .,id} Q XA.
Let

d
U =c— E cij.e,,-,,..

j=t+1
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Then, v < X4 and u + ZJ —iy1Cisei; = ¢ € C(L).
By Lemma 4.3, after listening to all transmissions, A gains
some information about 2 g, namely H( X g| X L, X r, ) <
H(X ). Hence, the index code is not (d — t)-block secure
against at least one adversary of strength .

3) Lets = x L. Consider the following linear system of equa-
tions with unknown z € FJ:

{ z‘l’A = w‘X’A
zL =s

which is equivalent to

Zx, =Ly,
Z«?ALﬁ?A =5

(16)

— QZXALXA.

The adversary A attempts to solve this system. Given that
s and z x, are known, the system (16) has n — 7 unknowns
and N equations. Note that# < d—1, and thus by applying
Theorem 2.1 to C(L) we haven — ¢t > n —d + 1 >
N. If ranky(Ly ) = N, then (16) has exactly gnt N
solutions, as requ1red

Next, we show that rank (LA ) = N. Assume, by
contrary, that the N columns of LA , denoted by

M. e® . e™) are linearly dependent. Then,
there exist ﬂi € [Fq, i € [N], not all zero, such that

SN, Bic®) = 0. Let

N

= Z G L[] €

i=1

C(L)\{0}.

(Recall that L[i] denotes the ith column of L). Then,

s = Z; 1 B:cY = 0 and hence wt(c) = wt(cy,) <
t < d — 1. This is a contradiction, which follows from
the assumption that the N rows of LEA are linearly

dependent.
]

Example 4.1: Let ¢ = 2. Assume that X4 = § and that
X; # 0 for all i € [m]. For each i € [m], choose some j; € &;.
Let L be the binary matrix whose columns form a basis of the
space C(L) = span,({e;, + €5()}icm])- Then, d(C(L)) = 2.
Since t = |X4| = 0, we have d — 1 — ¢ = 1. Therefore,
by Theorem 4.9, the index code based on L is weakly secure
against A. By the Singleton bound, L has N < n—d+1 =n—1
columns. In other words, the index code based on L requires at
most  — 1 transmissions.

C. Block Security and Complete Insecurity

Theorem 4.9 provides a threshold for the security level of a
linear index code based on L. If A has a prior knowledge of
any ¢t < d — 2 messages, where d = d(C(L)), then the scheme
is still secure, i.e., the adversary has no information about any
group of d — 1 — ¢ particular messages from {a;]-}je:\;A On
the other hand, the scheme may no longer be secure against an
adversary of strength £ = d — 1. The last assertion of Theorem
4.9 shows us the difference between being block secure and
being strongly secure (the notion of strong security is rigorously
defined in Definition 5.3 in the sequel). More specifically, if the
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scheme is strongly secure, the messages T3 which are not
leaked to the adversary in advance, look completely random
to the adversary, i.e., the probability to guess them correctly is
1/¢" . However, if the scheme is (d — 1 — ¢)-block secure (for
t < d — 2), then the adversary is able to guess these messages
correctly with probability 1/¢" ¢,

For an adversary of strength ¢ > d, the security of the scheme
depends on the properties of the code employed, in particular,
it depends on the weight distribution of C(L). It is possible to
show in the way analogous to the proof of part (2) in Theorem
4.9 that if there exists ¢ € C(L) with wt(¢) = w, then the
scheme is not weakly secure against corresponding adversary
of strength £ = w — 1. In general, the index code might still be
(b-block or weakly) secure against some adversaries of strength
t for t > d. While we cannot make a general conclusion on the
security of the scheme when the adversary’s strength is larger
than d—1, Lemma 4.3 is still a useful tool to evaluate the security
in that situation. However, as the next theorem shows, if the size
of X4 is sufficiently large, then A is able to determine all the

messages in {z; }je/’?A'

Theorem 4.10: The linear index code based on L is com-
pletely insecure against any adversary of strength ¢ > n — d* +
1, where d* denotes the dual distance of C(L).

Proof: Suppose the adversary knows a subset {x;}jecx,,
Xy € [n] and |X4| = t > n — dt + 1. By Corollary 4.4,
it suffices to show that for all j € X 4, there exists u € FJ
satisfying simultaneously v <« X4 and u + e; € C(L).

Indeed, take any j € X4, andletp = n —t < d+ — 1.
Consider the p indices which are not in X'4. By Theorem 2.2,
there exists a codeword ¢ € C(L) with

ife=j

1
‘f‘{o ife¢ X U {5}

Then, supp(c) € A4 U {j}. We define u € F}; such that u <
X4, as follows. For ¢ € X4, wesetu, = ¢g,and for £ ¢ X4, we
setuy = 0. Itisimmediately clear that c = u+e;. Therefore, by
Corollary 4.4, the adversary can reconstruct ;. We have shown
that the index code is completely insecure against an arbitrary
set X4 satisfying |X4| > n — d* + 1, hence completing the
proof. |

When C(L) is an MDS code, we have n — d+ +1=d — 1,
and hence, the two bounds established in Theorems 4.9 and 4.10
are actually tight. In that case, the third statement in Theorem
4.9 implies Theorem 4.10 as follows. This statement asserts that
an adversary of strength £ = d — 1 can find a list of ¢~ ~¢+1
vectors that includes the vector of messages «. Since C(L) is
an MDS code, we have n — N — d + 1 = (. Therefore, the
list contains only one element, namely « itself. Thus, the index
code is completely insecure against any adversary of strength
d—1.

The following example further illustrates the results stated in
these theorems.

Example 4.2: Letn = 7,m = 7,q = 2, and f(i) = i for
all ¢ € [m]. Suppose that the receivers have in their possession
sets of messages as appear in the third column of the table that
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follows. Suppose also that the demands of all receivers are as in
the second column of the table.

Receiver Demand {#;}iex,
R 21 {z6. 7}
R, ) {z5.27}
Rs 23 {5. 26}
Ry 24 {5, 26,27}
Rs 25 {r1,22, 16}
Rg Zg {r1,23, 24}
Ry 7 {2,253, 16}

Fori € [7],letu(® € F} suchthatsupp(u(¥) = X;. Assume
that an index code based on L with C(L) = spanq({u(i) +
€;}ic[7) is used. For instance, we can take L to be the matrix
whose set of columns is {L[i]éu(i) +€;}icra). Itis easy to see
that C(L) is a [7, 4, 3] Hamming code with d = 3 and d* = 4.

Following the coding scheme, S broadcasts the following
four bits:

s1 =x(uV +e)7
=z(u® +ey)7

= w(u<3) + eg)T

sy =x(u® +ey)T.

Each R;, i € [7], can compute (u'?) +¢;)” by using a linear
combination of 51, $2, 83, 4. Then, each I2; can subtract mu(i)T
(his side information) from & (u(” 4 ;) to retrieve z; = xe? .

For example, consider I25. Since

T T
T (u(5) + 65) =z ((u(l) +e)+ (u® + 62)) = $1+592

Ry subtracts @1 + 2 + x¢ from s 4 $9 to obtain

(s1+ s2) — (21 + 22 + 16)
= (.’El +fﬂz+[[:5+fl/’6) —

= Ts5.

([L'l + x9 + 176)

If an adversary A has a knowledge of a single message z;,
then by Theorem 4.9, A is not able to determine any other mes-
sage uy¢, for £ # i. Indeed, d(C(L)) = 3, while £ = 1, so the
code is weakly secure against all adversaries of strength ¢ = 1. If
none of the messages are leaked, then the adversary has no infor-
mation about any group of two messages. On the other hand, the
code is completely insecure against any adversary of strength
t > 4; in that case, A is able to determine the remaining 7 — ¢
messages.

Remark 4.11: So far we only discuss the case when the adver-
sary can listen to all /V transmissions. If we consider an adver-
sary, which can eavesdrop at most ¢ (¢ < N) messages, then
analogous results can also be obtained. Consider a linear index
code based on L. Let

d, = min {d(C(L[W))) : W C [N], [W]| = i}
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and

-2 min {d((C(LW])*Y) : W C [V],

W= pu}.

Then, it is straightforward to see that the results in Theorems
4.9 and 4.10 still hold, with d and d* being replaced by d,, and
d.;, respectively.

D. Role of the Field Size

The following example demonstrates that the use of index
codes over larger fields might have a positive impact on the
security level. More specifically, in that example, index codes
over large fields significantly enhance the security, compared
with index codes over small fields.

Example 4.3: Suppose that the source S has n messages

X1,&2,...,L,. Assume that there are m < n receivers
R, Ro, ..., R,,, and each receiver R; has the same set of side
information, X; = {m + 1,m + 2,...,n}. Assume also that

each R; requires x;, for i € [mn)].

Any index code for this instance must have length at least .,
since all the vectors u(?) + e;, for some u') <1 X;, @ € [m], are
linearly independent over any field.

If we employ an index code over F2, by the fact that there
are no nontrivial binary MDS codes, we deduce that the min-
imum distance d of C(L) is at most n — . Hence, index codes
over o are not secure against some adversaries of strength
t = n — m — 1. However, if we consider index codes over
F, for sufficiently large ¢(¢ > n — 1), there exists a g-ary
MDS code C with minimum distance exactly . — 1 + 1. By
choosing L so that C(L) = C, the index code based on L is se-
cure against all adversaries of strength at most{ = n —m — 1,
which is strictly more secure than the those over Fs. To find
suchan L, let M = (I,,|P) be a generator matrix in standard
form of an [n, m],-MDS code, and then take L = MT. Then,
L[i] = u®+e® forsomeu® < X; = {m+1,m+2,...,n},
i € [m]. Therefore, by Corollary 4.5, L corresponds to a linear
index code for this instance.

Note that if we employ an index code over [F2, then for large
values of 7 the minimum distance d of C(L) is bounded from
earlier by the sphere-packing bound

d<2n-(HY1—-m/n)—e)

where ¢ — 0 as n — oo, and H~1(-) denotes the inverse of the
binary entropy function.

There is a variety of stronger upper bounds on the minimum
distance of binary codes, such as the Johnson bound, the Elias
bound, and the McEliece—Rodemich—Rumsey—Welch bound
(see [29, Ch. 4.5] for more details). These bounds provide
even stronger bounds on the security of the binary scheme
for this instance of the ICSI problem. By contrast, as shown
previously, by using a g-ary MDS code, the distance d of
C(L) can achieve the Singleton bound. It is well known that
there is a significant gap between the Singleton bound and the
sphere-packing bound (see [29, p. 111] for details). Therefore,
for this instance of the ICSI problem, index codes over large
fields provide significantly higher levels of security than those
over binary field.
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E. Application: ICSRI

In this section, we consider an extension of the ICSI problem,
which we call the ICSRI problem. This problem arises in appli-
cations such as audio and video-on-demand. Consider a client
who has subscribed for certain media content (audio or video
programs, movies, newspapers, etc.) At the same time, this
client has not subscribed to some other content. The content
provider wants to restrict this client from obtaining a content
which he is not eligible for, even though he might be able to ob-
tain it “for free” from the transmissions provided by the server.
As we show in sequel, the solution for the ICSRI problem is a
straight-forward application of the results in Corollary 4.4.

More formally, the arguments of an instance (m, n, X, Z, f)
of the ICSRI problem are similar to their counterparts
for the ICSI problem. The new additional parameter,
Z = (21,25,...,2,), represents the sets Z; C [n] of
message indices that the respective receivers R;, i € [m],
are not allowed to obtain. The goal is that at the end of the
communication round, the receiver I?; has the message x ¢(;y in
its possession, for all 4 € [m], and it has no information about
x; for all j € Z;. The notion of a linear (m,n, X, f)-IC over
F, is naturally extended to that of a linear (m,n, X, Z, f)-IC
over IF,.

Let

:F(’NL,’(L,X,Z,f)é U {uteua X, je z}.
i=1
The following proposition provides a necessary and sufficient
condition for a linear index code to be also a solution to an
instance of the ICSRI problem.

Proposition 4.12: The linear (m, n, X, f)-IC over F, based
on L is also a linear (m, n, X', Z, f)-IC if and only if C(L) N
Flm,n, X, Z, f) = .

Proof: Let S employ the (m,n, X, f)-IC over F, based
on L. Then, clearly R; can recover x s(;y for all i € [m]. Due to
Lemma 4.3, foreachi € [m] and j € Z;, R; has no information
about x; if and only if

Vu <X :u+ej ¢ C(L).
Hence, we complete the proof. |

Example 4.4: Consider an instance (i, n, X, Z, f) of the
ICSRI problem where m, n, X, and f are defined as in Ex-
ample 4.2. Moreover, let Z = (21, Zs,..., Z7), where Z; =
{2,3,4,5}, Z5 = {1,3,4,6}, Z3 = {1,2,4,7}, and Z, =
Zs = Zg = Zv = . Consider the index code based on L
constructed in Example 4.2. It is straightforward to verify that
C(LYNF(m,n, X, Z, )= 0. Therefore, by Proposition 4.12,
this index code also provides a solution to this instance of the
ICSRI problem.

Let

H/Z :H,Z(TU,’TL,X,Z,]C)
2 min{rank, ({u® + €5y bielm))}

where the minimum is taken over all choices of u(® < X,
i € [m], which satisfy

span, ({u(i) + e,f(i)}ie[m]) NF(m,n, X, Z,. fy=0. (17)
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Let x; = +oc if there are no choices of u®’s, i € [m], which
satisfy (17). The following proposition follows immediately.

Proposition 4.13: The length of an optimal linear
(m,n, X, Z, f)-IC over F is s} If 57 = 400, then there exist
no linear (m,n, X, Z, f)-ICs over F,.

V. STRONGLY SECURE INDEX CODES WITH SIDE INFORMATION

In this section, we consider a different model of adversary.
Similarly, to its counterpart in Section IV, the adversary A in
this section owns some prior side information. Additionally, A
can listen to i+ < N transmissions of S. It can also corrupt some
transmissions of .S, received by any of R;, i € [m].

We start the analysis with some basic definitions of error-cor-
recting index codes. This type of index codes has been studied
very recently by the authors of this paper in [30]. We repeat
some basic results for the sake of completeness.

A. Error-Correcting Index Codes

Assume that some of the symbols received by R;, i € [m],
are in error. Consider an ICST instance (1, n, X', f), and assume
that S broadcasts a vector &(z) € F.'. Let £9 e FY be the
error affecting the information received by R;, ¢ € [m]. Then,
R, actually receives the vector

y' = &(x) —l—E(i) € [F;’IV

instead of &(x). The following definition is a generalization of
Definition 3.1.

Definition 5.1: A é-error-correcting index code over F, for
an instance (m,n, X, f) of the ICSI problem, referred to as
a d-error-correcting (m,n, X, f)-IC over F,, is an encoding
function

.cn N
C:F; —F,

such that for each receiver I?;, i € [m], there exists a decoding
function

.EN X;
D FY xFI% - F,
satisfying
Vo, €0 e By, wi(€) <6 - Di(&(e) + €7 2n) = 250
The definitions of the length, of a linear index code, and of the
matrix corresponding to an index code are naturally extended to
6-error-correcting index codes.

We define the following sets:

I(q7Wl77L7XS f)
é{z € F; : 3i € [m] such that zx, = 0 and z;¢;y # 0}.

For each ¢ € [m], we also define

YERN({SD} U X)),
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Then, the collection of supports of all wvectors in
I{q,m.n, X, f) is precisely

T, N2 J {U@ruyvicy) as)

i€[m]

The necessary and sufficient condition for a matrix L to corre-
spond to a linear d-error-correcting index code is given in the
following lemma.

Lemma 5.1: The matrix L corresponds to a linear é-error-
correcting (rm, n, X', f)-IC over F, if and only if

wt(zL) > 26 + 1 for all z € Z(g,m,n, X, f). (19)

Equivalently, L corresponds to a linear é-error-correcting
(m,n, X, f)-1C over F, if and only if

€K
forall K € J(m,n, X, f) and for all choices of nonzero z; €

Fq,2 € K.
Proof: Foreachx € F, we define

B(z,6)={¢€Fl:é=aL+§& wi(€) <5 £ €Fl}

the set of all vectors resulting from at most é errors in the trans-
mitted vector associated with the information vector x. Then,
the receiver R; can recover ;) correctly if and only if

Bz, )N B(z',6) =0
for every pair z, ' € F satisfying
Ty, = Thyand Ty £ T

Therefore, L correspond to a linear é-error-correcting
(m,n, X, f)-IC over F, if and only if the following con-
dition is satisfied: for all ¢ € [mn] and for all , =’ € F} such
that .y, = @y, and wy(;) # o, it holds

Vel e [I:;IN7 wt(€) < 6, wt(¢') <6 -

zL+ &£ 2'L+€. (20

Denote z = &’ — @. Then, the condition in (20) can be refor-
mulated as follows: for all ¢ € [n] and for all z € F7! such that
zx, = 0and z4(;) # 0, it holds

VEE €FY, wi(€) <6, wi(€) <6 - zL#E-E. (1)

The equivalent condition is that for all z € Z(gq, m,n, X, f)

wt(zL) > 26 + 1.

Since for z € Z(q, m,n. X, f) we have

2L = Z 2L,

1€supp(z)
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the condition (19) can be restated as

i€ K

forall K € J(m,n, X, f) and for all choices of nonzero z; €
Fq.i€ K. |

The next corollary follows directly from Lemma 5.1 by con-
sidering an error-free setup, i.e., 6 = 0.

Corollary 5.2: The matrix L
(m,n, X, [)-IC over F, if and only if

wt (Z ziLL) >1

ieK

corresponds to an

forall K € J(m,n, X, f) and for all choices of nonzero z; €
Fqt € K.

The conditions stated in Corollary 5.2 and Corollary 4.5 are,
as expected, equivalent. Indeed, the condition in Corollary 5.2
is equivalent to the condition that for each ¢ € [m]

Ly ¢ span,({L;}jey,)
which can be rewritten as

W eFY : vWLY;) =1and vLY = 0.

For each i € [m] denote
D2y LT € ¢(L).

We have for all i € [m)]

C(L()) =1 and c(}ll) =0

2

or, equivalently

Ju e Fy - u® q X and ¢ = w4 es@) € C(L).

Observe that all the transitions earlier are “if and only if,” and
therefore, Corollary 5.2 and Corollary 4.5 are equivalent, as
claimed.

B. Lower Bound on the Length

We start this section with a generalization of the definition
of index codes to randomized index codes. Consider € N
random variables G, s, . .., GG, which are distributed inde-
pendently and uniformly over F,. Let G = (G, Gs,...,Gy)
and let g = (g1, 92, - - -, gy) be a realization of G.

Definition 5.2: An n-randomized (m,n, X, f)-IC over F,,
for an instance (m,n, X, f) is an encoding function
.cn 7] N
€:FyxF) —F,

such that for each receiver R;, i € [m], there exists a decoding
function

. =N | X |
D, F¥ x Fl¥ - F,

IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. 58, NO. 6, JUNE 2012

satisfying

Va € [F;L : @i(t’i(w,g), 33,1’1.) =T r)
for any g € F7, which is a realization of the random vector G.
The definition of a §-error-correcting index code can be natu-
rally extended to that of a §-error-correcting randomized index
code. We simply replace € : F — F) by € : F7' xF? — F},
and &(x) by &(x,g) in Definition 5.1.
An n-randomized index code is linear over I, if it has a linear
encoding function €

n
q

&(x,g) = (z|g)L

where L is an (n + n) x N matrix over F,. In the se-
quel, we assume that any message z;, 1 € [n], is requested
by at least one receiver. Observe that by simply treating
1, T2 vy Ty, 1,92, ..., gy as messages, the results from
previous sections still apply to linear randomized index codes.

Definition 5.3: The linear n-randomized (m,n, X, f)-IC
over F, based on L is said to be (u, t, §)-strongly secure if it
has the following two properties.

1) This code is d-error-correcting. In other words, upon re-
ceiving (x|g)L with at most § coordinates in error, the re-
ceiver R; can still recover x(;), for all i € [m].

2) This code is (g, t)-strongly secure. In other words, an ad-
versary A who possesses x v, , for X4 C [n], |Xa| = ¢,
and listens to at most x4 transmissions, p» < N, gains no
information about other messages. Equivalently

H(X5, | (XIG)LW], Xx,) =H(X5 )

forany W C [N], [W]| < p.

Remark 5.3:

1) If 4 =+ = n = 0, then a (y, £, §)-strongly secure 7-ran-
domized (m,n, X, f)-IC over F, is simply a é-error-cor-
recting (m,n, X', f)-IC over F,,.

2) If & = 0, the index code is strongly secure, but has
no error-correcting capability. In that case, we simply
say that the code is “(yz,#)-strongly secure” instead of
“(1, t, 0)-strongly secure.”

3) A simple concatenation of an error-correcting IC scheme
and a secure IC scheme may not necessarily yield a
(p. 1, 6)-strongly secure n-randomized (m,n, X, f)-1C
over F,. By contrast, in Section V-C we present a
somewhat more sophisticated scheme that yields a
(p. 1, 6)-strongly secure p-randomized (m,n, X, f)-1C
over [F,.

In the lemma that follows, we assume that each message is re-

quested by at least one receiver. Otherwise, that “useless” mes-
sage can be discarded without affecting the model.

Lemma 5.4: If L corresponds to a (ju,t)-strongly secure
linear n-randomized (m, n, X, f)-IC over F,, then n > .
Proof: We prove this lemma by contradiction. Suppose
that L corresponds to a (y,t)-strongly secure 7-randomized
(m,n, X, f)-ICoverF,,andthatn < p.Let E = {n+ 1, n+
2,...,n+nk
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For W C [N], let C(L[W]) be the space spanned by columns
of L indexed by elements of W. Then, for all W C [N] with
|W| < g, it holds that

H(X 5 (XIG)L[W], Xx,) = H(X 5,

i.e., an adversary who owns x y, gains no information about
T after eavesdropping the transmissions corresponding to the
set of indices W. From Lemma 4.3 with C( L) being replaced by
C(L[W]), we conclude that C(L[W]) does not contain a vector
¢ which satisfies ¢ # 0 and cg = 0. In the sequel, we refer
to this property of C?L[VV ]) as Property A.

Let L' = (L(A,“u )" be the matrix obtained from L by first
deleting rows of L indexed by X4, and then taking its trans-
pose. We show that rank,(L') < p — 1. Indeed, take any g

rows of L', denote them L/, . ... ,L;-#. Let L” be the subma-
trix of L’ formed by the last 5 columns. Since < u, the u
rows L7 ,..., L} are linearly dependent. Hence, there exist
1, Q,. .., &y, not all zeros, such that

I
E : "o

()é/ij/Z =0.
=1

This implies

I
§ [

()é/ij/Z =0
(=1

due to Property A. Thus, rank,(L') < p — 1.
Now let rérankq(L’) < ¢, and let

(L,.L,..... L'}

be a basis of the space spanned by the rows of . L’. Suppose that
the receiver I?; requests f(;) where fli) € Xy.
1) On the one hand, by Corollary 4.5, C(L) contains a vector
c=u® + ey where ul? < X;. Therefore, g = 0 and
C:{,A 7é 0.
2) On the other hand, there exist 31, o, .. ., G, such that

r
(C:X;A |CE) = Z ,GZL‘;-].
=1

Sincer < pandcg = 0, by Property A, we have €3, = 0.
We obtain a contradiction. ]

Remark 5.5: From Lemma 5.4, a (s, t)-strongly secure linear
randomized index code requires at least ;» random symbols. We
show in Section V-C that there exists such a code that uses pre-
cisely  random symbols.

Lemma 5.6: Suppose that L corresponds to a linear p-ran-
domized (m,n, X, f}-IC over F,. If this randomized index
code is (u, t)-strongly secure, then for all i € [ps], there exists a
vector v(") € F7+ satisfying

1) v < [n];

2) v + e,4; € C(L).

Proof: Assume, by contradiction, that for some i € [u],
we have v + e, ; ¢ C(L) for all v < [n]. Consider a
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virtual receiver, which has a side information set {; } j¢[,,] » and
requests the symbol g;. By Corollary 4.4, this virtual receiver
has no information about g; after listening to all transmissions.
In other words, we have

H(G[(X]G)L. X) = H(G)) 22)

where all symbols in X and G are independent and uniformly
distributed. In particular, for a smaller set of side information

H(G:[(X[G)L, Xx,) = H(G)). (23)

We recall Definition 5.3: for every p-subset W C [N] and every
t-subset X4 C [n], we have

HX5 ((XIG)LIW], Xx,) =H(X5 ). (24

In the sequel, we show that if the value of GG; is known to the
adversary, this randomized index code is still (¢, t)-strongly se-
cure. In other words, we aim to show that

H(X5 [(XIG)LW], Xx,,G) =H(X5 ) (25

for every p-subset W C [N] and every {-subset X4 C [n].
Indeed, the left-hand side of (25) is equal to

H(X (XIG)LIW), X))~ I(X 5 : Gl (X|G)LIW], Xx,)
which is

H(X

2.) — (X5, Gil(X|G)LIW], X x,)

due to (24). Hence, it suffices to show that
(X5,:Gi | (XIG)LIW], Xx,) =0.
We have

(X5 GI(XIG)LIV], X,
= H(G[(X|G)LIW], Xx,)
H(G(XIG)EIW], X x,. X5 )
= H(G[(X|G)LIW], Xx,)
- H(G|(X|G)L[W], X)
— H(G)) - H(G)
=90

where the third transition is due to (22) and (23).

To this end, we have shown that the randomized index code
is still (u, t)-strongly secure if the adversary knows the realized
value of ;. Equivalently, discarding the random variable G;
from the scheme does not affect its strong security. However,
this contradicts Lemma 5.4, since the resulting code has less
than p random symbols. |

The following theorem proves a lower bound on the length of
a (p, t)-strongly secure linear randomized index code.

Theorem 5.7: The length of a (u, t)-strongly secure linear
n-randomized (m, n, X, f)-IC over F is at least £, + 1.
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Proof: Suppose the linear randomized index code is based
on L. We divide the proof into several cases.
Case 1: 1 = p. Then, by Corollary 4.5 and Lemma 5.6, the
subspace C(L) must contain the following.
1) The vectors u'®) + e;;y for some u(® < X;, for all
i € [m].
2) The vectors v + e, ;, for some v* < [n], for all
i € [u].
Due to linear independence of these vectors and to the
definition of &, the length of the code is at least

dim(C(L)) > rank, ({w? + €505 bicpm)
+ rank, ({0 + e, yi}ie(u)
2 kg + .

Case 2: 7 > i, and for all i € [n] there exists some vector
v < [n] such that v 4 e, 4; € C(L).
In this case, similarly to Case 1, we have

dim(C(L)) > ky +1 > Ky + .

Therefore, L has at least s, + p columns.

Case 3: 17 > 1, and for some i € [), v@ fe, ¢ C(L)
for all v} < [n]. By following exactly the same argu-
ment as in the proof of Lemma 5.6, we deduce that dis-
carding (; does not affect the strong security of the ran-
domized index code. By doing so, we obtain a new ran-
domized (ju, t)-strongly secure index code, which has—1
random variables. This code is based on L’, which is ob-
tained from L by deleting its (n + 4)th row.

The aforementioned argument can be applied until either
the number of random variables decreases to j, or the code
in consideration satisfies the condition of Case 2. In both
cases, the resulting randomized index code has length at
least x4 + 1. As the length of the code does not change
during the process, we conclude that the length of the orig-

inal code is at least x, + .
u

The next theorem establishes a lower bound on the length of
a (p, 1, 6)-strongly secure linear randomized index code.

Theorem 5.8: The length of a (p, 1, 6)-strongly secure linear
n-randomized (m, n, X, f)-1C over F, is at least x, + p + 26.
Proof: Let L correspond to a (yu,%,8)-strongly secure
n-randomized (m,n, X, f)-IC over F,. Let L’ be the matrix
obtained by deleting any 26 columns of L. Since L corresponds
to a d-error-correcting index code, by Lemma 5.1, it satisfies

wt (Z ZiLi> >20+1
reK

forall K € J(m,n, X, f) and all choices of nonzero z; € F,
7 € K. We obtain that the rows of L’ satisfy

tEK

By Corollary 5.2, L’ corresponds to an n-randomized
(m,n, X, f)-IC over F,. Since all entries of L’ are con-
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tained in L, we deduce that L’ corresponds to a (u, t)-strongly
secure 7j-randomized (m,n, X, f)-IC over F,. Therefore, by
Theorem 5.7, L' has at least #, + x columns. Therefore, L has
at least #, + & + 26 columns. u

C. A Construction of Optimal Strongly Secure Index Codes

In this section, we present a construction of an optimal
{(p1.1,8)-strongly secure p-randomized linear (m,n., X', f)-1C
over [, which has length attaining the lower bound established
in Theorem 5.8. It requires g to be at least x4 + 1+ + 26 + 1. The
proposed construction is based on the coset coding technique,
originally introduced by Ozarow and Wyner [31]. This tech-
nique has been adopted in a variety of NC applications, such as
in [18]-[22].

Construction A: Let L' correspond to a linear
(m,n, X, f)-IC over F, of optimal length ,. Let M be a
generator matrix of an [N = &, + pu + 26, k4 + 11,26 + 1],
MDS code, so that the last x4 rows of M form a generator
matrix of another MDS code. For instance, take

1 1 - 1
23} a2 ayn
Ky —1 Kg—1 rg—1
oyt oy SRR e 0
M =
iy Kq Ky
ay g N
Kg+1 Kg+1 Kg+1
) oy <o %%
H',q—‘,.-;lfl f":q—ﬂ.—pfl mq—i.-;l,fl
o ¥y eyt
where a1, aa, . . ., iy are pairwise distinct nonzero elements in

F,. Let P be the submatrix of M formed by the first s, rows,
and @ the submatrix formed by the last 1+ rows of M . Take

Lop
Q

Lemma 5.9: The matrix L in Construction A corresponds to
a d-error-correcting p-randomized (m, n, X, f)-IC over F,.
Proof: Recall that g € F/ is a random vector. The en-
coding function & has a form

¢(x,g) = (x|g)L = 2LV P + gQ = (zLV|g) M.

Since M is a generator matrix of a §-error-correcting code, each
receiver R;, i € [m)], is able to recover (z L(®)|g) if the number
of errors in &(x, g) is less than or equal to §. Therefore, each
receiver R; can recover :IJL(”), and hence, it can also recover
Tyiys i € [m], as L) corresponds to a linear (m,n, X, f)-IC
over . ]

Lemma 5.10: The matrix L in Construction A corresponds
to a (u, t)-strongly secure pi-randomized (m, n, X, f)-IC over
F,.

Proof: Suppose that the adversary A possess a message
vector Ty, , |Zx,| = t. Additionally, A can eavesdrop  trans-

missions, i.e., it has a knowledge of bé(sc|g)L[W], for some
W C [N], |W| = . In the following, we show that the entropy
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of X is not changed given the knowledge of (X|G)L[W]
and of  x, . It suffices to show that for all a € [F';‘t
1
Pr(X(Ah =a | (X|G)LIW]=b, Xy, =xx,) = pr=
(26)
where all symbols in X and G are independent and uniformly
distributed. The left-hand side of (26) can be re-written as
Pr(X5 = a,(X|G)LIW] =b| Xx, = xx,)

PH{(XIGIEW] = b X, = 2] en

The numerator in (27) is given by
Pr(X%A =a,(X|G)LW]|=b|Xx, =xx,)
= PI‘(X;A =a ‘ Xy, = wr’t"A)
x Pr((X|G)LW]=10| ey =0, Xy, = Tx,)

1
= —Pr((X[|G)LIW]=b| X,?’A =a, Xy, =Ty,)
1 1 1
= = q_” = e (28)

The penultimate transition can be explained as follows. We have

b= (X|G)LIW] = XLV P[W]+ GQ[W]. (29)

The matrix Q[W] is invertible due to the fact that @} is a gen-
erator matrix of an [V, u]-MDS code. Since X is known, the
system (29) has a unique solution given by

G=(b-XLOPW)QW])
Since G is uniformly distributed over F/

Pr(X|G)LIW] = b| X5, = a, X, = zx,)

= Pr(G = (b- XLYPW(QW]) )
1
g"

Similarly to (28), the denominator in (27) is

Pr(X|G)LW] =b| Xy, = zx,)
= Y Pr(Xg, =c| Xu, =wr,)

ce[l:;_f
x Pr((X|G)LW] =10 | X;?A =c¢, Xy, =xx,)
1 1 1
=q¢" " — = —. 30
@t g” 0
From (27), (28), and (30), we obtain (26), as claimed. |

From Theorem 5.8, Lemma 5.9, and Lemma 5.10, we obtain
the main result of this section.

Theorem 5.11: The length of an optimal (u, £, §)-strongly se-
cure linear n-randomized (1, n, X, f)-IC over F,(¢ > x4 +
w426 +1) is kg + o+ 26. Moreover, the code in Construction
A achieves this optimal length.

VI. CONCLUSIONS AND OPEN QUESTIONS

In this paper, we initiate a study of the security aspects of
linear index coding schemes. We introduce a notion of block se-
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curity and establish two bounds on the security level of a linear
index code based on the matrix L. These analysis makes use of
the minimum distance and the dual distance of C{L), the code
spanned by the columns of L. While the dimension of this code
corresponds to the number of transmissions in the scheme, the
minimum distance characterizes its security strength.

Our second contribution is the analysis of the strong security
of linear index codes. New bounds on the length of linear index
codes, which are resistant to errors, eavesdropping, and infor-
mation leaking, are established. Index codes that achieve these
bounds are constructed. These new bounds cannot be deduced
directly from the existing results in network coding literature.

One important problem, which remains open, deals with a de-
sign of an optimal secure index coding scheme. This problem
can be formulated as follows: given an instance of the ICSI
problem, how to design L, such that C(L) has the largest pos-
sible minimum distance? More specifically, let us define the bi-
nary side information matrix A = (a; ;)ic[n], je[n) as in [6],

namely
_J1
R

The problem is equivalent to finding a way to turn certain
off-diagonal 1’s in A into 0’s, such that the rows of the re-
sulting matrix generate an error-correcting code of the largest
possible minimum distance. It is very likely that this task is
a hard problem. For comparison, even finding the minimum
distance of an error-correcting code given by its generating
matrix is known to be NP-hard [32].

ifj=dorj € A;
otherwise.

ACKNOWLEDGMENT

The authors would like to thank Frédérique Oggier for helpful
discussions.

REFERENCES

[1] Y. Birk and T. Kol, “Informed-source coding-on-demand (ISCOD)
over broadcast channels,” in Proc. IEEE Conf. Comput. Commun., San
Francisco, CA, 1998, pp. 1257-1264.

[2] Y. Birk and T. Kol, “Coding-on-demand by an informed source
(ISCOD) for efficient broadcast of different supplemental data
to caching clients,” IEEE Trans. Inf. Theory, vol. 52, no. 6, pp.
2825-2830, Jun. 2006.

[3] A. E. Rouayheb, A. Sprintson, and C. Georghiades, “On the index
coding problem and its relation to network coding and matroid theory,”
IEEFE Trans. Inf. Theory, vol. 56, no. 7, pp. 3187-3195, Jul. 2010.

[4] S. Katti, H. Rahul, W. Hu, D. Katabi, M. Médard, and J. Crowcroft,
“Xors in the air: Practical wireless network coding,” in Proc. ACM
SIGCOMM, 2006, pp. 243-254.

[5] S. Katti, D. Katabi, H. Balakrishnan, and M. Médard, “Symbol-level
network coding for wireless mesh networks,” ACM SIGCOMM
Comput. Commun. Rev., vol. 38, no. 4, pp. 401412, 2008.

[6] Z. Bar-Yossef, Z. Birk, T. S. Jayram, and T. Kol, “Index coding with
side information,” in Proc. 47th Annu. IEEE Symp. Found. Comput.
Sci., 2006, pp. 197-206.

[7] E. Lubetzky and U. Stav, “Non-linear index coding outperforming the
linear optimum,” in Proc. 48th Annu. IEEE Symp. Found. Comput. Sci.,
2007, pp. 161-168.

[8] J.P. Y. Wu, R. Chandra, V. Padmanabhan, and P. A. Chou, “The local
mixing problem,” presented at the presented at the Inf. Theory Appl.
Workshop, San Diego, CA, 2006.

[9] S. E. Rouayheb, M. A. R. Chaudhry, and A. Sprintson, “On the
minimum number of transmissions in single-hop wireless coding
networks,” in Proc. IEEE Inf. Theory Workshop, 2007, pp. 120-125.



3988

[10] A. E. Rouayheb, A. Sprintson, and C. Georghiades, “On the relation
between the index coding and the network coding problems,” in Proc.
IEEE Symp. Inf. Theory, Toronto, Canada, 2008, pp. 1823-1827.

[11] M. A. R. Chaudhry and A. Sprintson, “Efficient algorithms for index
coding,” in Proc. IEEE Conf. Comput. Commun., 2008, pp. 1-4.

[12] N. Alon, A. Hassidim, E. Lubetzky, U. Stav, and A. Weinstein, “Broad-
casting with side information,” in Proc. 49th Annu. IEEE Symp. Found.
Comput. Sci., 2008, pp. 823-832.

[13] R. Ahlswede, N. Cai, S. Y. R. Li, and R. W. Yeung, “Network infor-
mation flow,” IEEE Trans. Inf. Theory, vol. 46, no. 4, pp. 1204-1216,
Jul. 2000.

[14] R.Koetter and M. Médard, “An algebraic approach to network coding,”
IEEE/ACM Trans. Netw., vol. 11, no. 5, pp. 782—795, Oct. 2003.

[15] R. Peeters, “Orthogonal representations over finite fields and the chro-
matic number of graphs,” Combinatorica, vol. 16, no. 3, pp. 417-431,
1996.

[16] J. L. Massey, “Minimal codewords and secret sharing,” in Proc. Joint
Swedish-Russian Int. Workshop Inf. Theory, 1993, pp. 276-279.

[17] C. Ding, R. Laihonen, and A. Renvall, “Linear multisecret-sharing
schemes and error-correcting codes,” J. Universal Comput. Sci., vol.
3, no. 9, pp. 1023-1036, 1997.

[18] N. Cai and R. W. Yeung, “Secure network coding,” in Proc. IEEE
Symp. Inf. Theory, Lausanne, Switzerland, 2002, pp. 551-555.

[19] J. Feldman, T. Malkin, R. A. Servedio, and C. Stein, “On the capacity
of secure network coding,” in Proc. Annu. Allerton Conf. Commun.,
Control, Comput., 2004.

[20] A. E. Rouayheb and E. Soljanin, “On wiretap networks II,” in Proc.
IEEE Symp. Inf. Theory, Nice, France, 2007, pp. 551-555.

[21] Z. Zhuang, Y. Luo, and A. J. H. Vinck, “Secure error-correcting net-
work codes with side information from source,” in Proc. Int. Conf.
Commun. Intell. Inf. Security, 2010, pp. 55-59.

[22] D. Silva and F. R. Kschischang, “Universal secure error-correcting
schemes for network coding,” in Proc. IEEE Symp. Inf. Theory, Austin,
TX, 2010, pp. 2428-2432.

[23] F.J. MacWilliams and N. J. A. Sloane, The Theory of Error-Correcting
Codes. Amsterdam, The Netherlands: North-Holland, 1977.

[24] A. S. Hedayat, N. J. A. Sloane, and J. Stufken, Orthogonal Arrays:
Theory and Applications. New York: Springer-Verlag, 1999.

[25] T.M. CoverandJ. A. Thomas, Elements of Information Theory. New
York: Wiley-Interscience, 1991.

[26] W. Haemers, “An upper bound for the Shannon capacity of a graph,”
Algebr. Methods Graph Theory, vol. 25, pp. 267-272, 1978.

[27] K. Bhattad and K. R. Narayanan, “Weakly secure network coding,” in
Proc. 1st Workshop Netw. Coding, Theory, Appl., 2005.

[28] D. Silva and F. R. Kschischang, “Universal weakly secure network
coding,” in Proc. Inf. Theory Workshop Netw. Inf. Theory, 2009, pp.
281-285.

[29] R. Roth, Introduction to Coding Theory. Cambridge, U.K.: Cam-
bridge Univ. Press, 2006.

IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. 58, NO. 6, JUNE 2012

[30] S. H. Dau, V. Skachek, and Y. M. Chee, Index coding and error cor-
rection, 2011 [Online]. Available: http://arxiv.org/abs/1101.2728

[31] L. H. Ozarow and A. D. Wyner, “The wire-tap channel II,” Bell Syst.
Tech. J., vol. 63, pp. 2135-2157, 1984.

[32] A. Vardy, “The intractability of computing the minimum distance of a
code,” IEEE Trans. Inf. Theory, vol. 43, no. 6, pp. 1757-1766, Nov.
1997.

Son Hoang Dau received the B.S. degree in applied mathematics and in-
formatics from the College of Science, Vietnam National University, Hanoi,
Vietnam, in 2006 and the M.S. degree in mathematical sciences from the Divi-
sion of Mathematical Sciences, Nanyang Technological University, Singapore,
where he is currently working towards the Ph.D. degree.

His research interests are coding theory, network coding, and combinatorics.

Vitaly Skachek received the B.A. (Cum Laude), M.Sc. and Ph.D. degrees in
computer science from the Technion—Israel Institute of Technology, in 1994,
1998 and 2007, respectively.

In the summer of 2004, he visited the Mathematics of Communications De-
partment at Bell Laboratories under the DIMACS Special Focus Program in
Computational Information Theory and Coding. During 2007-2012, he held vis-
iting positions with the Claude Shannon Institute and the School of Mathemat-
ical Sciences, University College Dublin, with the School of Physical and Math-
ematical Sciences, Nanyang Technological University, Singapore, and with the
Coordinated Science Laboratory, University of Illinois at Urbana-Champaign,
Urbana. He is now visiting the Department of Electrical and Computer Engi-
neering, McGill University, Montreal.

Dr. Skachek is a recipient of the Permanent Excellent Faculty Instructor
award, given by Technion.

Yeow Meng Chee (SM’08) received the B.Math. degree in computer science
and combinatorics and optimization and the M.Math. and Ph.D. degrees in com-
puter science from the University of Waterloo, Waterloo, ON, Canada, in 1988,
1989, and 1996, respectively. Currently, he is an Associate Professor at the Divi-
sion of Mathematical Sciences, School of Physical and Mathematical Sciences,
Nanyang Technological University, Singapore. Prior to this, he was Program
Director of Interactive Digital Media R & D in the Media Development Au-
thority of Singapore, Postdoctoral Fellow at the University of Waterloo and
IBM’s Ziirich Research Laboratory, General Manager of the Singapore Com-
puter Emergency Response Team, and Deputy Director of Strategic Programs
at the Infocomm Development Authority, Singapore. His research interest lies
in the interplay between combinatorics and computer science/engineering, par-
ticularly combinatorial design theory, coding theory, extremal set systems, and
electronic design automation.



