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Abstract

We study the multicast authentication problem when an opponent can drop,reorder and introduce data packets into
the communication channel. We first study the packet authentication probability of a scheme proposed by Lysyanskaya,
Tamassia and Triandopoulos in2003 since our opponent model is based on theirs. Using a family of rateless codes called
Luby Transform codes (LT codes) we design a protocol which allows any packet to be authenticated at the receiver with
probability arbitrary close to1. We also compare LT codes to other families of rateless codes which couldbe used in that
context in order to minimize the packet overhead as well as the time complexity of encoding and decoding data.

Keywords: Stream Authentication, Polynomial Reconstruction, Rateless Codes.

1 Introduction

Multicast protocols enable data to be transmitted from one sender to many receivers via a communication network such
as the Internet. The applications are as various as pay-TV, online games and military defense systems for instance. Nev-
ertheless, large-scale broadcasts prevent lost content from being retransmitted since the loss of any piece of data could
generate an overwhelming number of redistribution requests at the sender. In addition, the network can be under the in-
fluence of malicious users performing harmful actions on thedata stream. Thus, the security of broadcast transmission
schemes depends on both network properties and opponents’ computational power. Unconditionally secure schemes have
been designed in [1, 4, 25] but either they can only be used fora single authentication or they require too large storage
capacities. In this paper, we will consider that opponents have bounded computational abilities.

In recent years, several protocols were designed to deal with the multicast authentication problem [3]. Applications
like stock quotes and pay-TV involve that the stream size canbe large and eventually infinite. On the other hand, the
receivers must be able to authenticate data within a short period of delay upon reception. Since many protocols will trans-
fer private or sensitive information, non-repudiation of the sender is required for most of them. Signing each packet1

via digital signatures is impractical since they are generally time expensive to generate and verify. Using one-time or
k-time signatures [6, 24] overcomes this drawback but their size is, in general, too large to be used for broadcasting
due to bandwidth limitations. Thus, to provide non-repudiation, most techniques rely on signature amortization. One sig-
nature is created and its overhead and time generation/verification are amortized over several packets using hash functions.

In order to deal with packet loss, Perriget al. designed EMSS [21] and MESS [21] where the hash of each packet is
appended to several followers according to a specific pattern. One signature is generated from time to time and is always
assumed to be received providing non-repudiation and allowing new users to join the communication group at any time.
Usingk-state Markov chains [20, 30] to model packet loss, they computed bounds on packet authentication probability.
Using augmented chains to distribute hashes, Golle and Modadugu [7] and Miner and Staddon [17] obtained other bounds.
Unfortunately, all these schemes rely on the reception of signed packets.

Wong and Lam [29] used Merkle-hash trees [16] to distribute hashes and solve the problem of reliable signature trans-
mission. Their scheme can tolerate any packet loss and data injections but the size of the tag2 is logarithmic in the number
of packets per block3. As said earlier, bandwidth limitations prevent us from using such an approach.

∗The original version of this paper appears in the proceedings of the 1st International Workshop on Security (IWSEC 2006),Lecture Notes in
Computer Science, vol. 4266, pp 136 - 151, Springer - Verlag.

1Since the stream size is large, it is divided into small fixed-size entities calledpackets.
2We callauthentication tagthe extra information appended to a packet to prove its authenticity.
3In order to be processed, packets are gathered into fixed-size sets calledblocks.
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To deal with packet loss without relying on reception of the signature packets one can split the signature intok parts
where onlyl of them (l < k) are enough for recovery. Using error-correcting codes, Lysyanskayaet al. [14] developed a
protocol which also tolerates data injections. Their approach was recently extended by Tartary and Wang [28]. Neverthe-
less none of these schemes provided bounds on packet authentication probability. In addition the rate of their linear code
depends on some network parameters. If one of them changes then the whole structure of the code must be updated.

Our approach is motivated by the following observation. A necessary condition for all these schemes to authenticate
a packetP (at the receiver) is to get an elementP̃ containingP along with some hashes [7, 17, 21, 29] or code sym-
bols [14, 19, 28]. IfP̃ is dropped thenP is definitely lost since such ãP is unique for each scheme. As these previous
techniques, we will process data stream packet per block ofn elements:P1, . . . , Pn. Our technique can be seen as an
extension of Lysyanskayaet al.’s approach which enables any receiver to recover all data packetsP1, . . . , Pn despite loss
incurred during transmission. This constitutes a major improvement from existing techniques in the way that receiversnot
only authenticate what they received but also reconstruct what was lost. This is particularly beneficial whenP1, . . . , Pn

represent audio or video information where our technique prevents frozen images and audio gaps to happen.

We propose to useLuby Transform(LT) codes to encode blocks ofn data packetsP1, . . . , Pn into N symbols
E1, . . . , EN (the value ofN is specified in Section 3). LT codes were introduced by Luby [12] as the first practical real-
ization of rateless codes to illustrate the Digital Fountain concept [2]. These codes are constructed in such a way that there
exists a threshold valuem (depending onn) such that any subset of{E1, . . . , EN } having at leastm distinct elements can
be used to recover alln original packetsP1, . . . , Pn with good probability. By representingE1, . . . , EN as coefficients
of a particular polynomial and carefully choosingN , the receiver will be able to run a reconstruction algorithmdue to
Guruswami and Sudan [8] and will recover that polynomial despite potential data injections performed by malicious users.

In [14], Reed-Solomon codes were used to design a multicast authentication scheme dealing with both packet loss
and data injection. We will prove that its packet authentication probability (which has not been studied in [14]) does not
exhibit an easy lower bound. In addition, when a packet was dropped during transmission its content was definitely lost for
the receivers. Combining a LT code with the polynomial reconstruction technique we design a broadcast protocol having
two main advantages. First, it allows the receivers to reconstruct erased data which is, to our knowledge, a new feature in
the multicast authentication problem. Second, it exhibitsa minimal lower bound on the packet authentication probability
which can be chosen arbitrary close to1.

Since we will use the same opponent model as Lysyanskayaet al., we will prove that our scheme is as secure as theirs.
Since its security depends on the consistency of the LT decoding (while Lysyanskayaet al.’s relies on Reed-Solomon
codes’ one), we will compare LT codes to other families of rateless codes including Online and Raptor codes [15, 26].
We will show that it is possible to achieve reasonable and constant packet overhead by using a modified version of LT
codes. We will also enlighten that Raptor codes can provide good practical implementations for our scheme if they are
used instead of LT codes. A digital signature will be used to ensure non-repudiation and to enable new members to join
the communication group at any block boundary.

The paper is organized as follows. We will describe the scheme developed in [14] and analyze its packet authentication
probability in the next section. In Section 3, we will develop our authentication protocol using LT codes. In Section 4, we
will compare different families of rateless codes that could be used instead of LT codes. The last section will summarize
our contribution to the multicast authentication problem.

2 Analysis of Lysyanskayaet al.’s Protocol

In this section, we will shortly describe the scheme designed in [14]. We will first introduce the network model used in
that paper. Then, we will recall the tasks performed at the sender and the receiver to authenticate data and analyze the
packet authentication probability of that approach since it has not been studied in the original paper [14]. Finally, wewill
illustrate our result when the network exhibit a bursty losspattern [20].

2.1 Network Model

The network is assumed to be under partial control of an opponentO who can drop and rearrange packets of his choice.
He can also inject data into the channel. Since our main concern is the multicast authentication problem, we assume that
a reasonable number of packets reaches the different receivers and not too many packets are injected byO. Indeed, if too
many packets are dropped then data transmission becomes themain problem to solve since the small number of received
elements would be useless even authenticated. On the other hand, ifO can introduce a large quantity of packets thenO
can potentially overflow the network and the major problem becomes strengthening the channel against denial-of-service
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attacks.

The stream is split into blocks ofn packets and we introduce two parameters:α(0 < α ≤ 1) (thesurvival rate) and
β (β ≥ 1) (theflood rate). It is assumed that at leastα n original packets and a total of no more thanβ n packets reach
each receiver.

2.2 Description of the Scheme

We need a collision-resistant hash functionh [22] and a secure signature scheme (SignSK,VerifyPK) [27] the couple of
keys of which (SK,PK) is created by a generator KeyGen. Denote {P1, . . . , Pn} the block ofn packets to be sent. The
number BID denotes the block position within the whole stream. EachPi is hashed intohi by h. A signatureσ is gen-
erated as:σ := signSK(BID‖h1‖ · · · ‖hn). The concatenationC := h1‖ · · · ‖hn‖σ is encoded into[c1, . . . , cn] using the
[n, ρn]q binary systematic Reed-Solomon (SRS) code overFq whereq is a power of2. Bothρ andq depend onα andβ.
The sender builds the set ofn authenticated packets{AP1, . . . , APn} to be emitted to the receivers via the network as:
∀i ∈ {1, . . . , n}APi = BID‖i‖Pi‖ci.

When a receiver getsm elements{AP′
1, . . . , AP′

m} he first decomposes each of them as: BIDi‖ji‖P ′
ji
‖c′ji

. He verifies
that BIDi = BID and builds the family{(j1, c′j1), . . . , (jm, c′jm

)} . He checks thatm is consistent with the values of the
ratesα andβ. In order to deal with packet loss and data injections, he uses an algorithm developed by Guruswami and
Sudan [8] (GS-Decoder) to list-decode the SRS code. He gets alist of candidates for the signature verification. If one of
them verifies the signature then this element must beC since the signature scheme is secure. Thus, the receiver recovers
the hashes of the original packets. What remains to achieve isto authenticate the original packets amongst the received
ones. The receiver computes the hashes of them packetsP ′

j1
, . . . , P ′

jm
and look for matchings with thehi’s. Sinceh is

collision resistant ifh′
jk

= hi thenP ′
jk

= Pi. In this case,Pi is said to have beenauthenticatedby the receiver. Using this
process he can find the original packets amongst data he received.

This authentication scheme deals with both packets loss anddata injections and the communication group is joinable
by new users at any block boundary. In addition no reliable transmission of the block signature is assumed. Nevertheless,
no study of its packet authentication probability was performed in [14]. We will now address this point.

2.3 Analysis of the Packet Authentication Probability.

We call the actionO performs on the stream amodification pattern. We first introduce the following definition:

Definition 1 We say that a couple(α, β) of survival and flood rates isaccuratefor a network flow ofn symbols if when
data is sent per block ofn elements, the receiver gets at leastα n of them and receives no more thanβn pieces of data
(including opponent’s injections). In addition,(α, β) is unique (and called theaccuracyof the network) if the following
two conditions occur:

1. O can use a modification patternM′ allowing to receive (at least) one set ofαn original packets with positive
probability as well as a modification patternM′′ allowing to receive (at least) one set ofβn packets with positive
probability.

2. O cannot use either a modification pattern allowing to receiveless thanαn original packets with a non-zero
probability or a modification pattern allowing to receive more thanβn packets with a non-zero probability.

The previous definition means that the accuracy(α, β) is optimal in the sense that no receiver can get less thanα n
original elements butO can drop packets in such a way that at least one of the receivers can gets exactlyαn of them
(patternM′). It also means that no receiver can get more thanβ n elements butO can inject packets in such a way that at
least one of the receivers can gets exactlyβn elements (patternM′′).

From now on, we consider that(α, β) is the accuracy of the network. The set ofn elements of Definition 1 will be
{AP1, . . . , APn}. DenoteF the set of families having at leastαn elements of{AP1, . . . , APn}. For anyλ ∈ {αn, . . . , n}
we also defineFλ the subset ofF consisting of families having exactlyλ elements. DenoteM the modification pat-
tern used byO. It induces a probabilistic distribution overF and therefore over{P1, . . . , Pn}. Our aim is to compute
PM(Pi is authenticated) for any i ∈ {1, . . . , n}. Assume that we received a family of packetsF for the block number
BID. We denoteF̂ the subfamily ofF consisting of the original packets. Since(α, β) is the accuracy of the network, we
have:αn ≤ |F̂ | ≤ |F | ≤ βn. We have the following theorem:

Theorem 1 ([28]) If (α, β) is the accuracy of the network (for a flown) then any received familyF verifies the signature.
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Therefore, we get for anyi in {1, . . . , n}:

PM(Pi is authenticated) = PM(Pi is authenticated| F verifies the signature)

According to [14] onceF verifies the signature,Pi is authenticated if and only if there exists a received element
BID‖k‖P ′

k‖c′k such thath(P ′
k) = hi. Given thath is collision resistant this happens if and only ifP ′

k = Pi. We have
three cases. First, we have APi = BID‖k‖P ′

k‖c′k . Second, we have APi 6= BID‖k‖P ′
k‖c′k but there is another original

element APj(j 6= i) such that APj = BID‖k‖P ′
k‖c′k (this corresponds to the fact that a piece of dataPi has to be sent

several times). Third, BID‖k‖P ′
k‖c′k does come from the sender and therefore has been introduced by O. SinceO can

eavesdrop the network, he knows all the APj ’s. Since he has no interest in helping the receivers to get original data, he
will only introduce incorrect content. Thus, we can claim the last two cases have a very small probability to happen and
approximate the right hand side of the inequality by PM(APi is received):

PM(Pi is authenticated) ≃ PM(APi is received) (1)

Since APi is an original packet, we have: PM(APi is received) = PM(APi ∈ F̂ ). Furthermore, the cardinality of̂F
belongs to{αn, . . . , n}. So, we can write:

PM(APi ∈ F̂ ) = PM

(

n
⋃

λ=αn

{

F̂ ∈ Fλ and APi ∈ F̂
}

)

=

n
∑

λ=αn

PM(F̂ ∈ Fλ and APi ∈ F̂ )

The last equality comes from the fact that{Fαn, . . . ,Fn} is a partition ofF . The distribution induced byM may involve
PM(F̂ ∈ Fλ) = 0 for some values ofλ. In this case PM(APi ∈ F̂ |F̂ ∈ Fλ) may not be uniquely defined [23] but the
product PM(APi ∈ F̂ |F̂ ∈ Fλ) PM(F̂ ∈ Fλ) is still equal to0. Thus, we get a unique value for PM(APi ∈ F̂ ) as:

PM(APi ∈ F̂ ) =
n
∑

λ=αn

PM(APi ∈ F̂ |F̂ ∈ Fλ) PM(F̂ ∈ Fλ) (2)

By combining Approximation (1) and Equality (2), we get an approximation of the packet authentication probability of
Lysyanskayaet al.’s scheme as:

PM(Pi is authenticated) ≃
n
∑

λ=αn

PM(APi ∈ F̂ |F̂ ∈ Fλ) PM(F̂ ∈ Fλ) (3)

Definition 1 tells us that there exists a patternM′ such that PM(F̂ ∈ Fαn) 6= 0 so that the starting index valueαn
cannot be increased in the general setting.

2.4 Resistance against Bursty Loss

In [20], Paxson outlined that the Internet experienced bursty packet loss. Golle and Modadugu [7] and Miner and Stad-
don [17] designed schemes based on graph theory to resist multiple bursts of fixed lengths. We will illustrate an application
of Approximation (3) whenM is a multiple-burst pattern in order to approximate PM(Pi is authenticated). In this case,
there are no packet injections soβ = 1. Due to space limitations, we only give milestones to follow.

Definition 2 A burstis a sequence a consecutive deletions. Two bursts are separated by at least one non-erased element.

We must determine how many bursts can occur over{AP1, . . . , APn} providing that at leastαn of these elements are
received.

Definition 3 Let (t1, . . . , tn) be a n-tuple. We say that a burst of lengthb (≤ n) starts(respectivelyends) at ti if the
elements erased by the burst areti, . . . , ti+b−1 (respectivelyti−b+1, . . . , ti).

Definition 4 A tuple of positive integers(B1, p1, . . . ,Bδ, pδ) is called aδ-burstif for all i ∈ {1, . . . , δ}, Bi is the length of
theith burst occurring over a tuple(t1, . . . , tn) and starts at positionpi. (B1, . . . ,Bδ) is called theδ-lengthof theδ-burst.

It can be shown that, in order to have aδ-burst over a set ofn elements, we must have:n ≥ B1 + · · · + Bδ + (δ − 1).
Since at leastαn original elements have to be received,δ must not exceedmin(⌊n+1

2 ⌋, (1 − α)n) either. Onceδ and the
δ-length(B1, . . . ,Bδ) are chosen, it can be proved that there are:

N =

ξ+1
∑

iδ=1

iδ
∑

iδ−1=1

· · ·
i3
∑

i2=1

i2
∑

i1=1

1
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possibilities to choose the starting positions(p1, . . . , pδ) whereξ is the unique natural integer such that:n = B1 +
· · · + Bδ + (δ − 1) + ξ. This valueN represents the number of ways one can build aδ-burst(B1, p1, . . . ,Bδ, pδ) over
{AP1, . . . , APn}. Since we want APi to be received, we must determine the numberNi of suchδ-bursts which do not
erase APi. We can assume thatO chooses anyδ-burst with equal likelihood. Thus:

PM(APi is received) =
Ni

N

If we denoteki (respectivelyk′
i) the maximal number of bursts which can occur over{AP1, . . . , APi−1} (respectively

{APi+1, . . . , APn}) then we have to compute how many∆-bursts(B1, p1, . . . ,B∆, p∆) can occur over{AP1, . . . , APi−1}
and how many(δ − ∆)-bursts(B∆+1, p∆+1, . . . ,Bδ, pδ) can occur over{APi+1, . . . , APn}. The value∆ describes the
setI(i) := {0, . . . , ki} ∩ {δ − k′

i, . . . , δ}. As before, we can prove:

N∆
i =





b1
∑

i∆=1

i∆
∑

i∆−1=1

· · ·
i3
∑

i2=1

i2
∑

i1=1

1



+





b2
∑

iδ−∆=1

iδ−∆
∑

iδ−∆=1

· · ·
i3
∑

i2=1

i2
∑

i1=1

1





whereb1 = i − (B1 + · · · + B∆ + (∆ − 1)) and b2 = B1 + · · · + B∆ + ∆ + ξ − i + 1. So, we can approximate
PM(Pi is authenticated) to:

∑

∆∈I(i)





b1
∑

i∆=1

i∆
∑

i∆−1=1

· · ·
i3
∑

i2=1

i2
∑

i1=1

1 +

b2
∑

iδ−∆=1

iδ−∆
∑

iδ−∆=1

· · ·
i3
∑

i2=1

i2
∑

i1=1

1





ξ+1
∑

iδ=1

iδ
∑

iδ−1=1

· · ·
i3
∑

i2=1

i2
∑

i1=1

1

(4)

We previously mentioned that Miner and Staddon [17] usedp-random graphs to resist multiple bursts. Namely, they
considered that the bursts occurring in the network can onlyhave a finite numberℓ of pairwise different lengthB1, . . . ,Bℓ.
They assumed that each burst of lengthBi can occur up toλi times. Their scheme was able to deal with any distribution
of theseδ := λ1 + · · · + λℓ bursts. Here, we consider that each burst of lengthBi exactly occursλi times. We denoteLδ

the set ofδ-length we can generate with this duplicating process. The cardinality ofLδ is the multinomial coefficient:

(

δ

B1 · · · Bℓ

)

Once again we assume that anyδ-length has the same probability to be chosen by the opponentO. We denoteP(Lδ)
the set of permutations ofLδ. B := (B1, . . . ,B1, . . . ,Bℓ, . . . ,Bℓ) is an element ofLδ (eachBi is iteratedλi times). We
deduce the packet authentication probability provided by Lysyanskayaet al.’s scheme.

PM(Pi is authenticated) =

(

δ

B1 · · · Bℓ

)−1
∑

τ∈P(Lδ)

Pτ(B)(Pi is authenticated) (5)

where PM(Pi is authenticated) is approximated by Formula (4) whenM is the loss pattern corresponding to theδ-length
τ(B).

The efficiency of an authentication scheme can be defined as the smallest value of the packet authentication probability
it provides. In other words, we are interested inmin

i∈{1,...,n}
PM(Pi is authenticated). Formula (4) and Equality (5) do not

provide a clear lower bound on this minimal probability and therefore practical efficiency of the scheme is hard to guess.
This motivates a search for a new authentication scheme exhibiting a clear authentication probability. This can be achieved
by using LT codes as we will describe in the next session of this paper.

3 LT Codes for Multicast Stream Authentication

In this section, we will give a multicast authentication protocol using LT codes which is robust against packet loss and
data injection. As in Section 2, we allowO to use any patternM (not only the multiple-burst one) respecting the accuracy
of (α, β). Our technique also allows any new user to join the communication group at any block boundary and exhibits a
lower bound for the packet authentication probability. We will first review the construction of LT codes. Then, we will de-
velop our authentication scheme, prove its security and exhibit a minimal bound for the packet authentication probability.
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3.1 Construction of LT Codes

We briefly describe how to generate outputs for LT codes and how to decode data. A complete description of both pro-
cesses can be found in [12].

Encoding.We have a fixed number of input symbols denoted byI1, . . . , In. In order to generate a new encoding symbol
E, we use a probabilistic distribution called the Robust Soliton distribution to choose the degree4 d of the symbolE. We
randomly pickd elements amongst the input symbols:Ii1 , . . . , Iid

5. We generateE as the XOR ofIi1 , . . . , Iid
. Using this

process we can generate as many encoding symbols as we want since we only need to run the Robust Soliton distribution
to get a new one.

Decoding.When the receiver getsm encoding symbolsE1, . . . , Em he first builds the bipartite graph used to compute
E1, . . . , Em

6. We would like to point out that it can happen that not everyIi is on the left hand side. This is true in
particular ifm is small and the encoding symbols have small degrees. At the beginning of the decoding process noIj ’s
have been covered7. They are initialized with 0’s. We first release8 all Ek’s with a single adjacent vertex to cover their
unique neighbor. The set of covered input symbols not yet processed is called theripple and denotedR. All previous
covered symbols belong toR. At each step one elementIj is processed as follows:

1. Each neighborNk
j of Ij has its value XOR-ed withIj ’s.

2. Ij is removed as a neighbor of these elementsNk
j . That is, the corresponding edges are removed from the graph.

3. For eachNk
j having one remaining neighbor in the new graph,Nk

j is released from the graph and covers its remain-
ing neighbors which are added toR (for those which were not already in).

4. Ij is released fromR (because it has no neighbors any longer).

Step3 and4 make the size ofR vary. The decoding process ends whenR is empty. It is successful whenI1, . . . , In have
been released fromR. We will use the following theorem to deal with packet loss occurring during data transfer.

Theorem 2 ([12]) For δ ∈ (0, 1), the decoding process fails with probability at mostδ from any set ofm := n + (R +
R
2 + · · ·+ 1

n−R ) ln
(

R
δ

)

encoding symbols whereR := c ln
(

n
δ

)√
n for a positive constantc determined within the Robust

Soliton distribution.

3.2 Our Authentication Protocol

We will consider the same opponent model as in Section 2 and the same definitions for(α, β), h and the signature scheme
(KeyGen,Sign,Verify). As said before, data is processed per block of n packets:P1, . . . , Pn. We assume that the sender
published a list of irreducible polynomials overF2 (remember that for any positive integerr, we can always build a
irreducible polynomial of degreer overF2 [11]). On this public list, he also putsδ, n, α, β, PK as well ash and the ver-
ification algorithm Verify. We denoteτpar the tag representing the communication parameters, namely: τpar = n‖α‖β‖δ.
We assume that this tag is represented with a fixed number of bits bpar. We denoteH the size of a hash produced byh and
S the size of a signature. We first introduce the algorithm usedby the sender. Here is a remark concerning Step3. Since
any element ofF2r can be represented asλ0Y

0 + λ1Y1 + . . . + λr−1Y
r−1 where eachλi belongs toF2, we define the

first n elements as(0, . . . , 0) , (1, 0, . . . , 0) , (0, 1, 0, . . . , 0) , (1, 1, 0, . . . , 0) and so on until the binary decomposition of
(n − 1).

We first notice that even when the channel ratesα, β change the structure of the LT code does not need to be modified
since we keep working with the same inputsP1, . . . , Pn and the same valuec for the Robust Soliton distribution. Only
the numberN of encoding symbols to be generated increases. This is an advantage over Lysyanskayaet al.’s technique
since the size of their field as well as the rate of their code have to be updated in case of modification of network rates. In
addition, it can be shown that the ratioNn (as a function ofn) is asymptotically bounded by a constant.

We now justify our choices forN , k, r andP (X). In order to recoverP1, . . . , Pn with probability at least1−δ despite
loss, the integerN must verifyαN ≥ m. In addition, we want to represent the hashes of theseN encoding symbols as
coefficients of a polynomialP (X) of degreek over an extension of degreer of F2. We wantk to be as large as possible

4Any LT code can be represented as a bipartite graph withI1, . . . , In as the left hand side vertices and all encoding symbols as right hand side
vertices. An edge is drawn betweenIj and the encoding symbolE if Ij has been used to computeE. Ij is said to be aneighborof E (and conversely).
We use the termdegreeto denote the number of neighbors a symbol has.

5This is how we build the bipartite graph representing the LT code.
6The positions of the input symbols XOR-ed to build an encodingsymbolEi are sent along withEi [9].
7An input symbolIj is said to becoveredwhen it is the only adjacent vertex of an encoding symbolEk. The covering operation is a XOR of the

current value ofIj with Ek.
8A symbol is said to bereleasedwhen we remove its representing vertex from the graph.
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Algorithm 1 Authenticator
Input: The private key SK, the network ratesα, β, a block{P1, . . . , Pn}, its BID and the parameterδ.

1. ComputeN =

{

max(⌈m
α ⌉, ⌈ β

α2 ⌉) if β
α2 /∈ N

max(⌈m
α ⌉, β

α2 + 1) otherwise
wherem is defined in Theorem 2. Consider then packets as

input symbols for the LT code and buildN encoding symbols:E1, . . . , EN . Each symbolEi is along with the positions
of its di neighborsN1

i , . . . , Ndi

i . Compute the hashes:∀i ∈ {1, . . .N}hi = h(Ei‖N1
i ‖ · · · ‖Ndi

i ).

2. Compute the block signature:σ = SignSK(h(BID‖τpar‖h1‖ · · · ‖hN )) and form the authentication tagτ =

τpar‖h1‖ · · · ‖hN ‖σ. Computek =

{

⌊α2N
β ⌋ if α2N

β /∈ N

α2N
β − 1 otherwise

. Denoteℓ = k − [NH + S + bpar] + 1 and padτ

with ℓ zeros:τ ′ = τ‖0ℓ.

3. Write τ ′ as the concatenation of(k + 1) elements of F2r : p0‖ · · · ‖pk. Compute r =

max
(

⌈log2(N )⌉,
⌈

HN+S+bpar
k+1

⌉)

. Form the polynomialP (X) =

k
∑

i=0

piX
i and evaluate it in the firstN points

of F2r : ∀i ∈ {1, . . . ,N} yi = P (i).

4. Form the authenticated packets:∀i ∈ {1, . . . ,N}APi = BID‖i‖Ei‖N1
i ‖ · · · ‖Ndi

i ‖yi

Output: {AP1, . . . , APN }: set of authenticated packets.

to minimize the extension degreer. The polynomialP (X) will be evaluated inN different positions. The receiver must
solve the polynomial reconstruction problem to recoverP (X). In order to run GS-Decoder, the sufficient condition exhib-
ited by Guruswami and Sudan [8] is to haveT >

√
kN whereN is the number of points used for the reconstruction,T the

number of these points(x, y) such thaty = P (x). Due to the definition of(α, β), we haveT ≥ αN andαN ≤ N ≤ βN .
Thus,(T >

√
k N) is verified as soon as0 ≤ k < α2N

β . Since we want to splitτ ′ into several elements, we havek ≥ 1.

Thus,α2N
β > 1 which justifies the value ofN at Step1. The optimality ofk at Step2 follows.

SinceP (X) will be evaluated intoN points, we must have:2r ≥ N . We want to representτ as the concatenation
p0‖ · · · ‖pk the size of which is(k+1)r since eachpi is an element ofF2r . On the other hand, the size ofτ isNH+S+bpar.

Thus,r must verify(k +1)r ≥ NH+S + bpar. Therefore,r ≥ HN+S+bpar
k+1 . This justifies both choices ofℓ andr at Steps

2 and3.

Now, we describe a variant of the GS-Decoder calledModified GS-Decoder(MGS-Decoder) which will be used as a
subroutine of our decoding algorithm.

Algorithm 2 MGS-Decoder
Input: The number of packets per blockn, the network ratesα, β, the degree of the polynomialk and N elements
{(xi, yi), 1 ≤ i ≤ N}.

1. If N > βn or we have less thanαn distinct values(xi, yi) then the algorithm stops.

2. Run GS-Decoder on theN points to get the listL of all polynomials of degree at mostk overF2r passing through at
leastαn of theN points.

3. Write the listL as:L = {L1(X), . . . , Lµ(X)}. Write each element ofL as:Li(X) =
k
∑

j=0

LijX
j where∀i ∈

{0, . . . , k}Lij ∈ Fq. Form the elements:Li = Li0‖ · · · ‖Lik.

Output: {L1, . . . ,Lµ}: list of candidates.

When the receiver gets data he first runs MGS-Decoder to build alist of elements (which are polynomial coefficients)
and tests each of them until the signature is verified or the list exhausted. When the signature is recovered, the receiver
knows the hashes of the original encoding symbols of the LT code. Then, he browses amongst the received packets to find
as many original encoding symbols as he can. Due to the definition of α, there are at leastαN of them. Using the first
αN ones, he attempts to decode the LT code to recover all the original packetsP1, . . . , Pn. According to Theorem 2, this
succeeds with probability at least1 − δ. The formal description of this process is depicted as Algorithm 3.
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Algorithm 3 Decoder
Input: The public key PK, the number of packets per blockn, the network ratesα, β, the block number BID, the param-

eterδ, the sender’s list of irreducible polynomials and the set ofreceived packets RP.

1. ComputeN . Write the packets as BIDi‖ji‖Eji
‖N1

ji
‖ · · · ‖Ndji

ji
‖yji

and discard those having BIDi 6= BID or ji /∈
{1, . . . ,N}. DenoteN the number of remaining packets. If(N < α n or N > β n) then the algorithm stops.

2. Rename the set of received packets{AP′
1, . . . , AP′

N} and write each element as: AP′
i =

BID‖ji‖Eji
‖N1

ji
‖ · · · ‖Ndji

ji
‖yji

where ji ∈ {1, . . . ,N}. Computek and r. Get the irreducible polynomial of
degreer from the sender’s public list and run MGS-Decoder on the set{(ji, yji

), 1 ≤ i ≤ N} to get a list{c1, . . . , cµ}
of candidates for signature verification. If MGS-Decoder rejects that set then the algorithm stops.

Computeℓ. Initialize hi = ∅ for i ∈ {1, . . . ,N}. Initialize i = 1. While the list has not been exhausted (and the
signature not verified yet), we pickci. We first check if theℓ last bits are zeros (we verify the length of the pad). If so,
we writeci as:τ i

par‖hi
1‖ · · · ‖hi

N ‖σi. If τ i
par = τpar then check whether VerifyPK(h(BID‖τ i

par‖hi
1‖ · · · ‖hi

N ), σi) = true
. In this case, we sethj = hi

j for j ∈ {1, . . . ,N} and break out the loop. In any other cases, we incrementi by 1 and
start again the while loop.

4. If (h1, . . . , hN ) = (∅, . . . , ∅) then the algorithm stops. Otherwise, setE′
λ = ∅ for λ ∈ {1, . . . ,N}. For each AP′i

written as at Step2, if h(Eji
‖N1

ji
‖ · · · ‖Ndji

ji
) = hλ thenEλ = Eji

, dλ = dji
and∀ξ ∈ {1, . . . , dji

}N ξ
λ = N ξ

ji
.

5. Pick the firstαN non-empty elementsEµ and decode the LT code using theEµ’s as encoding symbols with degreedµ

and adjacent vertices positionsE1
µ, . . . , E

dµ
µ . Getn input symbols{P ′

1, . . . , P
′
n} (where some of them can be empty).

Output: {P ′
1, . . . , P

′
n}: set of identified packets.

3.3 Security of the Scheme

We will now analyze the security of our authentication scheme. We want the receivers to authenticate data despite mali-
cious actions performed byO. Similar to [14], we give the following definition:

Definition 5 (KeyGen,Authenticator,Decoder)is asecureand(α, β)-correctprobabilistic multicast authentication scheme
if no probabilistic polynomial-time opponentO can win with a non-negligible probability to the following game:

(i) A key pair(SK, PK) is generated byKeyGen.

(ii) O is given:(a) The public keyPK and(b) Oracle access toAuthenticator(butO can only issue at most one query
with the same block identification tagBID).

(iii) O outputs(BID, n, α, β, δ, RP).

O wins if one of the following happens:

(a) (violation of the correctness property)O succeeds to outputRPsuch that even if it containsαN packets of some
authenticated packet setAPi for block identification tagBID, decoding failure probabilityδ and parametersn, α, β,
the decoder authenticates some incorrect packets.

(b) (violation of the security property)O succeeds to outputRP such that the decoder outputs{P ′
1, . . . , P

′
n} which

is non-empty and was never authenticated byAuthenticatorfor the valueBID, the probabilityδ and parameters
n, α, β.

The difference from the definition given in [14] is that the packets are authenticated by the receiver with certain
probability. In short, even if the receiver gets a set RP having at leastαN original elements, the whole original set
{P1, . . . , Pn} is recovered with some probability. Nevertheless, Definition 5 involves that no incorrect packets can be
authenticated. That is:∀i ∈ {1, . . . , n}P ′

i ∈ {∅, Pi} whereP ′
i denotes theith packet output by Decoder. Lysyanskayaet

al. showed that their scheme is secure and(α, β)-correct. Following their arguments, we obtain the following result for
ours.

Theorem 3 Our scheme(KeyGen,Authenticator,Decoder)is secure and(α, β)-correct.

Proof.
[Sketch] If the scheme is neither secure nor(α, β)-correct thenO is able to create data packets which will be authen-
ticated by the receiver after LT decoding at step 5. Nevertheless the LT decoding process is consistent. That is, if only
correct encoding symbols are given to the decoder then it only outputs the corresponding input symbols (along with some
empty symbols when the decoding process is not successful).Therefore,O is able to create (at least) one fake symbol

Ẽi‖Ñ1
i ‖ . . . ‖Ñ d̃i

i such that its hash̃hi is a part of the element̃c which successfully verified the signature at Step3. Since
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h is collision resistant, we have:∀j ∈ {1, . . . ,N} h̃i 6= hj . Thus,c̃ was never signed by the sender andO is able to
break the signature scheme. Due to space limitations, we didnot include the complete proof here. Note that, it exhibits the
necessity of usingτpar as a part of the authentication tag.

�

Thus, our authentication scheme is as secure and correct as the technique developed in [14]. We will now study the
packet authentication probability of our protocol.

3.4 Analysis of the Packet Authentication Probability

We now justify our use of LT codes to enable the receivers to recover all then data packetsP1, . . . , Pn despite loss with
probability close to1 as claimed in Section 1. We assume that the receiver gets a setRP of packets. Since(α, β) is the
network accuracy we have|RP| ≤ βN and at leastαN original authenticated packets are amongst RP. As before, we
denoteM the modification pattern used byO. We fix i in {1, . . . , n}. To be more concise, we denoteVRP the probabilistic
event{RP verifies the signature}. Using Bayes’ theorem, we get:

pM(Pi is authenticated|VRP) pM(VRP)
=

pM(VRP|Pi is authenticated) pM(Pi is authenticated)

Again, even if one of the events{Pi is authenticated} or VRP is pM-negligible the previous equality is still true since
both products would be 0. Due to the design of Decoder, a necessary condition to output packets is to verify the signature.
So:pM(VRP|Pi is authenticated) = 1. On the other hand, since(α, β) is accurate RP always verifies the signature since
MGS-Decoder outputs the list of all polynomials passing through at leastαN of the elements of RP. Thus, the poly-
nomial used by the sender belongs to that list and therefore the signature is verified. So:pM(VRP) = 1. Thus, we get:
pM(Pi is authenticated) = pM(Pi is authenticated|VRP) which can be written as:

pM(Pi is authenticated) = pM(All packets are authenticated|VRP)
+

pM({Pi is authenticated} ∩ {At least onePj is not authenticated}|VRP)

SincepM(VRP) = 1, we deduce:

pM(All packets are authenticated|VRP) = pM(The LT code is successfully decoded)

In addition, we have:

pM({Pi is authenticated} ∩ {At least onePj is not authenticated}|VRP)
=

pM({Pi is authenticated} ∩ {The LT code is not successfully decoded})

The last event is notpM-negligible in general since any symbol released from the ripple during the LT decoding process
is consistent with the original input symbols [12]. Thus:

pM(Pi is authenticated) ≥ pM(The LT code is successfully decoded) ≥ 1 − δ

Since this is true for any valuei, we deduce that:

min
i∈{1,...,n}

pM(Pi is authenticated) ≥ 1 − δ

We also notice that this lower bound does not depends on the modification patternM.

4 Other Families of Rateless Codes

In this section, we will compare the complexity in encoding/decoding of LT, Online and Raptor codes. Indeed, the security,
correctness and computation of the lower bound on the packetauthentication probability only depend on the fact that the
LT decoding algorithm is consistent which is also the case for Online and Raptor codes. In addition, we will also compare
these families to the modified LT codes introduced by Harrelson et al. [9]. In their work, they changed the construction
of LT codes given by Luby [12] to fit them to their practical implementations without altering their optimality (i.e. if
we generate enough symbols then we can haveδ ≃ 0). Their technique consists of modifying the way the neighbors of
each encoding symbolE are chosen. As in [12], the degreed is chosen using the Robust Soliton distribution. Instead of
uniformly choosing thed neighbors, Harrelsonet al. proposed to uniformly choose two integersa andb and to generate
the positions of thed neighbors asa i + b for i ∈ {1, . . . , d}. Thus, it is useless to append the neighbors to the encoding
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symbol for transmission since onlyE‖a‖b‖d needs to be sent. This means that the overhead per encoding symbol has
a fixed and much smaller size than in [12]. This is of particular interest in our case (Step4 of Authenticator) since our
overhead per packet is particularly limited and such a fixed size helps to avoid data congestion due to irregular flow of
information within the network.

Contrary to block codes which use finite field operations to encode and decode data, these families of rateless codes
rely on XOR operations over packets. Based on the work done in[9, 12, 15, 26], we built Table 1. Both Raptor and Online
codes require preprocessing of data before encoding. In [15], Maymounkov proposed two different ways to do so for
Online codes. The complexities shown in Table 1 correspond to the second method since the first technique involves a
dependence between the packet authentication probabilityand the number of packets per block. The notationǫδ means
that the element depends on the decoding failure probability δ but is independent fromn.

Average number Number of encoding Decoding Encoding
XOR operations symbols generated failure symbol

for decoding probability overhead
LT codes O(n log(n/δ)) n + O(

√
n log2(n/δ)) δ variable

LT codes O(n log(n/δ)) n + O(n5/6 polylog(n, 1/δ)) δ constant
(modified)

Online O(n log(1/ǫδ)) (1 + ǫδ)n O(δη) variable
codes (fixed ǫδ > 0) (fixedη > 0)
Raptor O(n log(1/ǫδ)) (1 + ǫδ)n δ variable
codes (fixed ǫδ > 0)

Table 1: Complexity comparison for different classes of rateless codes.

According to Table 1, Online and Raptor codes seem to have better encoding and decoding complexities than LT codes.
Nevertheless, Raptor codes were designed for the Binary Erasure channel (BEC) since the efficiency of its preprocessing
part relies on the existence on good pre-codes to achieve linear time for both encoding and decoding process. That is, the
property which is achieved by Tornado codes on BEC [13, 26]. Given our opponent model, it is unlikely that BEC can be
the modification pattern used byO. Nevertheless, a recent work by Palanki and Yedidia [18] suggests that Raptor codes
can still be practically more efficient than LT codes for our authentication scheme. Indeed, they implemented both classes
of codes on Additive White Gaussian Noise Channel and Binary Symmetric Channel and noticed that, even on these chan-
nels, Raptor codes outperformed LT codes for decoding. Etesami et al. [5] performed analoguous implementations and
their results exhibited the same behavior. They also showedthat Raptor codes could perform quite well on any arbitrary
symmetric channel.

As suggested by Harrelson at al. [9], it is possible to reducethe size of information to be transmitted and achieve a
constant packet overhead at the cost of extra symbols for decoding (see Table 1). Since achieving a regular throughput
within the communication channel avoids data congestion, substituting original LT codes by their modifications in our
authentication protocol is recommended (the value ofm in Theorem 2 has to be updated consequently). Since Raptor
codes are the concatenation of an erasure code (as Tornado codes for instance) and a LT code, these modifications can also
be applied to these codes. Therefore we believe that practical implementations of the authentication scheme describedin
Section 3 will be even more efficient when substituting LT codes by Raptor codes (exhibiting the same modifications for
their internal LT coding).

Nevertheless, these threshold values enabling recovery ofthe n data packets can still be too important for some
applications. Karpet al. [10] gave a formula expressing the probability of non-decoding u packets amongstn after
receiving a fixed value of encoding symbols which can be chosen by the sender. This can be useful if the application
which will run the received packets has a tolerance rate for loss of content. The sender computes the number of packets
he has to transmit in order to achieve at most this rate of non-recovered packets. In this case, the lower bound computed
on Section 3 is not valid any longer but the security and correctness of the scheme are still preserved.

5 Conclusion

In 2003, Lysyanskayaet al. [14] designed a multicast authentication scheme dealing with both packet loss and data
injection. Unfortunately, its packet authentication probability does not exhibit an easy lower bound and when a packet
is dropped during transmission its content is definitely lost for the receivers. Our technique, which can be considered
as an extension of theirs, has two main advantages. First, itallows the receivers to reconstruct erased data which, to
our knowledge, had never been achieved yet by any existing multicast stream authentication protocol using signature
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dispersion. Second, it exhibits a minimal lower bound on thepacket authentication probability which can be chosen
arbitrary close to1. Our reconstruction property relies on the fact that(α, β) is the network accuracy which can be hard
to determine when the communication group size is large. Hopefully any couple(α̃, β̃) such thatα̃ ≤ α andβ ≤ β̃
will also be fine for our scheme. This is at the cost of creatingmore encoding symbols to run GS-Decoder. Thus, this
couple of parameters has to be chosen carefully in order to respect the heterogeneity of the receivers without generating
unnecessary data. Our scheme also allows new users to join the communication group at any time since each block ofn
packets contains its own signature. We also proposed to use amodified version of LT codes to achieve reasonable and
fixed overhead per packet preventing the network from havingtoo irregular variations of data flow. Given [5, 18], we also
stress that Raptor codes could provide good implementations of our scheme if used instead of LT codes.
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