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Abstract

We study the multicast authentication problem when an opponent canrdmyder and introduce data packets into
the communication channel. We first study the packet authenticationhpliopaf a scheme proposed by Lysyanskaya,
Tamassia and Triandopoulos2603 since our opponent model is based on theirs. Using a family of ratedeles called
Luby Transform codes (LT codes) we design a protocol which allawspacket to be authenticated at the receiver with
probability arbitrary close tdé. We also compare LT codes to other families of rateless codes which lseulsed in that
context in order to minimize the packet overhead as well as the time coitypéencoding and decoding data.

Keywords: Stream Authentication, Polynomial Reconstruction, ResglCodes.

1 Introduction

Multicast protocols enable data to be transmitted from @maler to many receivers via a communication network such
as the Internet. The applications are as various as pay{TMeogames and military defense systems for instance. Nev-
ertheless, large-scale broadcasts prevent lost contantlieing retransmitted since the loss of any piece of datilcou
generate an overwhelming number of redistribution reguatsthe sender. In addition, the network can be under the in-
fluence of malicious users performing harmful actions ondat stream. Thus, the security of broadcast transmission
schemes depends on both network properties and opponentputational power. Unconditionally secure schemes have
been designed in[1] 4, P5] but either they can only be used &ingle authentication or they require too large storage
capacities. In this paper, we will consider that opponeatetbounded computational abilities.

In recent years, several protocols were designed to dehlthdt multicast authentication problein [3]. Applications
like stock quotes and pay-TV involve that the stream sizelmatarge and eventually infinite. On the other hand, the
receivers must be able to authenticate data within a shdddgef delay upon reception. Since many protocols will an
fer private or sensitive information, non-repudiation bé tsender is required for most of them. Signing each rﬁcket
via digital signatures is impractical since they are gelhetane expensive to generate and verify. Using one-time or
k-time signatures_ |6, 24] overcomes this drawback but the& &, in general, too large to be used for broadcasting
due to bandwidth limitations. Thus, to provide non-reptidia most techniques rely on signature amortization. Ogre s
nature is created and its overhead and time generatiofi¢edion are amortized over several packets using hashifunsct

In order to deal with packet loss, Perggal. designed EMSS [21] and MESS [21] where the hash of each pexcke
appended to several followers according to a specific patf@ne signature is generated from time to time and is always
assumed to be received providing non-repudiation and alpwew users to join the communication group at any time.
Using k-state Markov chains [20, 30] to model packet loss, they agegpbounds on packet authentication probability.
Using augmented chains to distribute hashes, Golle and Mays[7] and Miner and Staddan [17] obtained other bounds.
Unfortunately, all these schemes rely on the receptiongvfedd packets.

Wong and Lam([29] used Merkle-hash treles [16] to distribatehes and solve the problem of reliable signature trans-
mission. Their scheme can tolerate any packet loss andrgatdions but the size of the ﬁ'g; logarithmic in the number
of packets per blok As said earlier, bandwidth limitations prevent us frormgssuch an approach.

*The original version of this paper appears in the proceedofghe 1st International Workshop on Security (IWSEC 200&)xture Notes in
Computer Science, vol. 4266, pp 136 - 151, Springer - Verlag.

1Since the stream size is large, it is divided into smalll fixiza-gntities calleghackets

2We callauthentication taghe extra information appended to a packet to prove its atitfign

3In order to be processed, packets are gathered into fixedssts calletlocks



To deal with packet loss without relying on reception of tigmature packets one can split the signature inparts
where onlyl of them { < k) are enough for recovery. Using error-correcting codesyanskayat al. [14] developed a
protocol which also tolerates data injections. Their apphowas recently extended by Tartary and Wang [28]. Neverthe
less none of these schemes provided bounds on packet acdiient probability. In addition the rate of their lineardm
depends on some network parameters. If one of them chargreshh whole structure of the code must be updated.

Our approach is motivated by the following observation. Aessary condition for all these schemes to authenticate
a packetP (at the receiver) is to get an elemeftcontainingP along with some hashes! [7,]17,] 21] 29] or code sym-
bols [12,19[28]. IfP is dropped therP is definitely lost since such R is unique for each scheme. As these previous
techniques, we will process data stream packet per bloek @ements:P, ..., P,. Our technique can be seen as an
extension of Lysyanskayet al’'s approach which enables any receiver to recover all datkqisP, .. ., P,, despite loss
incurred during transmission. This constitutes a majorowpment from existing technigues in the way that receinets
only authenticate what they received but also reconstrbett was lost. This is particularly beneficial whéy, ..., P,
represent audio or video information where our techniqesents frozen images and audio gaps to happen.

We propose to useuby Transform(LT) codes to encode blocks af data packets”, ..., P, into A/ symbols
E1, ..., Ex (the value of\ is specified il Section 3). LT codes were introduced by LU#} Hs the first practical real-
ization of rateless codes to illustrate the Digital Foumtzonceptl[2]. These codes are constructed in such a wayhtrat t
exists a threshold value (depending om) such that any subset ¢, ..., Ex-} having at least distinct elements can
be used to recover all original packetsP;, . .., P, with good probability. By representing, ..., Ex as coefficients
of a particular polynomial and carefully choosing, the receiver will be able to run a reconstruction algorittine to
Guruswami and Sudahl[8] and will recover that polynomiapitepotential data injections performed by malicious sser

In [14], Reed-Solomon codes were used to design a multicabeatication scheme dealing with both packet loss
and data injection. We will prove that its packet authenigcaprobability (which has not been studied(in][14]) does no
exhibit an easy lower bound. In addition, when a packet wagplrd during transmission its content was definitely lost fo
the receivers. Combining a LT code with the polynomial restarction technique we design a broadcast protocol having
two main advantages. First, it allows the receivers to retrant erased data which is, to our knowledge, a new feature i
the multicast authentication problem. Second, it exhibitsinimal lower bound on the packet authentication profigbil
which can be chosen arbitrary closelto

Since we will use the same opponent model as Lysyansiisgig we will prove that our scheme is as secure as theirs.
Since its security depends on the consistency of the LT degd@vhile Lysyanskayaet al’s relies on Reed-Solomon
codes’ one), we will compare LT codes to other families oélegs codes including Online and Raptor codes|[15, 26].
We will show that it is possible to achieve reasonable andtzom packet overhead by using a modified version of LT
codes. We will also enlighten that Raptor codes can provata gpractical implementations for our scheme if they are
used instead of LT codes. A digital signature will be usednsuee non-repudiation and to enable new members to join
the communication group at any block boundary.

The paper is organized as follows. We will describe the sehéeveloped ir [14] and analyze its packet authentication
probability in the next section. [ Secfioh 3, we will deyelour authentication protocol using LT codes In Secfiond, w
will compare different families of rateless codes that ddu used instead of LT codes. The last section will summarize
our contribution to the multicast authentication problem.

2 Analysis of Lysyanskayaet al.’s Protocol

In this section, we will shortly describe the scheme designg14]. We will first introduce the network model used in
that paper. Then, we will recall the tasks performed at timelseand the receiver to authenticate data and analyze the
packet authentication probability of that approach simtas not been studied in the original paper [14]. Finallywilé
illustrate our result when the network exhibit a bursty Ipattern [20].

2.1 Network Model

The network is assumed to be under partial control of an oppiafl who can drop and rearrange packets of his choice.
He can also inject data into the channel. Since our main carisehe multicast authentication problem, we assume that
a reasonable number of packets reaches the different eeseid not too many packets are injected’byndeed, if too
many packets are dropped then data transmission becomesith@roblem to solve since the small number of received
elements would be useless even authenticated. On the @hdr fiQ can introduce a large quantity of packets tii@n
can potentially overflow the network and the major problemdnees strengthening the channel against denial-of-servic



attacks.

The stream is split into blocks ef packets and we introduce two parameter® < « < 1) (thesurvivalrate) and
B (B8 > 1) (thefloodrate). It is assumed that at least: original packets and a total of no more than packets reach
each receiver.

2.2 Description of the Scheme

We need a collision-resistant hash functioff22] and a secure signature scheme (§igwerifyp,) [27] the couple of
keys of which (SK,PK) is created by a generator KeyGen. D&}, . . ., P, } the block ofn packets to be sent. The
number BID denotes the block position within the whole stre&achP; is hashed intd; by h. A signatures is gen-
erated aso := signg,(BID||h1]| - - - ||hy). The concatenatiof := hq|| - - - ||k, ||o is encoded intdcy, .. ., ¢, ] using the

[, pn]q binary systematic Reed-Solomon (SRS) code @yewheregq is a power of2. Both p andq depend or and 5.
The sender builds the set afauthenticated packef#\Py, ..., AP, } to be emitted to the receivers via the network as:
Vi e {1,...,n} AP; = BID||i|| Pi|c;-

When a receiver gets. elements/AP;, ..., AP, } he first decomposes each of them as: BIR|| P}, || ¢}, . He verifies
that BID; = BID and builds the family{(j1,¢}, ), - - -, (jm, ¢}, )} - He checks that: is consistent with the values of the
ratesa and 3. In order to deal with packet loss and data injections, he asealgorithm developed by Guruswami and
Sudan([8] (GS-Decoder) to list-decode the SRS code. He detisad candidates for the signature verification. If one of
them verifies the signature then this element must bnce the signature scheme is secure. Thus, the receimersc
the hashes of the original packets. What remains to achieigeasthenticate the original packets amongst the received
ones. The receiver computes the hashes ofitlgacketsP; , ..., P/ and look for matchings with thg;’s. Sinceh is
collision resistant ih;k =h; thenP;k = P;. Inthis casep; is said to have beeauthenticatedy the receiver. Using this
process he can find the original packets amongst data heedcei

This authentication scheme deals with both packets losglatadinjections and the communication group is joinable
by new users at any block boundary. In addition no reliatdegmission of the block signature is assumed. Nevertheless
no study of its packet authentication probability was penfed in [14]. We will now address this point.

2.3 Analysis of the Packet Authentication Probability.

We call the actior© performs on the streamraodification patternWe first introduce the following definition:

Definition 1 We say that a coupléy, 5) of survival and flood rates iaccurateor a network flow ol symbols if when
data is sent per block ot elements, the receiver gets at least of them and receives no more th@n pieces of data
(including opponent’s injections). In additiotx, 3) is unique (and called thaccuracyof the network) if the following
two conditions occur:

1. O can use a modification pattert’ allowing to receive (at least) one set @fi original packets with positive
probability as well as a modification patteri’ allowing to receive (at least) one set@f packets with positive
probability.

2. O cannot use either a modification pattern allowing to recdie®s thanan original packets with a non-zero
probability or a modification pattern allowing to receive radhann packets with a non-zero probability.

The previous definition means that the accurégeyg) is optimal in the sense that no receiver can get less ¢han
original elements bu@® can drop packets in such a way that at least one of the resedagr gets exactlyn of them
(patternM’). It also means that no receiver can get more tharelements bu® can inject packets in such a way that at
least one of the receivers can gets exagilyelements (pattern1”).

From now on, we consider thét, 3) is the accuracy of the network. The setro€lements of Definition]1 will be
{AP1,...,AP,}. DenoteF the set of families having at least: elements of APy, ..., AP, }. Forany\ € {an,...,n}
we also defineF), the subset ofF consisting of families having exactly elements. Denoté1 the modification pat-
tern used byO. It induces a probabilistic distribution ovéf and therefore ovef Py, ..., P,}. Our aim is to compute
P.(P; is authenticatedfor any: € {1,...,n}. Assume that we received a family of packétgor the block number
BID. We denotef’ the subfamily ofF’ consisting of the original packets. Singe, ) is the accuracy of the network, we
have:an < |F| < |F| < n. We have the following theorem:

Theorem 1 ([28]) If («, B) is the accuracy of the network (for a flovy then any received famill verifies the signature.



Therefore, we get for anyin {1,...,n}:
P (P; is authenticated= P, (P; is authenticated F' verifies the signatuje

According to [14] onceF verifies the signatureP; is authenticated if and only if there exists a received el@gme
BID||k|| P{||c}, such thath(P}) = h,. Given thath is collision resistant this happens if and onlyAf = P,. We have
three cases. First, we have AR BID| k|| P} ||c) . Second, we have AR£ BID| k|| P/| ¢}, but there is another original
element AR(j # 1) such that AR = BID||k|| P/ ||c;, (this corresponds to the fact that a piece of d&tdas to be sent
several times). Third, BIPk|| P} ||c;, does come from the sender and therefore has been introdyo@d SinceO can
eavesdrop the network, he knows all the;APSince he has no interest in helping the receivers to geinat data, he

will only introduce incorrect content. Thus, we can claim thst two cases have a very small probability to happen and
approximate the right hand side of the inequality hy(RP; is receiveq:

P..(P; is authenticated~ P, (AP; is received (1)

Since AR is an original packet, we have:; RAP; is received = P, (AP; € F). Furthermore, the cardinality of
belongs to{an, ..., n}. So, we can write:

A=an

P.(AP; € F) = PM<O {Fe]—}andAB-eF})

- Z P.(F € Fyand AR € F)
A=an
The Igst equality comes from the fact tHe&,,,,, ..., F,} isa parti;iop ofF. The distribution induced byt may involve
Pu(F € Fx) = 0 for some values oA. In this case R,(AP; € F|F' € F,) may not be uniquely defined [23] but the
product B, (AP; € F|F' € F\) Py (F € F,) is still equal to0. Thus, we get a unique value fo,RAP; € ') as:

P (AP; € F) = zn: Pu(AP; € F|F € F))Pu(F € Fy) 2

A=an

By combining Approximation (1) and Equality (2), we get arpagximation of the packet authentication probability of
Lysyanskayet al’s scheme as:

P, (P; is authenticaterl~ >~ Py (AP; € F|F € F) Pu(F € Fy) (3)

A=an

[Definifion 1 tells us that there exists a pattev such that R,(F' € F.,) # 0 so that the starting index value.
cannot be increased in the general setting.

2.4 Resistance against Bursty Loss

In [20], Paxson outlined that the Internet experiencedtiyracket loss. Golle and Modadugdu [7] and Miner and Stad-
don [17] designed schemes based on graph theory to resigpimblrsts of fixed lengths. We will illustrate an applioat

of [Approximation (3) whenM is a multiple-burst pattern in order to approximatg (#>; is authenticated In this case,
there are no packet injections §o= 1. Due to space limitations, we only give milestones to follow

Definition 2 A burstis a sequence a consecutive deletions. Two bursts are deddrg at least one non-erased element.

We must determine how many bursts can occur P, ..., AP, } providing that at leastvn of these elements are
received.

Definition 3 Let (¢4, ...,t,) be a n-tuple. We say that a burst of length< n) starts(respectivelyends at ¢; if the
elements erased by the burst aye. . ., ¢;,5—1 (respectively; _pi1,...,t;).

Definition 4 A tuple of positive integer@3;, p1, . . ., Bs, ps) is called ad-burstif forall i € {1,...,4d}, B; is the length of
the:" burst occurring over a tuplét,, .. ., t,,) and starts at positiop;. (B1, . . ., Bs) is called thes-lengthof thes-burst.

It can be shown that, in order to havedurst over a set of. elements, we must have:> By + -+ Bs + (6 — 1).
Since at leastvn original elements have to be receivédnust not exceechin(| “4* |, (1 — a)n) either. Oncey and the
d-length(By, ..., Bs) are chosen, it can be proved that there are:

E+1 s i3
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is=lig_1=1  do=1i1=1
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possibilities to choose the starting positions, . . ., ps) where¢ is the unique natural integer such that.= 5; +
-+« 4+ Bs + (0 — 1) + £ This valueN represents the number of ways one can buitdrst (581, p1, ..., Bs,ps) over
{APy,...,AP,}. Since we want APto be received, we must determine the numberof suchd-bursts which do not
erase AR. We can assume thét chooses any-burst with equal likelihood. Thus:

i

. . N,
P..(AP; is received = ~

If we denotek; (respectivelyk]) the maximal number of bursts which can occur of8P, ..., AP;_1} (respectively
{AP;41,...,AP,}) then we have to compute how mafybursts(B;,p1, ..., Ba, pa) can occur ovefAPy, ... AP;_1}
and how many(§ — A)-bursts(Ba41,pa+1,-- -, Bs, ps) can occur ovefAP, 1, ...,AP,}. The valueA describes the
setl(i) :=={0,...,k;}N{d—kj,...,d}. As before, we can prove:

is—A i3

R N e

in=lia_1=1  is=1i1=1 is_a=lis_a=1  do=1i1=1

whereb; = i — (B1+---+Ba+(A—1)) andby = By + -+ Ba + A+ £ — i + 1. So, we can approximate
P..(P; is authenticatepto:

by iA iz g by 15— A i3 Qo
)N DIIDIEEDID DD DD DEED D IR
A€I(i) \ia=lia_1=1 io=111=1 is—Aa=lis_a=1 io=111=1
£+l i PR (4)

ig=1lis_1=1 io=114;=1

We previously mentioned that Miner and Staddon [17] usedndom graphs to resist multiple bursts. Namely, they
considered that the bursts occurring in the network can loay a finite numbeft of pairwise different lengtl,, . . . , B,.
They assumed that each burst of lenfjthcan occur up to\; times. Their scheme was able to deal with any distribution
of thesed := Ay + - -- + Ay bursts. Here, we consider that each burst of leiffjthxactly occurs\; times. We denoté. s
the set off-length we can generate with this duplicating process. HBndicality of Ls is the multinomial coefficient:

(5, )

Once again we assume that aimjength has the same probability to be chosen by the oppdfiekite denoteP(Ls)
the set of permutations dfs. B := (B1,...,B1,...,Bs,...,B,) is an element of.s (eachB; is iterated)\; times). We
deduce the packet authentication probability provided ysyanskayat al's scheme.

—1
P..(P; is authenticatep= (B o B ) Z P. s (P; is authenticated (5)
L By
TEP(Ls)

where R, (P; is authenticatelis approximated by Formula (4) whewt is the loss pattern corresponding to thkength
7(B).

The efficiency of an authentication scheme can be definecashllest value of the packet authentication probability

it provides. In other words, we are interested ir{]qain }PM(R- is authenticated[Formula (4) andl Equality (b) do not
1€1,...,n

provide a clear lower bound on this minimal probability ahdrefore practical efficiency of the scheme is hard to guess.
This motivates a search for a new authentication schemeitixigia clear authentication probability. This can be achil
by using LT codes as we will describe in the next session sffiaper.

3 LT Codes for Multicast Stream Authentication

In this section, we will give a multicast authentication fmal using LT codes which is robust against packet loss and
data injection. As il Secfior 2, we allaf to use any pattert (not only the multiple-burst one) respecting the accuracy
of (a, B). Our technique also allows any new user to join the commtipicgroup at any block boundary and exhibits a
lower bound for the packet authentication probability. W fivst review the construction of LT codes. Then, we will-de
velop our authentication scheme, prove its security anib&dminimal bound for the packet authentication probigbil



3.1 Construction of LT Codes

We briefly describe how to generate outputs for LT codes amdtbhalecode data. A complete description of both pro-
cesses can be found in]12].

Encoding.We have a fixed number of input symbols denotedfy . ., I,,. In order to generate a new encoding symbol
E, we use a probabilistic distribution called the RobusttSaldistribution to choose the dedﬂeieof the symbolE. We
randomly pickd elements amongst the input symbdls; . . ., L-dﬁ. We generatdr as the XOR ofl;, , ..., I;,,. Using this
process we can generate as many encoding symbols as we m@nta only need to run the Robust Soliton distribution
to get a new one.

Decoding.When the receiver gets. encoding symbolg’,, ..., E,, he first builds the bipartite graph used to compute
Ei, ..., E.J8. We would like to point out that it can happen that not evérys on the left hand side. This is true in
particular ifm is small and the encoding symbols have small degrees. Atabimihing of the decoding process Ags
have been coverdThey are initialized with 0's. We first reledsall E,’s with a single adjacent vertex to cover their
unique neighbor. The set of covered input symbols not yetgeeed is called thepple and denoted?. All previous
covered symbols belong . At each step one elemenhtis processed as follows:

1. Each neighbolN} of I; has its value XOR-ed witt;’s.
2. I; is removed as a neighbor of these eleméﬁ]’fs That is, the corresponding edges are removed from the graph

3. For eacrf\fj’}C having one remaining neighbor in the new granf, is released from the graph and covers its remain-
ing neighbors which are added i (for those which were not already in).

4. I; is released fronRk (because it has no neighbors any longer).

Step3 and4 make the size oR vary. The decoding process ends whers empty. It is successful wheR, ..., I,, have
been released froi?. We will use the following theorem to deal with packet losswting during data transfer.

Theorem 2 ([12]) For § € (0, 1), the decoding process fails with probability at médtom any set ofn := n + (R +

§ 4+t ”iR) In (%) encoding symbols where := cIn (%) /n for a positive constant determined within the Robust

Soliton distribution.

3.2 Our Authentication Protocol

We will consider the same opponent model dsin Secfion 2 angaime definitions fai, 3), h and the signature scheme
(KeyGen,Sign,Verify). As said before, data is processadjmxk of n packets:.Py, ..., P,. We assume that the sender
published a list of irreducible polynomials ovEp (remember that for any positive integer we can always build a
irreducible polynomial of degree overFs [11]). On this public list, he also putsn, «, 5, PK as well as and the ver-
ification algorithm Verify. We denotey,, the tag representing the communication parameters, namgly= n|«||3||9.
We assume that this tag is represented with a fixed numbetsdf,hi We denotéH the size of a hash produced bynd

S the size of a signature. We first introduce the algorithm usethe sender. Here is a remark concerning Stepince
any element offy- can be represented agY® + A\ Y7 + ... + A\_1Y" ! where each\; belongs tdF,, we define the
firstn elements a0, ...,0), (1,0,...,0),(0,1,0,...,0),(1,1,0,...,0) and so on until the binary decomposition of
(n—1).

We first notice that even when the channel rate§ change the structure of the LT code does not need to be modified
since we keep working with the same inp#ts . .., P, and the same valuefor the Robust Soliton distribution. Only
the numberV of encoding symbols to be generated increases. This is antaye over Lysyanskay al’s technique
since the size of their field as well as the rate of their code ha be updated in case of modification of network rates. In
addition, it can be shown that the rat@té (as a function o) is asymptotically bounded by a constant.

We now justify our choices fal/, k, » andP(X). In order to recoveP, . . . , P, with probability at least — § despite
loss, the integeN must verifya N > m. In addition, we want to represent the hashes of thiésencoding symbols as
coefficients of a polynomiaP (X') of degreek over an extension of degreeof F,. We wantk to be as large as possible

4Any LT code can be represented as a bipartite graph ¥With. ., I, as the left hand side vertices and all encoding symbols as hiayd side
vertices. An edge is drawn betweé&nand the encoding symbd if I; has been used to compuie I; is said to be aeighborof E (and conversely).
We use the terrdegreeto denote the number of neighbors a symbol has.

5This is how we build the bipartite graph representing the tles

6The positions of the input symbols XOR-ed to build an encodymbol E; are sent along witt; [9].

7An input symboll; is said to becoveredwhen it is the only adjacent vertex of an encoding symBpl The covering operation is a XOR of the
current value off; with E,.

8A symbol is said to beeleasedvhen we remove its representing vertex from the graph.



Algorithm 1 Authenticator
Input: The private key SK, the network rates3, a block{ Py, ..., P,}, its BID and the parametét

_ [ max([2],[5]) 5% ¢N
1. Compute\ = { max([ 2], aﬁ: +1) otherwise
input symbols for the LT code and build encoding symbolsE, ..., Ex. Each symboF; is along with the positions
of its d; neighborsN}, ..., N%. Compute the hashegi € {1,... N} h; = h(E;|N}|| - - |[N%).

2. Compute the block signature: = Signgy (h(BID||Tpard|h1] - - - ||har)) and form the authentication tag =

wherem is defined il Theorem| 2. Consider thepackets as

|95 itegN

hi||-- - ||hn||o. Computek = ) .Denotel = k — [N'H + S + bpa] + 1 and padr

Toar[Pa || -+ - ([l p a';N_l otherwise [ par] p

with ¢ zeros:7’ = 7||0%.

3. Write 7/ as the concatenation of(k + 1) elements of Far: pgll---|lpx. Compute r =
k

max (Dogg(/\/’ﬂ, [w%fbpﬂ) Form the polynomialP(X) = ZpiXi and evaluate it in the firs\/ points
=0

of For: Vi€ {1,..., N}y, = P(3).
4. Form the authenticated packets:c {1,..., N'JAP; = BID|[i||E;||N}| - - - || N
Output: {APq,..., AP, }: set of authenticated packets.

Yi

to minimize the extension degreeThe polynomialP(X) will be evaluated inV different positions. The receiver must
solve the polynomial reconstruction problem to reca?éX ). In order to run GS-Decoder, the sufficient condition exhib-
ited by Guruswami and Sudd [8] is to halie> v/kN whereN is the number of points used for the reconstructibithe
number of these points, y) such thayy = P(z). Due to the definition ofc, 3), we havel’ > aN andaN < N < BN.

Thus,(T > vk N) is verified as soon a8 < k < QQTN. Since we want to split’ into several elements, we hake> 1.

Thus,‘fTN > 1 which justifies the value of/ at Stepl. The optimality ofk at Step2 follows.

Since P(X) will be evaluated intoV points, we must have2” > A. We want to represent as the concatenation

pol| - - - ||pk the size of which i§k+1)r since each; is an element df,-. On the other hand, the sizenis N'H+S+bpar.

Thus,r must verify(k +1)r > N'H + S + bpar. Thereforey > W%fbpar This justifies both choices dfandr at Steps

2 and3.

Now, we describe a variant of the GS-Decoder caMatlified GS-DecodgiMGS-Decoderwhich will be used as a
subroutine of our decoding algorithm.

Algorithm 2 MGS-Decoder
Input: The number of packets per bloek the network ratesy, 5, the degree of the polynomi& and N elements

1. If N > Bn or we have less thann distinct valueqz;, y;) then the algorithm stops.

2. Run GS-Decoder on th¥ points to get the lisL. of all polynomials of degree at moktoverF,: passing through at
leastan of the N points.
k
3. Write the listL as: L = {Li(X),...,L,(X)}. Write each element of as: L;(X) = Z[linj whereVi e
§=0

{0,...,k}L;; € Fq. Form the elements; = Lig|| - - - || Li.
Output: {£L4,...,L,}: list of candidates.

When the receiver gets data he first runs MGS-Decoder to bligtl@f elements (which are polynomial coefficients)
and tests each of them until the signature is verified or steelthausted. When the signature is recovered, the receiver
knows the hashes of the original encoding symbols of the Idec®hen, he browses amongst the received packets to find
as many original encoding symbols as he can. Due to the defirif «, there are at leastV of them. Using the first
a/N ones, he attempts to decode the LT code to recover all thimatigacketsP, . . ., P,,. According td Theoreml2, this
succeeds with probability at leakt- ¢. The formal description of this process is depicted as Algor 3.



Algorithm 3 Decoder
Input:  The public key PK, the number of packets per blagkhe network rates, 3, the block number BID, the param-
eterd, the sender’s list of irreducible polynomials and the seeckived packets RP.

1. ComputeV. Write the packets as BIDji|| Ej, | N || - - ||NZ“ |ly;, and discard those having BJD4 BID or j; ¢
{1,...,N}. DenoteN the number of remaining packets(lW < an or N > n) then the algorithm stops.

2. Rename the set of received packef®\P),..., APy} and write each element as: AP =
BID||7:[| Ej, [| N}, || - - HNZ“ y;, wherej;, € {1,...,N}. Computek andr. Get the irreducible polynomial of
degreer from the sender’s public list and run MGS-Decoder on thg{6gt y;,),1 < ¢ < N} togetalist{ci,...,c,}
of candidates for signature verification. If MGS-Decodégects that set then the algorithm stops.

Computel. Initialize h; = 0 for i € {1,...,N}. Initialize i« = 1. While the list has not been exhausted (and the
signature not verified yet), we piek. We first check if the last bits are zeros (we verify the length of the pad). If so,
we write ¢; as:7iql[hi]l - - ||‘hj\/Hai. If 7har = Tpar then check whether Verify (h(BID |75l || - - - [[Rfy), o) = true

. In this case, we sét; = b’ for j € {1,... ,N'} and break out the loop. In any other cases, we incrementl and
start again the while loop.

4.1f (h1,...,hy) = (0,...,0) then the algorithm stops. Otherwise, &t = 0 for A € {1,...,N'}. For each AP
written as at Ste, if h(E;, [|N} | --- ||N;f_-7‘i) = hythenEy = Ej,, dy = d;, and¥¢ € {1,...,d;,}N5 = N .

5. Pick the firste AV non-empty element&,, and decode the LT code using thg’s as encoding symbols with degrég
and adjacent vertices positioﬁ:ﬁ, . ,Eff“. Getn input symbols{ Py, ..., P,} (where some of them can be empty).

Output: {Pj,..., P!}: set of identified packets.

3.3 Security of the Scheme

We will now analyze the security of our authentication schelve want the receivers to authenticate data despite mali-
cious actions performed k9. Similar to [14], we give the following definition:

Definition 5 (KeyGen,Authenticator,Decodéds)asecureand(«, 3)-correctprobabilistic multicast authentication scheme
if no probabilistic polynomial-time oppone6t can win with a non-negligible probability to the followinguge:

(i) Akey pair(SK, PK) is generated bkeyGen

(i) Oisgiven:(a) The public keyPK and (b) Oracle access téuthenticator(but O can only issue at most one query
with the same block identification t&jD).

(iii) O outputs(BID, n, a, 3, 6, RP).
O wins if one of the following happens:

(a) (violation of the correctness propertg) succeeds to outpiRP such that even if it contains A packets of some
authenticated packet sAP; for block identification tadd1D, decoding failure probability and parameters, o, 3,
the decoder authenticates some incorrect packets.

(b) (violation of the security property) succeeds to outptRP such that the decoder outpu$, ..., P, } which
is non-empty and was never authenticatedAloyhenticatorfor the valueBID, the probabilityé and parameters

naaaﬁ-

The difference from the definition given in_[14] is that theckets are authenticated by the receiver with certain
probability. In short, even if the receiver gets a set RP riguat leasta N original elements, the whole original set
{P,...,P,} is recovered with some probability. Nevertheldss, Definifi involves that no incorrect packets can be
authenticated. Thatis% € {1,...,n} P! € {0, P;} whereP/ denotes thé"" packet output by Decoder. Lysyanskasta
al. showed that their scheme is secure &nd3)-correct. Following their arguments, we obtain the follog/iresult for
ours.

Theorem 3 Our scheméKeyGen,Authenticator,Decodeg) secure anda, 3)-correct.

Proof.

[Sketch] If the scheme is neither secure fiat 3)-correct then® is able to create data packets which will be authen-
ticated by the receiver after LT decoding at step 5. Nevégtisethe LT decoding process is consistent. That is, if only
correct encoding symbols are given to the decoder thenytautputs the corresponding input symbols (along with some
empty symbols when the decoding process is not successhdyefore,O is able to create (at least) one fake symbol

Ei|IN}| ... ||N% such that its hash; is a part of the elemertwhich successfully verified the signature at StefSince



h is collision resistant, we haveij € {1,..., N} h; # h;. Thus,¢ was never signed by the sender afids able to
break the signature scheme. Due to space limitations, wedimhclude the complete proof here. Note that, it exhiltits t
necessity of usingy, as a part of the authentication tag.

O

Thus, our authentication scheme is as secure and correog asahnique developed in]14]. We will now study the
packet authentication probability of our protocol.

3.4 Analysis of the Packet Authentication Probability

We now justify our use of LT codes to enable the receiversc¢owver all then data packet#, ..., P, despite loss with
probability close tal as claimed if_Secfion 1. We assume that the receiver getsRPsef packets. Sincky, 3) is the
network accuracy we hay®P < SN and at leasteV original authenticated packets are amongst RP. As befare, w
denoteM the modification pattern used I§y. We fixi in {1,...,n}. To be more concise, we dendtge the probabilistic
event{RP verifies the signatufeUsing Bayes' theorem, we get:

pm(P; is authenticatedrp) pai (V)

pm(Vre| P; is authenticatedp o4 (P; is authenticated

Again, even if one of the even{s; is authenticateor Virp is ps-negligible the previous equality is still true since
both products would be 0. Due to the design of Decoder, a sapgsondition to output packets is to verify the signature.
So:pa(Vep| P is authenticated= 1. On the other hand, sinde, 3) is accurate RP always verifies the signature since
MGS-Decoder outputs the list of all polynomials passingtigh at leastvV' of the elements of RP. Thus, the poly-
nomial used by the sender belongs to that list and theref@reignature is verified. Sgi(Vkp) = 1. Thus, we get:
pm(P; is authenticated= p o (P; is authenticateldzp) which can be written as:

pm(P; is authenticated= p 4 (All packets are authenticatfckp)
_|_
pm({P; is authenticateN {At least oneP; is not authenticatgdVzp)

Sincepa(Vrp) = 1, we deduce:
pm (All packets are authenticatdge) = paq(The LT code is successfully decoded
In addition, we have:

pm({P; is authenticateN {At least oneP; is not authenticatgdVzp)

pm({P; is authenticaten {The LT code is not successfully decodé¢d

The last event is ngi-negligible in general since any symbol released from thpelei during the LT decoding process
is consistent with the original input symbals [12]. Thus:

pm (P; is authenticated> paq(The LT code is successfully decoded 1 — §

Since this is true for any valugwe deduce that:

i€{l,...,n}

We also notice that this lower bound does not depends on thigfination patternM.

4 Other Families of Rateless Codes

In this section, we will compare the complexity in encoddegoding of LT, Online and Raptor codes. Indeed, the sggurit
correctness and computation of the lower bound on the packhéentication probability only depend on the fact that the
LT decoding algorithm is consistent which is also the cas®©fdine and Raptor codes. In addition, we will also compare
these families to the modified LT codes introduced by Haoreét al. [9]. In their work, they changed the construction
of LT codes given by Luby [12] to fit them to their practical ilamentations without altering their optimality (i.e. if
we generate enough symbols then we can ldawe0). Their technique consists of modifying the way the neigishaf
each encoding symbd are chosen. As ir [12], the degrdes chosen using the Robust Soliton distribution. Instead of
uniformly choosing thel neighbors, Harrelsoat al. proposed to uniformly choose two integerandb and to generate
the positions of the neighbors ag i + b fori € {1,...,d}. Thus, it is useless to append the neighbors to the encoding



symbol for transmission since onl||a||b||d needs to be sent. This means that the overhead per encoditplsias

a fixed and much smaller size than in][12]. This is of particutéerest in our case (Stepof Authenticator) since our
overhead per packet is particularly limited and such a fixee Belps to avoid data congestion due to irregular flow of
information within the network.

Contrary to block codes which use finite field operations tooele and decode data, these families of rateless codes
rely on XOR operations over packets. Based on the work dof& /(2 [15] 26], we buif Tablel 1. Both Raptor and Online
codes require preprocessing of data before encoding._llp M&mounkov proposed two different ways to do so for
Online codes. The complexities shownin TaBle 1 corresporttieé second method since the first technique involves a
dependence between the packet authentication probadnilitythe number of packets per block. The notatipmeans
that the element depends on the decoding failure probabibut is independent from.

Average numbet Number of encoding Decoding | Encoding
XOR operations symbols generated failure symbol
for decoding probability | overhead
LT codes | O(nlog(n/d)) n + O(y/nlog®(n/s)) 5 variable
LT codes | O(nlog(n/d)) | n+ O(n°/° polylog(n,1/4)) 5 constant
(modified)
Online O(nlog(1/es)) (1+e€5)n o) variable
codes (fixedes > 0) (fixedn > 0)
Raptor | O(nlog(1/es)) (1+e5)n ) variable
codes (fixedes > 0)

Table 1: Complexity comparison for different classes oflegs codes.

According td Table11, Online and Raptor codes seem to havertegtcoding and decoding complexities than LT codes.
Nevertheless, Raptor codes were designed for the BinaguEgahannel (BEC) since the efficiency of its preprocessing
part relies on the existence on good pre-codes to achiexarltiime for both encoding and decoding process. That is, the
property which is achieved by Tornado codes on BEC[[13, 28f@our opponent model, it is unlikely that BEC can be
the modification pattern used [8y. Nevertheless, a recent work by Palanki and Yedidia [18ests that Raptor codes
can still be practically more efficient than LT codes for outteentication scheme. Indeed, they implemented bothedass
of codes on Additive White Gaussian Noise Channel and BingmyrSetric Channel and noticed that, even on these chan-
nels, Raptor codes outperformed LT codes for decodingaitest al. [5] performed analoguous implementations and
their results exhibited the same behavior. They also shaletdRaptor codes could perform quite well on any arbitrary
symmetric channel.

As suggested by Harrelson at all [9], it is possible to redbeesize of information to be transmitted and achieve a
constant packet overhead at the cost of extra symbols fadileg (se¢_Tablel1). Since achieving a regular throughput
within the communication channel avoids data congestiobstituting original LT codes by their modifications in our
authentication protocol is recommended (the valuenoin [Theorem P has to be updated consequently). Since Raptor
codes are the concatenation of an erasure code (as Torndewfoo instance) and a LT code, these modifications can also
be applied to these codes. Therefore we believe that pahatiplementations of the authentication scheme desciribed
will be even more efficient when substituting LT @®tly Raptor codes (exhibiting the same modifications for
their internal LT coding).

Nevertheless, these threshold values enabling recovetigeof data packets can still be too important for some
applications. Karpet al. [10] gave a formula expressing the probability of non-aieg u packets amongst after
receiving a fixed value of encoding symbols which can be ahdsethe sender. This can be useful if the application
which will run the received packets has a tolerance rated®s bf content. The sender computes the number of packets
he has to transmit in order to achieve at most this rate ofreoavered packets. In this case, the lower bound computed
on[Section B is not valid any longer but the security and cbness of the scheme are still preserved.

5 Conclusion

In 2003, Lysyanskayeet al. [14] designed a multicast authentication scheme dealiitiy oth packet loss and data

injection. Unfortunately, its packet authentication pblity does not exhibit an easy lower bound and when a packet
is dropped during transmission its content is definitelyt fos the receivers. Our technique, which can be considered
as an extension of theirs, has two main advantages. Firalioits the receivers to reconstruct erased data which, to
our knowledge, had never been achieved yet by any existintjcamst stream authentication protocol using signature
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dispersion. Second, it exhibits a minimal lower bound on gaeket authentication probability which can be chosen
arbitrary close ta. Our reconstruction property relies on the fact thats) is the network accuracy which can be hard
to determine when the communication group size is large.efidly any couple(ozB) such thath < a andg < 3

will also be fine for our scheme. This is at the cost of creatimgye encoding symbols to run GS-Decoder. Thus, this
couple of parameters has to be chosen carefully in ordersfer? the heterogeneity of the receivers without genegyatin
unnecessary data. Our scheme also allows new users to @aothmunication group at any time since each block of
packets contains its own signature. We also proposed to usaddied version of LT codes to achieve reasonable and
fixed overhead per packet preventing the network from hawaogrregular variations of data flow. Given [5,/18], we also
stress that Raptor codes could provide good implementatibour scheme if used instead of LT codes.
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