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Abstract
We study the multicast stream authentication problem when an opponetiiogameorder and inject data packets into the
communication channel. In this context, bandwidth limitation and fast autlagioticare the core concerns. Therefore any
authentication scheme is to reduce as much as possible the packetovanidehe time spent at the receiver to check the
authenticity of collected elements. Recently, Tartary and Wang developeal/ably secure protocol with small packet
overhead and a reduced number of signature verifications to bepedat the receiver.
In this paper, we propose an hybrid scheme based on Tartary argis/iaproach and Merkle hash trees. Our construction
will exhibit a smaller overhead and a much faster processing at theeeogaking it even more suitable for multicast than
the earlier approach. As Tartary and Wang's protocol, our construigtiorovably secure and allows the total recovery of
the data stream despite erasures and injections occurred during trsinamis

Keywords: Stream Authentication, Polynomial Reconstruction, Unsed Channel, Merkle Hash Tree, Erasure Code.

1 Introduction

With the expansion of communication networks, broadcgdtims become a major technology to distribute digital con-
tent from a single user to a large audience via a public conratian channel such as the Internet for instance. Online
games, military defense systems, satellite televisionfamashcial quotes are a few examples of multicast distriloutb
information. Nevertheless, in large-scale broadcastsstplece of a data strefimould generate a flood of retransmission
requests from the receivers that congregate at the sersilde’sFurthermore, the network can be under the influence of
malicious users performing illegal and damaging operatimmthe stream. As a consequence, the security of a multicast
authentication protocol relies on the network propertiethe opponents’ computational power. Several unconmditip
secure schemes have been developed [5,19, 36] but eitherdhe®ne-time protocols or they require too large storage
capacities. In this work, we consider that adversaries palygomially bounded computational abilities.

An application like a pay-TV channel broadcasting programiours a day and seven a week suggests that the stream
can be considered as infinite. Nevertheless the receivess Imeuable to authenticate data within a short period of time
upon reception. Since many protocols will distribute piévar sensitive content, non-repudiation of the sendergsired
for most of them as using data from an uncertain origin care ltisastrous consequences during military operations
for instance. Unfortunately, signing each data pﬁ:leaimpractical as digital signatures are generally veryeggive to

*The original version of this paper appears in the proceedafghe 1st International Conference on Provable SecupitgySec 2007), Lecture
Notes in Computer Science, vol. 4784, pp 17 - 34, Springerlayer

1In broadcasting, the sequence of information sent into theark is calledstream

2Since the data stream is large, it is divided into fixed-staenks callecpackets



generate and/or verify. Furthermore, bandwidth limitasigprevent one-time ancttime signatured [11, 35] from being
used due to their large size. Bonehal. constructed short signatures|in [6] but their verificatiome is prohibitive to be

a practical solution for authenticated broadcast [3, 3WusT a general approach is to generate a single signaturte and
amortize its computational cost and overhead over sevatalghckets using a chain of hash functions for instance.

Several constructions relying on hash functions have beeeldped to deal with packet loss [12] 21} 31, 32]. A sig-
nature is generated from time to time and is always assumbd teceived correctly. This provides authentication and
non-repudiation of the sender and allows new receiversitotie communication group at any bI&:koundary. Using
Markov chains[[10, 30, 42] to model the network packet |dss authors of the previous constructions determined bounds
on the packet authentication probability. Unfortunatétg main issue in those schemes is the fact that they relyen th
reliable reception of signature packets. Since netwoRestlie Internet only provide a best effort delivery of dake t
reliability requirement limits the area of applicationstiebse constructions.

In order to overcome this issue, a general solution is td #phi signature intd: parts where only of them (¢ <
k) are enough to guarantee the recovery of the whole signatary schemes have been developed using this idea
[1], [28,[27) 28 29] but none of them tolerates a single pacijettion. Using a Merkle hash trele [20], Wong and Lam
developed a construction dealing with both erasures aedtions[41]. Nevertheless, it is vulnerable to denial ofiee
attacks (DoS) against the computational resources of teivier as each packet carries the block signature. Thus, in
the worst case, the number of signature verifications to bemeed per block of: packets i (n). In [15], Karlof et
al. overcame this problem by using Merkle hash trees as oneasaymulators [2,14, 24, 25]. Their approach requires
O(1) signature verifications per block in any case and each aul@td\qnack& has to carry{log, n] hashes which may
be too large for resource limited receivers. [In][17], Lysskayaet al. used a polynomial representation as well as an
algorithm by Guruwami and Sudan [14] to deal with packet drapd data injections. As in Karlet al’s construction,
their technique require®(1) signature verifications but its packet overhead)id) bits. Recently, Lysyankayat al’s
approach has been extended by Tartary and Wang [39]. Thesrschses Maximum Distance Separable (MDS) cades [18]
and is denoted as TWMDS in our paper. It requit¥d) signature verifications per block)(1) bit packet overhead and
enables all data packets to be recovered at the receiveitalespsures and injections. This feature is important when
application processing the data packets is not loss tdlesait may be the case for military applications where olitgin
all information about the enemy target is vital or for highatity video streaming where this technique prevents frozen
images to happen.

In this work, we present an hybrid construction based on Mehkash trees and TWMDS which will be provably
secure in the random oracle model. As in TWMDS, this new aptreall enable the whole data packets to be recovered
at the receiver despite erasures and injections and wollvatlew members to join the communication group at any block
boundary. As noted earlier, both the packet overhead ansibed of authentication at the receiver are the core casicern
for multicast stream authentication. Since the relatiawben overhead and speed is central in this context andsltit
scope of applications of many schemes, we will emphasizetirgorotocol exhibits a smaller overhead and a much faster
authentication process than TWMDS making our scheme motabdeifor broadcast applications.

The plan of this paper is as follows. In the next section, viduce our network model and recall a few results from
[14]). Our authentication scheme is describe@in Secfion Bevits security and recovery property will be discussed in
Section 4. I Sectionl5, we present the benefits of our apprmaterm of overhead as well as authentication speed at
the receiver. Finally, we will sum up our contribution to tmeilticast authentication problem over unsecured charinels
Seciion 6.

2 Preliminaries

We now present our network model as well as an erasure cmgemdde we use in our construction. We also recall a
modified version of the algorithm Poly-Reconstruct by Guraisi and Sudari [14] which will be used to deal with data
injections and packet drops aslin [L7] 39].

2.1 Network Model

We consider that the communication channel is under thesinfle of an opponeid? who can drop and rearrange packets
of his choice as well as can inject bogus data into the netwidris corresponds to the unsecured communication channel
model described by Menezes al. in [19]. We investigate the multicast stream authenticaproblem. Thus, we can
assume that a reasonable number of original augmentedtpaekehes the receivers and not too many incorrect chunks
of data are injected by. Indeed, if too many original packets are dropped then datssinission becomes the main

3In order to be processed, packets are gathered into fixedssts calledlocks
4We callaugmented packetbe elements sent into the network. They generally consiteobriginal data packets with some redundancy used to
prove the authenticity of the element.



problem to treat since a small number of received packetddamaiprobably useless even if authenticated. On the other
hand, ifO injects a large number of forged packets then the main pnoblecomes increasing the resistance against DoS
attacks. In order to build our signature amortization sahewe need to split the data stream into blocks: gfackets:

Py, ..., P,. We define two parameters:(0 < « < 1) (thesurvivalrate) and3 (8 > 1) (thefloodrate). It is assumed that

at least a fractiom and no more than a multiplé of the number of augmented packets are received. This meanhatt
least[an| original augmented packets are received amongst a totahvaduies not exceeldbn | elements.

2.2 Code Construction

In our construction, we focus on linear codes to correctigess As in[[39], we usBaximum Distance Separab{®DS)
codes|[18]. As our scheme works with any MDS code, we referghder to[[39] for a discussion about which family of
MDS codes to choose for best efficiency. Note that any linede@an be represented bgenerator matrixG. Encoding

a message: (represented as a row vector) means computing the corrésgpoodeword: as:c := m G (see[18]).

2.3 Polynomial Reconstruction Algorithm

In [14], Guruswami and Sudan developed an algorifhwty-Reconstrudio solve the polynomial reconstruction problem.
They proved that ifl” points were given as input then their algorithm output thedf all polynomials of degree at most
K passing through at leadt of theT" points provided? > K N. We will use the same version of Poly-Reconstruct
as in [39] where it was nameddPR. DenotelF.q the field representing the coefficients of the polynomiakrgelement

of Fo¢ can be represented as a polynomial of degree at mest overF, (see([16]). Operations iRy, are performed
modulo a polynomial(X) of degree; (Q(X) is irreducible oveif,).

Algorithm 1 MPR

Input: The maximal degred< of the polynomial@Q(X), the minimal numberN of agreeable points]" points
{(z4,9:),1 <14 < T} and the polynomial(X) of degreg.

1. If there are no more thayi K N distinct points then the algorithm stops.

2. UsingQ(X), run Poly-Reconstruct on tHE points to get the list of all polynomials of degree at masbverFy,
passing through at leaaf of the points.

3. Giventhe lis{{ L, (X), ..., L,(X)} obtained at Step. For each polynomiaL;(X) := L; o+ ...+ L; k X* where
Vi € {0, o ,K}ﬁi}j € Fyq, form the elementst; .= Ei,OH s ||Ei7K-

Output: {£4,...,L,}: list of candidates.

Note that Poly-Reconstruct runs in time quadratié\irand outputs a list of size at most quadratid\inas well (see
Theorem6.12 and Lemma6.13 from [13]). Algorithms for implementing Poly-Reconstrwan be found in[[22].

3 Our Hybrid Authentication Protocol

In order to guarantee the security of our construction, wedre collision resistant hash functién(see [33]) and an
unforgeable signature scheme (Sjgiverifyp) (seel[38]) the key pair of which (SK,PK) is created by a gatmrKeyGen
asin[15/17[ 39].

3.1 Scheme Overview

Each block containa data packet#, ..., P, and is located within the whole stream using its identifmatralue BID.
Our algorithms apply two steps.

The first step works as follows. Due to our network model, watvta generater augmented packets AP.. ., AP,
such that we can reconstruct the sequence of padkets. ., P, from any [an|-subset of{AP;,...,AP,}. Thus
we need to encodé”, ..., P, using a code which can correct up to— [an] erasures. Therefore, we employ a
[n, [an],n — [an] + 1] code. Notice that the use of such a code implies that the efisnoé the code alphabet are
larger than the size of a data packet as the message to beeer{ddd- - - M, ,1) should represent the concatenation
Pl | P

The second step of our algorithm consists of building Mehdesh trees. If we denotg™ - - - C,,) the codeword
corresponding to the messagk/; - - - M, 1) then we partition the digests(C), ..., h(Cy,) into f families of [?1
elements wher¢ is an efficiency parameter (see Seciibn 5). Remark thadides not divide: then the last family will
be completed with dummy packets (consisting of zeros fopBaity). This family padding has no effect on the number
of augmented packets sent into the network as those dummnents will only be used to construct the last family tree.



Sincef andn will be public, each receiver knows how many dummy packetsdid for the last family. For each family

= {h( G- % ny1)see MG )} (forj € {1,..., f}) we build the Merkle hash tree the leaves of which are the
eIements off’; (se_l for example)
ry = h H14HH58 (ROOt)
Hyy := h(H12||H34) Hys := h(Hsgl| Hrs)
Hyp = H34 = Hsg := H78 =
h(C1)|Ih(C h(Cs)||h(Cy)) h(C5)[|h(Cs)) h(C7)||h(Cs))
01 CQ 03 04 C5 Cﬁ C7 Cg (Leaves)

Figure 1: The Merkle hash tree &% when[] =

To provide authentication and non-repudiation and allow neembers to join the communication group at block
boundaries, we sign the digést1|| - - - [|rf) wherery, ..., r; are thef tree roots. As in[[39], we construct a polynomial
A(X) of degree at mostn (for some rational constam), the coefficients of which represent]| - - - ||r||c whereo is
the signature. We build the augmented packets as:

Vie {1,...,n}AP; := BID||i||C;| A(i)|| path(i)

where patli) denotes thglog,[%]] hashes needed to reconstruct the path ffd;) to the root of its family tree.

For instance ofi Figurg 1, we have p@th= h(C1)||Hs4||Hss. As said earlier, BID denotes the position of the block
Py, ..., P, within the stream.

Upon reception of data, the receiver checks the signaturednnstructingd(X) using MPR. Once the signatuse
is verified, the receiver knows the original tree roots. . ., 7¢. Thus he can identify the corre€t’s amongst the list of
elements he got by checking which paths are correct wittenftirees. According to the definition ef there must be
at least[an] symbols fromC1, ..., C, in his list. Finally, he corrects the erasures using the MD&cand recovers the
data packet®, ..., P,

3.2 Formal Scheme Construction

As in [39], we assume that and are rational numbers so that we can represent them overaufiuihber of bits using
their numerator and denominator. In order to run Poly-Retrant as a part of MPR, we have to chogse (0, %f).

Remark that it is suggested [n [39] to chogse: % to get a small list returned by Poly-Reconstruct. Notice thiaas to

be rational sincen is an integer. We also consider that fhe[an],n — [an] + 1] code is uniquely determined (i.e. its
generator matrixz is known) whem, «, 3 andp are known. Denot&5; the field of this MDS code. The values @fG as
well as the length of the different pads used by our schemdeseribed i AppendixA. Tablé 1 summarizes the scheme
parameters which are assumed to be publicly known.

n: Block length Q(X): Polynomial representing the field for the MDS code

f: Number of families| P: bit size of data packets

a, B: Network rates G: Generating matrix of the MDS code

p: Ratio Q(X): Polynomial representing the field for polynomial intergadn

Table 1: Public parameters for our authentication scheme.

The hash functiorh as well as the signature verification algorithm Verify and ffignature public key PK are also
assumed to be publicly known. We did not include ther in Tabdénce they can be considered as general parameters.



For instance: can be SHA256 [23] while the digital signature is #24-bit RSA signature [34]. We denofe the digest
bit length andS the bit length of a signature. Sinéeand the digital signature are publicly known, so &f@ndS.

Algorithm 2 Authenticator
Input: The secret key SK, the block number B[D, Table 1 ardhta packet#’, ..., P,.

[* Packet Encoding */

1. ParsePy||---||P, as Mi||--- | M., after padding. Encode the messagd, - -- M, 1) into the codeword
(Cy - --Cy) using the MDS code.

/* Tree Construction */

2. Forj from1to f do
Compute the digestls(C(j_l) (141

leaves (as said earlier some padding with zeros values magduked wher = f). Denoter; its root.

) U h(Cj r%w) and build the Merkle hash tree having the previous digests as

[* Signature Generation */

3. WriteRasR :=r1]| - - - ||ry. Compute the family sighatureasc := Signy, (h(BID || f||n|||| 5| P|IR)). ParseR| o
asag|| - - - ||a, » where each; € Fy, after padding.

4. Construct the block polynomial(X) := ag + a1 X +--- + a,, X?™ and evaluate it at the first points ofFa..
/* Construction of Augmented Packets */

6. Build the augmented packet ABs AR := BID||i||C;||A(¢)|| path(i) where patki) is defined as in the scheme
overview section.

Output: {AP,,...,AP,}: set of augmented packets.

Notice that the list of irreducible polynomials ovs is used at Step of [Algorithm 2 when performing polynomial
evaluations oveF,.. Those evaluations work as follows. Since any elemefihefcan be represented agY® + \,Y; +
...+ Ag—1Y9"! where each\; belongs tdF,, we define the first elements a0, ...,0), (1,0,...,0), (0,1,0,...,0)
,(1,1,0,...,0) and so on until the binary decompositionrof- 1.

As in [39], assuming that and/ are rational enabled us to writd| 3 over a finite number of bits. It should be noticed
that when(n, f, «a, 8, P, p) are given, each step of Authenticator is uniquely deterthime soon a$Q(X), G, Q(X))
are provided. Furthermore singeonly depends om, 5 andn, it is realistic to presume that when, ., 3) are given,

p is also uniquely determined. For instance, consider thearemmade in[[3B] where is suggested to be set g% As

a consequence, we can consider that wherf, a, 3, P) are given,(p, Q(X), G, (X)) are uniquely determined. This
consideration is identical to what is assumed_ir [39].

Note that when Decoder stops then the whole content of bldEki8lost. Nevertheless the definitions efand 3
ensure that this will never happen (§ee Thearém 2).

4 Security and Recovery Analysis
Security of the SchemeWe recall the security definition as presented i [39].
Definition 1 ([39]) (KeyGen,Authenticator,Decodeg)asecureand(a, 3)-correctmulticast authentication scheme if no
probabilistic polynomial-time opponeri? can win with a non-negligible probability to the followinguge:
i. Akey pair(SK, PK) is generated bKeyGen

ii. Oisgiven:(a) The public keyPK and (b) Oracle access téuthenticator(but O can only issue at most one query
with the same block identification t&jD).

iii. O outputs(BID, f,n,«, 3,P,p, Q(X), Q(X),G,RP).
O wins if one of the following happens:

a. (correctness violation) succeeds to outplRPsuch that even if it containsyn| packets (amongst a total number
of elements which does not excedeth|) for some block identification taBID, Decoder fails to identify all the
correct packets.

b. (security violation)D succeeds to outpiRPsuch that Decoder outputs”;, ..., P, } that was never authenticated
by Authenticatorfor parametergBID, f,n, «, 3, P, p, Q(X), Q(X), G).



Algorithm 3 Decoder
Input: The public key PK, the block number BID, Table 1 and the seeoéived packets RP.

[* Signature Verification and Root Recovery */

1. Write the packets as BIlYj; || C, || A;, || path}, and discard those having BJB: BID or j; ¢ {1,...,n}. Denote\
the number of remaining elements ()" < [an] or N > | An|) then the algorithm stops.

2. Rename the remaining elements{&®;, ..., AP} } and write each element as: AP- BID||;||C;, [ A;, || path,
wherej; € {1,...,n}. Run MPR on the sef(j;, 4;,),1 < i < N} togetalistL := {Cy,...,C,} of candidates for
signature verification. If MPR rejects that set then the afgm stops.

3.Setr, =0 fork € {1,..., f}. While the signature has not been verified and thelisas not been exhausted, pick a
new candidate || - - - ||7||¢ after removing the pad. If Verify (h(BID|| f||n|lc||B||P||71] - - - ||7f),5) = TRUE then

& is considered as the authentic block signatusnd we set, = 7, for k € {1, ..., f} as authentic tree roots. If is
exhausted before the signature is verified then our algorittops.

/* Packet Decoding */
4. SetC’ := (0,...,0). For each of the\" remaining packets, BID;;||C} [|A;,
number?;, ast;, := “}JWW Second, if the path from(C?, ) to the valuer; can be reconstructed using patthen

we set theji" coordinate o’ to Cj;,.
5. If C’ has less thafha n] non-erased coordinates then the algorithm stops.

path; , we first compute its family

Else
5.1. Correct the erasures @f using the MDS decoding process and der(di, . . ., Mfa nl) the corresponding
message.

5.2. Remove the pad from/{|| - - - | M7 »1 and write the resulting string B ---||P..
Output: {Pj,...,P/}: setof authenticated packets.

We now show that our construction also satisfies the aboweisedefinition. The proof of the following theorem can

be found il Appendix B.

Theorem 1 Our scheméKeyGen,Authenticator,Decodds) secure anda, 3)-correct.

Recovery Property. We now show that our scheme enables any receiver to recower dlata packets and the number
of signature verifications to be performed per block is ugmmimded by the same value as for TWMDS. We recall the
following definition:

Definition 2 ([39]) Given a flow of: symbols, we say that the survival and flood rdtes3) are accuratef the following
two conditions hold:

1. Data are sent per block ef elements through the network.

2. For any block ofx elements{Fy, - - - , E,,} emitted by the sender, if we dendt®, ..., E,} the set of received
packets them < |3n] and at leasfan| elements of £, - - - , E,, } belong to{ E, ..., E,, }.

The second condition must be true for each receiver belgngithe communication group.

From this point onwards, we assume that3) is accurate for our network flow. As in [39], we have the following
result whose proof can be foundin' Appendix C.

Theorem 2 For any BID, each receiver recovers the original data packetsP,, ..., P,. In addition, the number of
signature verifications to be performed is upper bounde# by) := min(|U;(n) |, |Uz2(n)|) where:

N DS _8 1
Ul(n)_pn< a? — Bp 1>+a2—5p+p

I S O L
Ualn) = 2@ —Bp) 2(a? — fp) o

which isO(1) as a function of the block lengih




5 Efficiency Analysis

As said i Secfion|1, bandwidth limitations and autheniticatlelay are two major concerns for authentication prdsco
In this section we will see that for a suitable choicefobur construction can achieve smaller overhead than TWMDS
while exhibiting a much faster authentication at the regeiv

5.1 Packet Overhead

The packet overhead is the length of the extra tag of infdonatsed to provide authentication. Notice that an augnaente
packet without a tag is assumed to be written as: |B|[P;. Remember that the bit size of packétsis P.

Our augmented packets are written as BIIC; || A(z)|| path(<). Based on the survey done[in Appendix @, is repre-
sented by{ np W bits while A(7) requires[fw’s“w bits where) is the smallest element &f such thaf Tnequality (2)

[an] pn+l

is verified (seg Appendix]A for details). The element gatikonsists of log, [ % | digests computed bly. Therefore, our
packet overhead is equal to: ‘

wi= 2] -P+ Wt:ffﬂ + [1ogy [ #]] 7 bits

The augmented packets of TWMDS are written as [BI[@;|| A(¢) whereC; is represented ove{r(’;ﬁﬂ bits while A(7)

requires[’;a‘%ﬂ bits. Therefore, the overheagwwps of TWMDS is equal to:

. nH+S bi

= || — ts

WTWMDS h(m]—‘ { ot 1 |

To illustrate the benefits of our approach over TWMDS, we wilinpute the ratio“#wIDS for different choices of
P, a, 3. We choose the network rates as[in|[39] and the packet siz&2tand4096 bits as in[32]. We pick: = 1000
as in those two works and setto % as suggested in [39]. We used SKA6 as a hash function and1®24-bit RSA

signature scheme. The first step is to computeinimizing our overhead. These values are shown[in Table 2 while the
corresponding overheadis in[Table 3.

P =512 P = 4096
o o
0.5 0.75 0.8 0.9 0.5 0.75 0.8 0.9
1.1 125 500 500 500 125 500 500 500
154 1.25 125 250 500 500 125 250 500 500
1.5 125 250 250 500 125 250 250 500
2 125 250 250 250 125 250 250 250

Table 2: Number of familieg minimizingw whenn = 1000.

P =512 P = 4096
o o
0.5 0.75 0.8 0.9 0.5 0.75 0.8 0.9
1.1 1569 930 827 663 5153 2125 1723 1062
164 1.25 1607 971 887 710 5191 2166 1783 1109
1.5 1672 1028 | 944 790 5256 2223 1840 1189
2 1801 1143 | 1044 | 889 5385 2338 1940 1288

Table 3: Overhead of our constructianwhen f is chosen as in Tablé 2 amd= 1000.

Our comparison to TWMDS is depicted[in Table 4. It clearly shahat our construction exhibits a smaller overhead
than TWMDS. Our benefits get larger over networks with sméilibdity (i.e. « is small) or highly polluted by (i.e. 8
is large). Our construction also seems to perform eventbegtten the data packets are small.

5.2 Authentication Efficiency

We now compare the authentication delay at the receiverd@mtwur construction and TWMDS. It should be noticed that
the authentication part of Decoder consists of Steps4. Indeed, Step is dedicated to erasure correction which is a
non-authentication related feature. In those four steys pbints matter: the number of signature verification ceseand



P =512 P = 4096
o o
0.5 0.75 0.8 0.9 0.5 0.75 0.8 0.9
1.1 56.95% | 79.28% | 81.96% | 87.93% | 81.29% | 89.74% | 90.45% | 92.11%
1) 1.25 | 52.57% | 74.18% | 78.57% | 83.73% | 78.17% | 86.50% | 88.05% | 88.93%
1.5 46.97% | 66.97% | 71.08% | 78.53% | 73.57% | 81.43% | 82.73% | 84.63%
2 39.50% | 57.55% | 60.52% | 67.30% | 66.12% | 73.50% | 74.02% | 74.88%

Table 4: Ratio% whenn = 1000.
TWMDS

the quantity of information to be processed/ayin our comparison, we focus on the worst case, i.e. we assam¢he
number of signature verification ©(n). Note this is the same value as In[[39]. In this situation,thmber of bitsh;
processed by is:

U(n) (IBID| + fH + |f| + [loga n] + |af + (6] + [log, P1) + [8 1] (P + 2 [logy[F11H)

As f < n, we can assume thaf| = [log, n] bits. Considering TWMDS, the number of bljs processed by the hash
function is:

U(n) (|BID| + nP + [logyn] + |a] + |8] + [logs P]) + |Bn] P

Un)t t
Table 5 represents the ratb := Uln) ts + bt

. . . Um)ts + ot . .
signature verification anth, is the number of seconds to hash one bit.[In [31], it is assutiatthere are aboui00
packets sent per second in the network in the case of videmlbast. As: = 1000, we buffer roughly2 seconds of video
per block. So if BID is represented ov& bits, then it provides a stream which can last at I68stears. It is also realistic
to assume thgty| and|3| are negligible in comparison {8ID|, H, [log, n| and[log, P]. Our results are based on Dai’s
benchmarkd[8].

wherets denotes the number of seconds required to perform one

P =512 P = 4096
o o
0.5 0.75 0.8 0.9 0.5 0.75 0.8 0.9
1.1 37.98% | 54.08% | 56.98% | 60.85% | 10.49% | 19.14% | 21.18% | 23.89%
164 1.25 | 38.31% | 56.40% | 56.46% | 59.64% | 10.62% | 19.41% | 20.82% | 23.04%
1.5 38.14% | 55.22% | 58.35% | 60.26% | 10.55% | 18.84% | 20.34% | 23.48%
2 37.93% | 53.85% | 58.35% | 68.25% | 10.47% | 18.19% | 20.34% | 25.03%

Table 5: RatiaZ” whenn = 1000.

[Table 5 shows that our construction is much faster than TWMe that we deliberately removed the query to Poly-
Reconstruct happening at Stepf Decoder. Nevertheless TWMDS also performs such a reqlesf.the time needed
to run Poly-Reconstruct is added to both numerator and divatan of 7 then the values 5 will be flattened but
our scheme will nonetheless remain faster.

P =512 P = 4096
o o
0.5 0.75 0.8 0.9 0.5 0.75 0.8 0.9
1.1 1573 932 828 664 5157 2127 1724 1063
B8 1.25 1612 973 888 712 5196 2168 1784 1111
1.5 1678 1031 946 791 5262 2226 1842 1190
2 1808 1146 | 1047 | 891 5392 2341 1943 1290

Table 6: Minimal overhead of our construction fore= 1000 when using VSH.

In [40], Tartary and Wang suggested to use the provablysiofiiresistant trapdoor hash function Very Smooth Hash
(VSH) [7] instead of a digital signature to speed up the ragrime at the receiver. Based on Contnial’s work, VSH
is 25 times slower than SHA-while it requires to use #516-bit modulus to achieve the same security level &82-bit
RSA signature modulus. Tablé 6 describes the overhead faomstruction_Table] 7 depicts the rag_er)m;"M—Ds andTable B
represents the speed rafiowhen VSH is used instead of RSA.

One notices that using VSH slightly increases the overhetidrespect to the digital signature approach but it reduces
the authentication time at the receiver even further.



P =512 P = 4096
o o
0.5 0.75 0.8 0.9 0.5 0.75 0.8 0.9
1.1 57.10% | 79.45% | 82.06% | 88.06% | 81.35% | 89.82% | 90.50% | 92.19%
1) 1.25 | 52.73% | 74.33% | 78.65% | 83.96% | 78.24% | 86.58% | 88.10% | 89.09%
1.5 47.13% | 67.17% | 71.23% | 78.63% | 73.66% | 81.54% | 82.82% | 84.70%
2 39.65% | 57.70% | 60.70% | 67.45% | 66.21% | 73.59% | 74.13% | 75.00%

Table 7: Ratioo—*— for n = 1000 when using VSH.
TWMDS

P =512 P = 4096
o a
0.5 0.75 0.8 0.9 0.5 0.75 0.8 0.9
1.1 26.81% | 43.71% | 46.82% | 50.97% | 8.95% | 17.72% | 19.79% | 22.54%
8 1.25 | 27.15% | 46.02% | 46.26% | 49.74% | 9.07% | 17.98% | 19.42% | 21.68%
1.5 26.97% | 44.79% | 48.06% | 50.33% | 9.01% | 17.41% | 18.92% | 22.12%
2 26.75% | 43.36% | 48.06% | 58.38% | 8.92% | 16.74% | 18.92% | 23.68%

Table 8: RatioZ for n = 1000 when using VSH.

6 Conclusion

In this paper, we presented an hybrid construction based erkIMhash trees and TWMDS. Our scheme is provably
secure under the random oracle model and enables new pantigito join the communication group at every block
boundary. As TWMDS, our approach allows the whole data padkdbe recovered at the receiver. The tradeoff between
overhead and authentication speed limits the applicationamy constructions. Our implementation results showatl th
when the number of familieg is suitably chosen, our packet overhead and authenticspieed are much smaller than for
TWMDS. Indeed when usingl 2-bit packets, our overhead is betwed¥ and88% of TWMDS while the authentication
speed is betweet6% and92%. When using larger packets, the benefits of our constructiorease even further as the
overhead then represents betw88&% and68% of TWMDS while the authentication speed is betweeft and25%. The
advantages of our scheme are important when the reliabilitie network is small and the pollution due to the attacker
is large.

We also saw that when we employed a trapdoor hash functidnaMSH instead of a digital signature as suggested
in [40], the benefits of our scheme increased even further.
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A Pad Construction

In this appendix, we study the different pads to be used forscsheme. The field@,. is used to represent polynomial
coefficients whileF,; is utilized for the MDS code. We denof@ the bit size of any packe®;, H the bit size of digests
produced by, andS the bit size of signatures as[in Secfidn 3.

Erasure Correcting Code. This padding occurs at Stepof Authenticator and Step.2 of Decoder. Each message

(M, ..., M, ,)) consists of an] field elements and represents the concatenatign - - HPnHOE (where/ is the length
of the pad). By constructiof, || - - - | P,, is n P bits long.

Denoteb := n P mod [an]. Thus the length of the patis:

;-0 Cifb=0
" | [an] —b otherwise

We get:
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i-[22]=2

[an] a

It should be noticed that we use the same valaed the same pad lengttas in [39].
Polynomial Representation.This padding is used at St8pvhile polynomial evaluation occurs at St¢pf Authenticator.

At Step3, one has to represent|| - - - ||¢||c overpn + 1 field elements. So we have:

S fH+S
1= pn+1

It should be noticed that (X) is evaluated at distinct points offs.. Thus, as in[[39], we must have:
q > [logy n]

Thus, we need to have:

[fH+S

S| = o )

The previous equation represents a constructibility megoént for our scheme. Ever[if Inequality|(1) is verified ingho
practical cases as [n_Sectioh 5 for instance, we need to erlsarconstructibility of our approach for any case. The
solution to this problem is simple. Indeed, one needs tqui=, || - - - ||7¢||o with X zeros as+ || - - - [|r ;|| o||0* whereX

is the smallest element ¥ such that:

[fH+S+A

L2522 Rogy @

Note thaf Inequality (1) corresponds to the case 0 in[lnequality (2). Denoté := f H +S + A modpn + 1. Thus, the
length of the pad to be appendedd - - - ||7f||c at Step3 is ¢ bits where:

0 0 if b=0
" | pn+1-—0 otherwise

So, we get:
| fHAS+A
B pn+1

Important Remark. The reader can notice that information stored in the plbdiold1 is sufficient to compute of the
previous two pads of lengtifsand? as ) is determined oncé, n, H, S andp are known.

B Proof of[Theorem 1

Assume that the scheme is either insecure of mp8)-correct. By definition an opponeét can break the scheme security
or correctness with a non-negligible probabilityk) wherek is the security parameter setting up the digital signatoce a
the hash function. Therefore we must have either cases:

(1) With probability at leastr(k)/2, O breaks the scheme correctness

(2) With probability at leastr(k)/2, O breaks the scheme security

It should be noticed that sinegk) is a non-negligible function of, so isw(k)/2.

Point (1). We claim that ifO can break the scheme correctness in polynomial time theardie can forge the digital
signature or he can find a collision for the hash function ilypamial time as well.

This will be proved by turning an attack breaking the 3)-correctness of our construction into a successful attgalnat
either primitive.

For this attack® will have access to the signing algorithm Sigrfbut O will not have access to SK itself). He can use the

public key PK as well as the collision resistant hash fumctioO will be allowed to run Authenticator whose queries are
written as(BID;, f;, n;, ai, Bi, Pi, pi, Qi(X), Q;(X), DP;) where DR is the set of; data packets to be authenticated. In

12



order to get the corresponding output, the signature isroddeby querying Siggy as a black-box at Stepof Authenti-
cator.

According to our hypothesig) broke the correctness of the construction. This meansftilatying the previous process,
O managed to obtain values BJP, n, o, 5, P, p, Q(X), Q(X) and a set of received packets RP such that:

e There exists a query valuesuch as:
(BID7 f7 'I’L,Oé7ﬁ77), P, Q(X)7 QV(X)) = (BID’L7 fi7ni7 ai7/6ia7)i7pi7 QZ(X); éZ(X))

Denote DP= { P, ..., P,}(= DP;) then data packets associated with this query and AP the resporesetg O.
In particular, we denote the signature corresponding to DP and generated as irBSteAuthenticator.

e |[RPNAP| > [an] and|RA < |Gn].

o {P[,..., P} = Decode(PK,BID, f,n,a, 3, P, p, Q(X), Q(X), RP) whereP} # P for some¢ € {1,...,n}.

Assume that the digital signature is unforgeable and thk fuaction is collision resistant.

Since|RPN AP| > [an] and|RP| < |8n], Stepl of Decoder ends successfully. The consistency of Poly-Retoact
involves that the list returned by MPR at St2pontains the element || - - - ||r¢||o corresponding to DP once the pad is
removed. Note that the length of the pad is uniquely detezthisnceH, S, n andp are known. The first two ones are
general parameters while the others correspond to guampbP.

The presence af, || - - - || ¢||o within the list returned by MPR involves that at least one pa@ssage/signature will go
through the verification process at Stépf Decoder. As the digital signature is unforgeable and thehHunction is
collision resistant, this pair will be the only one for whiberify,, ends successfully. Indeed, dendt¢s an element
from the list such that: N

Verifypy (h(BID || f||nlol| 8] P|[R), &) = TRUE

By hypothesis( is allowed to perform a polynomial number of queries to Autieator and no more than one query per
block identification value. Denotéthe number of queries done I8y, BID,, ..., BID, the ¢ block identification values
and Ry ||o1,. .., R¢||o¢ the corresponding concatenations of tree roots/signatures. Note that wewarerdly working
with iteration numbei since BID= BID;.

Since the signature scheme is secure wesget{oy,...,o¢}. This meansdiy € {1,...,¢}/5 = 0;,. The security
of the digital signature involveg, = i asO cannot query Authenticator more than once per block ideatifin value.
Thus:o = 0; = 0. For the same reason, we get:

h(BID[|fnllallBIP] £ ) = h(BID| f[n]|a| 5P| )
R

Sinceh is collision resistant, we geR||& = R||o which corresponds to the data packets BPDP;).

Therefore, at the end of St&pwve have recovered thetree roots, that is:
Vie{l,....,f} ri=mn

Sinceh is collision resistant, it is obvious that, for any elemehR& written as BID)j;||C7, || A;, || path , if pathf;
can be used to recover the pathgt’’ ) to the root of his tree@ji =ry,, thenC;, = Cj,. This corresponds to the use of
the Merkle hash trees as collision resistant accumulasoirs [A5]. This involves that, at the end of Stépf Decoder, we
have:

VEe{l,...,n} Ciec{d,Cc} whereC’ = (C;---C,)

Since|RPN AP| > [an], we deduce that at leastvn| coordinates of’ are non-empty at the end of StépSince the
code can correct up @ — [« n| erasures, we get:

vee{l,...,[an]} M{=M;

at the end of Step.1. Therefore, we get:
Vﬁe{l,...,n} Pﬁ/:Pf

We obtain a contradiction with our original hypothesis whétipulateddj € {1,...,n} P; # P;. As a consequence, we
deduce that either the hash function is not collision resisbr the digital signature is not secure.
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Point (2).We claim that ifO can break the scheme correctness in polynomial time thaerdite can forge the digital
signature or he can find a collision for the hash function itypomial time as well.

We consider the same kind of reduction as in Point (1). TheopnpptO breaks the security of the scheme if one of the
following holds:

I. Authenticator was never queried on input BlPn, «, 8, P, p, Q(X), Q(X) and the decoding algorithm Decoder

doesnotrejectRP,i.¢P],..., P.} # Owhere{P],..., P} = Decode(BID, f,n,«a, 3,P, p, Q(X), Q(X),RP).
Il. Authenticator was queried on input BI, n, o, 3, P, p, Q(X), @(X) for some data packets DB {Py,..., P,}.
Nevertheless, the output of Decoder verifigs# P; for somej € {1,...,n}.

Case |.Since Decoder output some non-empty packets, $tead to terminate successfully. In particular, it has been
found a painh(BID || f||n|l«|| || P||R), o) (after removing the pad) such that:

Verify p (h(BID||f[n]la]| ||| R). o) = TRUE

If O never queried Authenticator for block tag BID then the poesi pair is a forgery of the digital signature.

If @ queried Authenticator for block tag BID then dend®ID, f;,n;, oy, B, Pi, pi, Qi(X), @(X)) his query. By hy-
pothesis, we have:

(BIDyfwnzaaszaPupu Q,(X), /Q\;(X)) 7& (BID,f,n,oz,ﬂ,P,p, Q(X)7 Q(X))

As said in[Section]3, whetn, f, «, 3, P) are given,(p, Q(X), G, Q(X)) are uniquely determined. Thus, the previous
relation is equivalent to:
(BID, fia NG, g, 6727 P’L) # (BID7 fa n, o, ﬁ?P)

Therefore, either the previous pair message/signaturéigary of the signature scheme or the pair
(BID| fil|ns|evs || B: | P || Ri, BID|| f|m[|ex]| ]| P R)

is a collision for the hash functiofi.

Case Il.We have the same situation as Point (1).

C Proof of Theorem 2

Let BID be fixed. Due to the accuracy ¢k, 3), we could demonstrate as in [39] that, at the end of StepDecoder,
the receiver has recovered the signatuis well as thef tree roots-, ..., ;. Similarly to Wong and Lam’s and Karlof
et al's approaches [15, 41] which both relies on a Merkle hashdmnstruction, Step enables us to identify all correct
codeword coordinates amongst the set of received elemants/sis a collision resistant hash function. Due to the accu-
racy of (o, 3), we have at leadtan| values which are consistent witld; - - - C,,). Thus, Ste successfully ends since
the code can correct up to— [an] erasures. As a consequence, Decoder outputs the whaiginal packets, that is:

As we use the same settings aslinl [39], we deducelflia} € O(1) is also a bound on the size of the list output by
Poly-Reconstruct for our construction. The reader intexes the details is referred to [39].
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