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Abstract

Recently, Desmedtt al. studied the problem of achieving securgarty computation over non-Abelian groups.
They considered the passive adversary model and they assunteébettparties were only allowed to perform black-
box operations over the finite group. They showed three results for theproduct functionfg(z1,...,zn) = 21 -

T2 - ... Tn, Where the input of party?; is z; € G fori € {1,...,n}. First, if t > [%] then it is impossible to
have at-private protocol computingc. Second, they demonstrated that one catydivately computefs for anyt <
[2]—1in exponential communication cost. Third, they constructed a randoraigedthm withO(n t*) communication
complexity for anyt < 5.

In this paper, we extend these results in two directions. First, we uselg@vodheory to show that for any fixed> 0,
one can design a randomized algorithm for any - usingO(n?) communication complexity, thus nearly matching
the known upper bounfiz | — 1. This is the first time that percolation theory is used for multiparty computafieoond,
we exhibit a deterministic construction having polynomial communicationfooganyt = O(n'~€) (again for any fixed

€ > 0). Our results extend to the more general funclf@mm, ceeyTm) =21 -T2 ... T, Wherem > n and each of
then parties holds one or more input values.

Keywords: Multiparty Computation, Passive Adversary, Non-Abel@aroups, Graph Coloring, Percolation Theory.

1 Introduction

In multiparty computation, a set of parties{ P, ..., P,,} want to compute a function of some secret inputs held locally
by these participants. Since its introduction by Yagd [19)/tiparty computation has been extensively studied. Magtim
party computation protocols rely on algebraic structurbgtvare at least Abelian groups [14] aslin[[1, 3,14, 8/ 10, 2], 1

for instance. The usefulness of Abelian groups in cryptolgyas not restricted to multiparty computation as numerous
cryptographic primitives are developed over such groupg,[&7]. However, the construction of efficient quantum algo
rithms to solve the discrete logarithm problem as well agdbtoring problem prevent the use of many of these prinstive
over those machines [18]. Since quantum algorithms seera teds efficient over non-Abelian groups, there is increas-
ingly a need for developing cryptographic constructionsr@uch mathematical structures. The reader may be aware of
the existence of public key cryptosystems for such groubs1é].

Recently, Desmedit al. studied the problem of designing securparty protocol over non commutative finite groups
for the passive(or semi-hone$tadversary model [5]. Their goal is to guarantee unconaiticecurity simply using a
black-box representation of the finite non-Abelian grdap-). This assumption means that theparties can only per-
form three operations ifG, -): the group operatioi(x,y) — = - y), the group inversioriz — z~1) and the uniformly
distributed group sampling: € G).

Desmedtet al focused on the existence and the designtgirivate protocols for then product function
falxy,...,xp) := 21 - ... 2, Where the input of party; isx; € G fori € {1,...,n}. In such a protocol, no colluding

*The original version of this paper appears in the proceedwofgthe 14th Annual International Conference on the Theony Application of
Cryptology and Information Security (ASIACRYPT 2008), Lex Notes in Computer Science, vol. 5350, pp 37 - 53, Springerlag.



setsC of at mostt participants learn anything about the data hold by any ofé¢neaining member$P;, ..., P,} \ C.
Desmedtet al. obtained three important results. First{ it [ ] (dishonest majority) then it is impossible to construct
a t-private protocol to computge. Second, ift < [%] then one can always design a deterministirivate protocol

computingfs with an exponential communication complexity©@fn (Qtt“)Q) group elements. Third, they built a prob-
abilistic ¢-private protocol computingz with a polynomial communication complexity 6f(n t2) group elements when

n
t< 2.948°

That work leads to two important questions. First, we woilld to know if it is possible to constructtaprivate proto-
col for values ot € [2_[;—48, (5] — 1] with polynomial communication complexity. Second, Desiregdl’s construction
shows that one canprivately computef with polynomial communication cost for amy= O(logn). A natural issue is
to determine the existence and to construct a determinigtitvate protocol with polynomial communication complgxi

for other values (ideally, up to the thresholf | — 1).

In this article, we give a positive answer to these two qoesti First, we demonstrate that the random coloring ap-
proach and the graph construction by Desnegdil. can be used to guaranterivacy for anyt < ;i (for any fixed
e > 0). The communication complexity of our constructionCi$n®) group elements. This result is obtained using per-
colation theory. To the best of our knowledge, this is the fise of this theory in the context of multiparty computation
Second, we provide a deterministic construction for aryO(n'~¢). This scheme has polynomial communication com-
plexity as well.

This paper is organized as follows. In the next section, wiregall the different reductions performed If [5] to solve
thet-privacy issue over non-Abelian groups[In Secfibn 3, wa@neour randomized construction achievingrivacy for
any valuet < 52— which is closed to the theoretical boufl] — 1. In[Secfion #, we show how to construct deterministic
t-private protocols having polynomial communication castdnyt = O(n'~¢). In the last section, we conclude our
paper with some remaining open problems for multiparty catafion over non-Abelian black-box groups.

2 Achieving Secure Computation over Non-Abelian Groups

In this section, we present some of the results and conitnsctieveloped by Desmeelt al. which are necessary to un-
derstand our improvements frdm Section 3 and Seclion 4, Kiesrecall the definition of secure multiparty computation
in the passive, computationally unbounded attack modsiricted to deterministic symmetric functionalities aredfpct
emulation as in[5].

We denotdn] the set of integer§l, ..., n}, {0, 1} the set of all finite binary strings and| the cardinality of the set
A.

Definition 1 We denotef : ({0,1}")" — {0,1}" ann-input and single-output function. L§{ be an-party protocol
for computingf. We denote the-party input sequence by= (x4, ..., z,), the joint protocol view of parties in subset
I C [n] byVIEWIH(x), and the protocol output b@UT!I (x). For 0 < ¢ < n, we say tha{] is at-private protocol for
computingf if there exists a probabilistic polynomial-time algorith$h such that, for every C [n] with |I] < ¢ and
everyx € ({0,1}")", the random variables

(S(L.x1, f(x)), f(x)) and (VIEW }] (x), oUT! (x))
are identically distributed, where; denotes the projection of theary sequence on the coordinates id.

In the remaining of this paper, we assume that p&tthas a personal input; € G (for ¢ € [n]) and the function to
be computed is the-party productfc(x1,...,x,) =21 ...  Tp.

Desmedtt al. first reduced the problem of constructing-private n-party protocol forfs to the problem of con-
structing asymmetric (strongj-private protocol[ [’ (see[5] for a detailed definition of symmetric privacy) towgoute the
shared-product functionf/,(z, y) := z -y where the inputs andy are shared amongst theparties. They demonstrated
that iterating(n — 1) times the protoco]|" would give at-private protocol to computg.

The second reduction occurring [fi [5] consists of consingca t-privaten-party share@-product protoco[ |’ from
a suitable coloring over particular directed graphs. Wé détail the important steps of this reduction as they willvee
the understanding of our own constructions.

Definition 2 ([B]) We call graphg anadmissible Planar Directed Acyclic GraffPDAG) with share parametef and size
parameterm (> ¢) if it has the following properties:



e The nodes of are drawn on a square: x m grid of points (each node @ is located at a grid point but some
grid points may not be occupied by nodes). The rows of theagadndexed from top to bottom and the columns
from left to right by the integers, 2, ..., m. A node ofG at row: and columry is said to have index:, j). G has
2 ¢ input nodes on the top row, arfcbutput nodes on the bottom row.

e The incoming edges of a node on réanly come from nodes on roiv- 1, and outgoing edges of a node on row
only go to nodes on row-+ 1.
e For each rowi and columry, let ngi’j) << n;ﬁjj) denote the ordered column indices of ¢, j) > 0 nodes
on leveli 4+ 1 which are connected to nodg, j) by an edge. Then, for eaghe [m — 1], we have:
(4,5) (i,5+1)
Mq(i.5) Sm
which means that the rightmost node on leivell connected to nodg, j) is to the left of (or equal to) the leftmost
node on level + 1 connected to nodg, j + 1).

An admissible PDAG hag/ input nodes. The firstones (i.e(1,1), ..., (1,£)) represent the-input nodes while the
remaining ones represent thdnput nodes. LeC : [m] x [m] — [n] be an-coloring function that associates to each
node(i, j) of G a colorC(i, j) chosen from a set of possible colors. The following notion will be used to exrése
property we expect the graph coloring to have in order taddt .

Definition 3 ([5]) We say that” : [m] x [m] — [n] is at-reliablen-coloring for the admissible®DAG G (with share
parameter’ and size parameten) if for eacht-color subsetl C [n], there existj* € [¢] andj; € [¢] such that:

e There exists a patRATH,, in G from thej*th x-input node to thg*th output node, such that none of the path node
colors are in subsei (it is called an/-avoiding path, and

e There exists a-avoiding pathPATH, in G from thej;th y-input node to thg*th output node.
If j, = j* forall I, we say that”' is a symmetrict-reliable n-coloring.

Important Remark : Even if the graply is directed, it is regarded a®n-directedvhen building thel-avoiding paths in
[Definition 3.

Desmedet al. built a protocol[] (G, C) taking as input a grapéi and an coloring C. We do not detail this protocol
in our paper as its internal design does not have any influermer work. The reader can find it inl[5]. However, in order
to ease the understanding of our work, we recall the reldigiween multiparty protocols over a non-Abelian gra@ep
and coloring of admissible PDAGs as it appeat_in [5].

Then participants{ Py, . .., P, } are identified by the: colors of the admissible PDAG. The input/output nodes of
the graphg are labeled by the input/output elements of the gr@ujgach edge represents a group element sent from one
participant to another one. Each internal node containatanmediate value of the protocol. Those values are cordpute
at each nodg\V of G, as the group operation between the elements along all¢benimg edges of/ from the leftmost one
to the rightmost one. This intermediate value is then rabigied along all the outgoing edges. st using the following
Oxr-0f-O secret sharing whei@ y, represents the number of outgoing edges of nude

Proposition 1 ([5]) Let g be an element of the non-Abelian groGp DenoteX and i two integers where: € [\]. We
create a\-of-A sharing(s, (1), ..., s4(X)) of g by picking thex — 1 shares{sg(f)}gem\{“} uniformly and independently
at random from, and computing, () to be the unique element 6fsuch that:

g=15g(1)54(2) ... 54(N)
Then, the distribution of the sharés, (1), ..., s,())) is independent of.

We recall the following important result:

Theorem 1 ([5]) If G is an admissiblePDAG and C' is a symmetri¢-reliable n-coloring for G then[]' (G, C) achieves
symmetric strong-privacy.

The last reduction is related to the admissible PDAG. Desratdl. only consider admissible PDAGs as defined

below and represented|in Figure 1.
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Figure 1: The admissible PDAG;,.;(¢', £).

Definition 4 ([5]) The admissibl®DAG G,..;(¢',¢) is a¢’ x ¢ directed grid such that:
e [horizontal edges] for € [¢/] and forj € [¢ — 1], there is a directed edge from no¢iej + 1) to (4, 5),
e [vertical edges] fori € [¢/ — 1] and forj € [¢], there is a directed edge from no¢lej) to node(i + 1, j),
e [diagonal edges]foi € [¢'—1]andforj € {2,..., ¢}, there is a directed edge from no@ie;) to node(i+1,5—1).

According td Definifion 2, an admissible PDAG haéinput nodes and no horizontal edges. Desne¢dd. indicated
that they-input nodes could be arranged along a columiggn(¢’, ¢) instead of being along the same row as:thaput
nodes. They also explained th@t.; (¢, ¢) could also be drawn according the requiremen{s_of DefinffioBy rotating
G (¢, £) by 45 degrees anticlockwise, theinput nodes ang-input nodes ofj,,.; (¢, ¢) are now on the same row and
the horizontal edges &;,;(¢', ¢) have become diagonal edges which sati§fies Definilion 2.

A priori, G-;(¢',£) is a rectangular grid. In_[5], Desmedt al. considered square grids,.;(¢,¢) for which they
introduced the following notion.

Definition 5 ([5]) We say that : [¢] x [¢] — [n] is aweaklyt-reliable n-coloring for G;,; (¢, ¢) if for eacht-color subset
IC[nl:

e There exists afd-avoiding pathP,, in G;.;(¢,¢) from a node on the top row to a node on the bottom row. Such a
path is called anf-avoiding top-bottom path.

e There exists ad-avoiding pathP, in G;.;(¢,¢) from a node on the rightmost column to a node on the leftmost
column. Such a path is called dravoiding right-left path.

As said in [%], the admissible PDAG requiremerits (Definit®)rare still satisfied if we remove fror§;,.; some
'positive slope’ diagonal edges and add some 'negativeesttipgonal edges (connecting a nddej) to node(i+1, j+1),
for somei € [/ — 1] andj € [¢ — 1]). Such a generalized admissible PDAG is dengigg;.

Lemmal ([5]) LetC : [¢] x [¢] — [n] be a weaklyt-reliable n-coloring for square admissiblBDAG G,,.;(¢, ¢). Then,
we can construct #-reliable n-coloring for a rectangular admissiblBDAG G g¢,; (2¢ — 1, ¢).

Thus, Desmedtt al. have demonstrated that it was sufficient to get a weakéfiablen coloring for som&j,,.;(¢, £)
in order to construct &private protocol for computing the-product f;. The cost communication cost of this protocol
is (n — 1) times the number of edges Gf:.;(2¢ — 1, ). Since that grid is obtained fro,,; (¢, £) using a mirror, the
communication cost of the whole protocokiXn ¢?) group elements. The constructions that we propose in tiisrgre
colorings of some grid§;,.;(¢, ¢).



3 A Randomized Construction Achieving Maximal Privacy

In this section, we present a randomized construction ergstine ¢-privacy of the computation of; up to 3%. Our
scheme has a linear share paraméterO(n).

We use the same random colorifig,,q for the gridG;,.;(¢, ¢) as in [5]. However, our analysis is based on perco-
lation theory while Desmedit al. used a counting-based argument. We first introduce thewolty definition which is

illustrated i Figure 2.

Algorithm 1 ColoringC.qna
Input: A grid Gy (¢, £).

1. For eacH(i, j) € [¢] x [¢], choose the colof (i, j) of node(i, j) independently and uniformly at random frdnj.
Output: A n-coloring of the grid.

Definition 6 Thetriangular lattice of deptli denotedZ (¢) is a directed graph drawn over@&x (3 ¢ — 2) grid such that:
e [horizontal edges] fofi € [¢] and forj € [¢ — 1], there is a directed edge from notlei + 2 j) to (4,7 + 2 (j — 1)),

e [right downwards edges] foi € [¢ — 1] and forj € {0,...,¢ — 1}, there is a directed edge from nodgei + 2 j)
tonode(i + 1,7+ 25 + 1),

o [left downwards edges] foi € [¢ — 1] and forj € [¢ — 1], there is a directed edge from no@e: + 2 ;) to node
(t+1,i4+25—1).

Figure 2: The trianglg (5).

Proposition 2 For any positive integef, we have a graph isomorphism betwegn; (¢, ¢) and 7 (¢).

Proof.
Consider the mapping:
Geri(0,0) — T(0)
It is easy to see that the nodes of the two graphs are in ligectirrespondence while the direction of each edge is main-

tained.
O

Theorem 2 For anye > 0, there exists a constant such that ift < 2%6 and/ > c.n, then there exists a weaklyreliable
n-coloring for G;,.;(¢, £).

Proof.

We prove that the coloring’,....q will work with high probability. Lett, = {QL%J where|- | denotes the floor function.

5



Instead of considering the probability th@t,,.. is a weaklyt.-reliablen-coloring forG;,;(¢, £), we study the comple-
mentary event. A suitable value fémwill be given at the end of this demonstration.

The coloringC...q is calledbadif there exists a color sdt C [n] with |I| = t., such that either there are deavoiding
top-bottom paths or there are feavoiding right-left paths. By the union bound, we obtaie tbllowing upper bound on
Pr(Chrana is bad:

2 Pr(3I C [n], |I| = t., there are nd-avoiding top-bottom paths iG;,; (¢, £))

<2 Z Pr(there are nd-avoiding top-bottom paths i@;,.;(¢, ¢)). (1)
IC[nl,|I|=t.

The factor2 in comes from the fact the top-bottom proligbis equal to the right-left probability due to

the symmetry of the grid; (¢, ¢) and the coloring’;.,4-

Next, we demonstrate that for a fixed color et [n] with |I| = t., the probability that there are neavoiding top-
bottom paths irC,....q is exponentially small. Let us fix the color setWe call a vertexclosedif its color belongs tal.
Otherwise, the vertex is callegpen The random coloring’.....q Of each vertex is equivalent to open it independently and
randomly with probabilityp := 1 — % An [-avoiding path is simply anpen path Therefore, we get:

Pr(there are nd-avoiding top-bottom paths i6i;;(¢,£)) = Pr,(there are no open top-bottom path<in; (¢, ¢))
1 — Pr,(there is an open top-bottom pathdip.; (¢, ¢)) (2)

We have the following result.
Lemma 2 ([2]) The triangular lattice7 (¢) has the following property:

Pr,(there is an open top-bottom pathT(¢)) + Pr,(there is a closed right-left path i (¢)) = 1
When we combine Lemma 2, Propositign 2 and Equality (2), weinlihe following:

Pr(there is nal-avoiding top-bottom path ig,.;(¢,¢)) = Pry(there is a closed right-left path if(¢))
= Pri_p(there is an open right-left path if(¢)) 3)

In [Equality (3),Pr,_,(-) means that we open each vertex with probability- p. We have the following result from
percolation theory.

Lemma 3 ([13]) Let T be the triangular lattice in the plane. Then, the criticabpability of site percolatiorp:(T) is
equal tol.

When the open probability is less than the critical probgbiihe percolation has the following properties (see famegle
Chapter 4, Theorem 9 inl[2]).

Lemma 4 ([Q]) If p < pi(T), then there is a constart= ¢(p),
Pr, (0 ) < e °™.

where{z -~} is the event that there is an open path frerto a point inS,,(x) with S,,(z) := {y : d(z,y) = n} and
d(x,y) denotes the distance betweeandy.

Remark: The valued from[Lemma# represent the zero elemenZof Z when the graph is represented as a lattice over
that set. In the case of the triangular lattice depictgd @srEi2, the valué can be identified to the node, 1).

t

£
n

< o1 < p3(T). UsinglLemma¥, we get:

In our case, we have: — p = ny

Pri_,(there is an open right-left path i(¢)) < ¢ Pri_,(0 6;1) < Lemett-1) (4)

The first inequality is due to the fact that any right-leftiphas length at leagt — 1) in 7 (¢). Combining relations (1) to
(4), we obtain;

Pr(Crana is bad < 2 (:) Pe—c=1)

Thus, if we choosé := ¢, n for some large enough constant we have:
. 1
Pr(Crana is bad < on

which guarantees the fact th@t,..q is a weaklyt.-reliablen-coloring forG,,.; (¢, ¢) with overwhelming probability im.
O



Corollary 1 There exists a black bax-private protocol forfs with communication complexity(n*) group elements
wheret. = | 3 |. Moreover, for anys > 0, we can construct a probabilistic algorithm, with run-tirpelynomial inn
andlog(6—"), which outputs a protocd] for fs such that the communication complexityf §is O(n? log(6~")) group

elements and the probability thjf is not¢.-private is at mosb.

Proof.
The existence of the protocol is a direct consequenice offEned as well as the different reductions exposédin Section 2
As our construction requireds= O(n), we deduce that the communication cost of the protocol coimgpyc is O(n?).
The justification of the running time of the algorithm and grebability of failured is identical to what is done in[5].
O

We showed that it was possible to build a randomized algortitn achievebigJ -private computation of s using

O(n?) group elements. Even if the probability of failure of ouryiceis construction is small, we would like to remove the
randomized restriction so that we can get a (determinigtafocol which is always guaranteed to succeed.]In [5], [xekm
et al. only provided deterministic protocols to compyte in polynomial communication cost when= O(logn). In
the next section, we present a deterministic construcorahyt = O(n'~¢) wheree is any positive constant. Our
construction requires polynomial communication compieas well.

4 A Deterministic Construction for Secure Computation

In this section, we show how to build a determinigtiprivate protocol to computé; with polynomial complexity cost
for anyt = O(n'~¢). First, we will focus on particular pairg, n). Second, we generalize our result to dnyn) with
t=0(n'"c).

We recursively construct our admissible PDAG.. and its coloringC.... Letd € N\ {0, 1} be a constant. Denote

B, the binomial coefficient’—').

Theorem 3 For any positive integet, there is a weakly-reliable n-coloring C,... (¢ ) for the square admissibRDAG
Gree(01), Wwhere the parameters are; := d* — 1, ny, := (2d — 1)'“ and/;, = B§ (Bg + 1)’“1.

Proof.
We prove the theorem by induction én

k=1:Wehavet; =d—1,n1 =2d — 1andl; = By. We seG,.(¢1) := G (41, £1). We defineC,...(¢1) as being the
combinatorial coloring’.,,,; designed in[[5] and recalled 2.

Algorithm 2 Coloring C.omp

Input: A L x L grid whereL = (})).
1. LetIy,..., I, denote the sequence of dltcolor subsets ofN] (in some ordering).
2. For each(i, j) € [L] x [L], define the cololC(3, j) of node(s, j) in the grid to be any color in the sét ; :=
[N\ (L U ).

Output: A N-coloring of the grid.

Desmedtet al. noticed that, even if we removed the diagonal edges fGem(¢1, ¢1), we still had the existence of
I-avoiding top-bottom and right-left paths. Thus, we asstimég,...(¢1) has no such edges so titat..(¢1) is a square
grid the side length of which i& nodesg,...(¢1) is an admissible PDAG.

k > 1: Suppose we already have the construction and coloring, fae recursively constru@,.c.(¢x+1) from G c.(¢x).

We first build the block gridB by copying(Bg + 1) x (B4 + 1) timesg,...(¢1). The connections between two copies of
Grec(£1) are as follows. Horizontally, we draw a directed edge frorde1@, 1) in the right-hand side copy to nodg ¢,)

in the left-hand side copy fare [¢1] (i.e. we horizontally connect nodes at the same level)id4dly, we draw a directed
edge from nodé/y, j) in the top side copy to nodd, j) in the bottom side copy fof € [¢1] (i.e. we vertically connect
nodes at the same level).

The blockB is a(Bg (Bg + 1)) x (B4 (Bq + 1)) grid. It has the following property the proof of which can lmeifid in

\l
APP a A.

Proposition 3 The block gridB admits a(2d — 1)-coloring (just use the sam@.,,,;, for each copy off,..(¢1)), such
that for any(d — 1)-color subsetl C [2d — 1], there areB3; + 1 horizontal (vertical)l-avoidingstraight linesin B.



Now, we construcg,..(¢x+1) and its coloring’,...(¢x+1) as follows. We replace each nodedn..(¢;) by a copy ofB.
If the node ofG,...(¢;) was colored by the colar € [n], then we colorB with the set of color{(2d — 1)(c¢ — 1) +
1,(2d=1)(c—1)+2,...,(2d—1) ¢}, usingC.oms- All the edges within each copy @& remain identical irG,c.({x+1)-

Now, we show how to connect two copies Bf We first focus on vertical connections. Consider an edgg.in(¢x)

from a node in the-th row to another node in thé + 1)-th row. Since these two nodes have been replaced by two
copies of B, we denote the nodes on the top copy (i.e. those corresppialithe nodes of théth row in G,...(¢;)) as
Vi1, V18, V2,1, - -, UB,+1,8, and the nodes on the bottom copyas;, . .., w1 B,, W21, -, WB,+1,B,-

For each(i, j) € [Bg] x [B4], we add a directed edde; ;, w; j1+i—1) IN Grec(Li41). If the index(j +i — 1) is greater than
Ba, w; jyi—1 is the nodew; 1 j4+,—1-5,.[Figure 3 gives the example fdr= 2. The connection process works similarly
for two consecutive columns where we replace each horizedge fromg,...(¢x) by 35 different edges itG, ¢ (£x+1)-

Figure 3: How to vertically connect two copies Bfwhend = 2.

It is clear that the number of nodes on each side of the sqyaré/s. 1) is:
Uhsr = Ba (By+1) - £, = B (By +1)*

and the number of colors used@..(¢x+1) iSng+1 = (2d—1) -n, = (2d — 1)"'“. The gridG,..(¢x+1) obtained by
this recursive process is also an admissible PDAG due todhedmtal/vertical connection processes between twoesopi
of B (as well as two copies @,..(¢,) inside B).

The last point to prove is that for amy, ;-color subsef C [n;1], there is arf-avoiding top-bottom (and right-left) path
in Grec(fx+1). We only prove the existence of a top-bottom path in this papehe demonstration of the existence for a
right-left path is similar. For eache [ny], we define the sel; as:

L=In{2d-1)(G—-1)+1,(2d-1)(G—1)+2,...,(2d - 1) j}
Since
\L| A+ Ty = |I] = tga = " =1 ®)

and eachl;| < 2d — 1, there are at leagh;, — ¢;) subsets having at mogf — 1) elements. Indeed, in the opposite case,

we would have:
|Il| + -+ |Ink| > d(nk — (nk—tk—l)) =d-d* :dk+1,

which would contradidt Equality (b). Assume th&tC [n;] is the set of these indices (i.e. for eack S, |I;| < d — 1).
We have|[ni] \ S| < tx. By the induction hypothesis, there ifa] \ S)-avoiding top-bottom path i¥,..(¢), i.e.,
the colors used on this path all belongSoLet v, ..., v,, be the vertices of the path and denote the color of ngdes



c; € S(j € [m]).

Now, we show there is aftavoiding top-bottom path i, c.(¢x+1). In Grec(fr+1), €aCHh NOde; has been replaced by a
copy B, with colors in{(2d — 1)(c; —1) +1,(2d — 1)(¢; — 1) +2,...,(2d — 1) ¢; }. Since the color sef.; satisfies
|I.,| < d — 1, by[Proposition B we deduce that there Brehorizontal and3, vertical I, -avoiding paths in3,, .

One can show that this property involves the existence df-amoiding top-bottom path i§,...(¢x+1). This top-bottom
path is the connection of af, -avoiding path (fromB,,), an I.,-avoiding path (fromB,,),. .., anI._-avoiding path
(from B,, ). The reader can find more details about this proce§s in App&h A similar demonstration leads to the
existence of af-avoiding right-left path irG,...(¢x+1) which achieves the demonstration of our theorem.

O

The communication complexity of the protocol#gprivately compute the functiofiz (z1, . . ., ,, ) Using the previous
admissible PDAG i€)(ny, £3) group elements where:

2(2d—1)

gk‘ S Bs(Bd + 1)k—1 S 2(2d—1)k X 2(2d—1)(k§—1) S 22/@(2(1—1) S n;w

1
Note that the last inequality comes frah = n,*2 ="

Now, we generalize our result to afg; n) wheret = O(n!~¢) for any fixed positivee. The clasg)(n!~¢) is the set
of all functionsf such that37; > 03n¢ > 0 : Vn > ng f(n) < 7y n'~¢. In our case, the functioyi is the privacy level
t. Our main result is stated as follows.

Theorem 4 For any fixede > 0, for any fixedr > 0, there exists a constamt. ; € N, such that for any. > n. ., if
t < 7n'7¢, then there exists a black-besprivate protocol to computés with communication complexity polynomial in
n. Moreover, there is a deterministic polynomial time algiom to construct the protocol.

Proof.

We fix e > 0 andr > 0. We setd = 2/?1-! andk = [log,y_y)n|. We haved > 2. If n > 2d — 1 thenk >

1. In such a condition, we can apgly Thearem 3 for the [gaitd). There exists da-private protocol to compute the
value fg(z1,. .., 2y, ) UsingO(ny £2) group elements wherk,, ny, £), are defined as in_Theorerh 3. It is clear that the
construction alsa’-privately computegs(x1, . .., z,/) for any (¢, n’) such that’ < ¢, andn’ > n. So, we only need
to showr n!=¢ < 4, n > ny, and/;, = poly(n). Due to our choice ofl andk, we have:

ng < (2d _ 1)[10g(2d—1) nJ < (2d _ 1)10g(2d—1) n<p

And:
logo d logo d
n logg(2d—1) n Togz 2d
t > dlogea-nnl 1 > glogsea-nn-1 _ 1 > y —1> YR 1
Sinced = 2/¢1-1, we get:
r21-1
(%W n1_§ n% 1

trp > -1

n
Z o 2 oma Ttz gma

3
"7

Sincee is a fixed positive constant, the mapping— —%

n; has an infinite limit. Thereforedn. . > 0 : Vn >

1

c
n2
ol 21-1

ZT‘Fﬁ-

ﬁe,r
Remember that we early required> 2d — 1 in order to us€ Theorem 3. If we set . := max(2d — 1,7, ) then:

ng <n

iz ey { ty >TntTe >t

2(2d—1)

It remains to argue abouj,. Sincen, < n, we have, < nle=2@d-1), Sinced is independent from, ¢; is upper
bounded by a polynomial in.
Il

The previous theorem claims that for any fixedf » is chosen large enough then we ¢gprivately computef; for
anyt = O(n'=¢). Such an asymptotic survey is also performedin [5]. Howewepractical applications, the number
of participants is not asymptotically large. The deterstigi construction by Desmeét al. has polynomial cost when
t = O(log n). We now present a result valid for any group sizevhich guarantees privacy for largés than in [5] using
polynomial communication as well.



Theorem 5 For any positive integenr no smaller thars, there exists a black-box protocol f@ which is( [’”1053 21 - 1)-

private. It requires the: participants to exchang®(n®) group elements. Moreover, there is a deterministic polyiabm
time algorithm to construct the protocol.

Proof.
We setd = 2 andk := |logs(n)]. The protocol obtained usifig_Theorein 3 has paramgter % —landn; < n.
We haveB, = 3. Therefore?,, < w. Thus, we obtainu, 3 = O(n®).

O

5 Conclusion and Open Problems

In this paper, we first demonstrated that we could constrymbhabilistict-private protocol computing the-product
function over any non-Abelian group fanyt up to 52 (for any fixed positive), thus nearly matching the known upper
bound[%] — 1. As the communication complexity of our constructioig:*) group elements, this result answers one of
the questions asked by Desmetlal. concerning the largest collision resistance achievalile an admissible PDAG of
size polynomial in:. Note that Desmedt al. indicated the discovery of a construction far, ¢) = (24, 11) improving
locally their own theoretical boungh = sincell ~ 524. Our result demonstrates the existence of such a constnucti
for any fixed positives (in [5], we have the particular case= 0.182). Since the scheme developed|in [5] (exclusively
valid fort < 5g7<) only requiresO(n t?) elements to be exchanged, a direction to further invegtigahe existence of a
(randomizedy-private protocol for any < [ %] — 1 having at most the cost of Desmesdtal’'s scheme.

Second, we showed that it was possible to construct a detistinit-privaten-party protocol to computg; having a
polynomial communication cost for aty= O(n'~¢). For practical purpose, one may want to optimize the choigae
rameters in our construction. For example, we have prowebiine could-privately computef; for any (¢, n) satisfying

t< [—"1“2%32} "

Desmedtet al. argued that the reduction from a protocol computingthgroduct to a subroutine computing the
shared2-product extended to the more general functj@jxl, ey Ty) =T T - ... - Ty Wherem > n and each of
then parties holds one or more input values. This ensured thdityabif their protocol to securely compufé; as well.
Since the constructions that we presented are particutaisatble PDAGS, our results are also valid to comgﬁje

Our work leads to the following two questions. First, is itspible to reduce the communication cost wheg-
O(n'~€)? Second, can we generalize this approach to design a detgtimpolynomial communication cost algorithm
for anyt up to the thresholdg | — 1?

Apart from the previous points which constitute directie@@asmprove the security for the passive adversary model,
a problem which requires attention is the possibility ofiaeimg secure computation gf; against malicious parties.
Indeed, even if multiparty computation can be used with sgralups (as in the case of the Millionaires’ problemI[19]),
the general purpose is to enable large communication grtoyperform common computations and the larger the number
of parties is, the more likely (at least) one of them will deeifrom the given protocol.
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A Proof of Proposition 3

Let I be a(d — 1)-color subset of2d — 1]. In [5], Desmedet al. demonstrated that there werd-avoiding top-bottom
path and al-avoiding right-left path inG:.;(¢1,¢1). They also showed that those two paths were straight liness,T
one can remove the diagonal edgegpf (¢1, ¢1) while preserving those paths. This means that there eXisivaiding
top-bottom path and &avoiding right-left path irG,...(¢;) which are straight lines.

SinceBis a{B;+ 1) x (B4 + 1)-copy ofG,..(¢1) and, due to the vertical/horizontal connections of the ggesy we

deduce that there af#,; + 1) I-avoiding top-bottom paths ar{é,; + 1) I-avoiding right-left paths ilB. Moreover, each
of these paths is a straight line.
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B Connection of Color Avoiding Paths

It was shown in the proof 3 that each blék had5, horizontal and3,; vertical .., -avoiding paths. In this
appendix, we show how to construct-avoiding top-bottom path i,..(¢x+1). Our path will start at the top aB,, and
ends at the bottom a8, .

Every grid from the family(G,..(¢1)),~, iS a square grid. Thus, the sequence of blaBks, ..., B,,, in Gyec({i41)
is determined by the position d,, as well as then-tuple of letters from{ £, R, T, B} (Left, Right, Top, Bottom) in-
dicating the output side of the blodk,, for i € [m]. Note that the last letter of the tuple is alwa¥ssince thel-avoiding
top-bottom path ends at the bottom®Bf .

This tuple has the property the two consecutive letters @ialne opposite to each other (i.e, one cannot Havér),
(R, £), (%,B) or (B, T)). This means that you leave a block on a different side thateydgered it. The reader can check
the correctness of this claim by a simple recursive procash® parametek. This property is trivially true fok = 1
sinceG,..(¢1) = Giri(£1). The recursion follows from the path construction that wi désign below.

Proposition 4 Let i be any element dfn]. Assume that\ is any node on a side dB,, belonging to al.,-avoiding
straight line path. For each other sid8; of B,,, we can construct d.,-avoiding path from\/ to any of the(B; + 1)
nodes orS, belonging to al.,-avoiding straight line path.

Proof.

We only provide a proof whei\/ is on the top side oB,, (the three other cases are similar). The three possiblaeibutp
sides areB, £ andfR. The blockB,, is a{By; + 1) x (B4 + 1)-copy of the original gridj,..(¢1). Thus, B,, can be
treated as &8, + 1) x (B + 1) array of gridsG,...(¢1). Based on this observation, we will use the terminolggg-row
(respectivelygrid-columr) to denote a set d§; + 1 horizontal (respectively vertical) grids...(¢1) in B,,.

1. 6; = B. The verticall.,-avoiding path starting at nod¥ intersects thdorizontal I..,-avoiding path located within
the bottom grid-row ofB,,, at nodeZ. That horizontal path intersects each of e+ 1 vertical I.,-avoiding paths (one
within each grid-column) &f+, ..., Zg,+1. Note thatZ = Z,, for someu € [By + 1]. Once we are at one of tig’s, we
simply go vertically downwards to the nodéjf located at the bottom side of the blogk, .

Thus, we can construct a path frok to each of the3; + 1 output nodes on the bottom side Bf,, belonging to the
vertical I, -avoiding paths. Those paths &%, 7, Z;, N}) for j € [Bq + 1].

2. G; = R. The verticall., -avoiding path starting at nod€ intersects théorizontal I..,-avoiding path located within the
top grid-row of B,,, at nodeZ. That horizontal path intersects thertical I.,-avoiding path located within the rightmost
grid-column of B, at nodeZ. This vertical path intersects each of #g+ 1 horizontal I.,-avoiding paths (one within
each grid-row) af,, ..., Zp,+1. As before, we getf = Z,, for somey € [B; + 1]. Once we are at one of thg's, we
horizontally go rightwards to the node’]f located on the right hand side of the blaBk; .

Thus, we can construct a path froito each of theB, + 1 output nodes on the right hand side®f, belonging to the
horizontall,,-avoiding paths. Those paths d/€, Z, 7, fj,j\/j{) forj € [By+1].

3.6, = £. This is analogous to the previous case.
O

We can finally construct d-avoiding top-bottom path i, ..(¢x+1). We denote then-tuple of output sides as
(64,...,6,,). As previously said, we haveés,,, = 8.

We start atany nodeV; located on the top side d8,, and on a vertical., -avoiding path. Usin§ Proposition 4, we
can connectV; to any of the3; + 1 nodes on sidé; of B,,, using al., -avoiding path. An important remark is that each
block of the whole grid7,..(¢;+1) is a set of( B4 + 1) x (B4 + 1) identical copies of,...(¢1) (including the coloring).
As a consequence, theBg + 1 nodes have the same location in their respective copiés.pf¢; ). Given the connection
process between any pair of blocks witldin..(¢x+1), one of thesé3,; + 1 nodes must be connected to a nddefrom
block B,, belonging to al.,-avoiding straight line path. Similarlyy, is connected via d..,-avoiding path inB,, to
a nodeNs from B, belonging to al.,-avoiding straight line path. If we repeat this process facteof the remaining
blocks, we obtain a set ofi — 1 nodesNy, ..., N,,_1. The last nodéV,,,_; can be connected to a nodg, on the bottom
side of B,,,, using al., -avoiding path. Thusy; (top side 0fG,..(¢x+1)) is connected tdV,,, (bottom side 06, (¢x+1))
using al-avoiding path which achieves the demonstration of ourrér@o

Remark: As claimed above, this construction involves that the twasecutive side letters of the-tuple cannot be
opposite to each other.

12



	Introduction
	Achieving Secure Computation over Non-Abelian Groups
	A Randomized Construction Achieving Maximal Privacy
	A Deterministic Construction for Secure Computation
	Conclusion and Open Problems
	Proof of Proposition 3
	Connection of Color Avoiding Paths

