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Abstract

We consider the stream authentication problem when an adversary laslityeto drop, reorder or inject data pack-
ets in the network. We propose a coding approach for multicast stretimargication using the list-decoding property of
Reed-Solomon codes. We divide the data to be authenticated into a strpagkefs and associate a single signature for
every\ n packets where andn are predesignated parameters. Our scheme, which is also joinabldatitidary of any
n-packet block, can be viewed as an extension of Lysyanskaya skarand Triandopoulos’s technique in which= 1.

We show that by choosing andn appropriately, our scheme outperforms theirs in both signature aiit@gon time.
Our approach relies on signature dispersal as SAIDA and eSAIDgusg that we use RSA for signing and MD5 for
hashing, we give an approximation of the proportion of extra packetblpek which could be processed via our tech-
nigue with respect to the previous schemes. As example when we proeesl000 blocks 0f20000 64-byte-packets,
the gain of our scheme with respect to Lysyansketyal's is about30%.

Keywords: Stream Authentication, Signature Dispersal, Reed-Solomon Codes.

1 Introduction

Broadcast communication enables a sender to distribugetdambany receivers via a public communication channel such
as the Internet. Their applications cover a large scopea#sasuch as software updates, sensor networks, GPS signals,
pay-TV, stock quotes and military defense systems for nt&@aNevertheless, existing IP protocols in the Internét on
provide a best-effort delivery process and the large nurabegceivers prevents lost content from being redistrithube
addition malicious users having access to the network cennpe harmful actions on the data stream. Thus, the security
relies on two aspects: the network properties and opponemtgputational power. In this paper, we will consider the
computationally secure model for broadcast authentioafibat is, the opponents have bounded computationaliabilit

Many techniques have been designed to deal with multicastratauthentication [3]. Examples as pay-TV and stock
guotes involve that data stream can be infinite and must beucoed as soon as they reach the receivers (or within a short
delay). The most basic idea of signing each p&ketnappropriate, as digital signatures are typically tiexpensive.

The available transmission bandwidth does not allow theofigme-time ork-time signatured [5, 21] either because of
their large size whereas the construction of Boerell’s short signatures [2] is too restrictive to be used in casec
Since signing each packet is prohibitive, other technigalyson signature amortization. This means that one sigaasu

produced and its cost (both in time and overhead) is amdrtizer several packets (due to hash functions for instance).

In [23], Wong and Lam built a Merkle-hash tree [10] to distri hashes. Their scheme is tolerant against any kind of
packet loss. Nevertheless, theﬁagze is logarithmic in the number of packets per block.

In [5], Gennaro and Rohatgi proposed to sign the first streacket and link the hash of each packet into the next
one’s tag. This approach needs the entire stream to be knowadviance and if a single packet is lost then the whole
process fails.

To deal with packet loss, Perreg al. designed EMSS [17, 18] and MESS [18] by appending the hashdf packet
to a fixed number of followers according to a specific patt@ne packet is signed from time to time to ensure non-
repudiation and is always assumed to be received. They mwdieé network loss pattern bykastate Markov chain

*The original version of this paper appears in the proceedifighe 6th International Workshop on Information Securipphcations (WISA 2005),
Lecture Notes in Computer Science, vol. 3786, pp 108 - 125n&r - Verlag, 2006.

1Since the data stream is large it is divided into fixed-sizities calledpackets

2We callauthentication taghe extra information appended to a packet to provide itsetitity.



(seel[16] 24]) and provided bounds on the packet verifigb{libnsidering the diversity of computational abilitieghimn

the set of receivers, Challat al. [4] used different layers for hash distribution. ThegAdprotocol gave good practical
improvements with respect to MESS. Golle and Modadugu [6]Mimer and Staddon [11] proved other bounds based on
augmented chains. The main drawback of all these schemneat ihey rely on the signature reception reliability (excep
Wong and Lam’s oné [23]). To overcome this problem, one piligiis to split the signature inté& smaller parts where
only ¢ of them(¢ < k) are enough for recovery.

The Information Dispersal Algorithm [20] has been used bgkRaal. [13,[14] and Park and Chp [115] to design two
similar schemes SAIDA and eSAIDA (the later having a bettariet verification probability). Al-lbrahim and Pieprzyk
[1] used linear equations and polynomial interpolation welas Pannetrat and Mola [|12] proposed some erasure codes
to achieve signature dispersal. Nevertheless, these ¢henses share a commun drawback: they do not tolerate a single
packet injection.

Using an error-correcting code approach, Lysyanskatya. [8] designed a scheme resistant to packet loss and in-
jections (provided some assumptions on the network dglikerability). As the five previous schemes above, a single
signature is created per block and amortized over seveclibpm These techniques extended the notion of packet-signa
ture to block signature. The scheme developed|in [5] geegeasingle signature for the whole stream but does not telera
a single packet loss.

In order to decrease time spent for signature generatiorvarification, our approach is to generate one signature
for every family of A blocks where each of them consistsropackets. The value of the parametehas to be chosen
carefully by the sender since he will have to memorize packets at a time. Nevertheless, as'in [8], data are sent and
can be authenticated by receivers per block. This reguthtegraffic in the network avoiding too irregular throughput
variations which could create a bottleneck. The family atgne is spread within each block which enables a receiver to
join the communication group at any block boundary. The malivalue,A, of A from which our protocol is faster than
Lysyanskayat al’s one remains very small. For instance, we have 2 up ton = 30000 when using RSA and MD5 for
64-byte packets. This value foris much larger than the one used by Peeti@l to implement EMSSi#{ = 1000). The
profit of our approach is significant. For instance, we havereebt of at leas50% more packets per block with respect
to Lysyanskayat al’s technique and linear equations’ approach (up te 11500) and to SAIDA and eSAIDA (up to
n = 13300). If n = 1000 (as for EMSS) then our technique provides a benefit larger 308 more packets per block
than Lysyanskayat al’s scheme.

The paper is organized as follows. In the following sectiga,describe the scheme developedin [8[_In Secfion 3, we
will introduce our modifications and prove the security a§thew scheme under similar assumptions to those made in [8].
In[Section #, we will compare our extended scheme to someeadioes to get an idea of the gain it provides toward them.
In[Section b, we will improve the signature verification cdexity. The last section will summarize our contribution to
the multicast stream authentication problem.

2 Preliminaries
Definition 1 A[N, K], systematic Reed-Solom¢BRS code over the finite fielfl, (¢ > V) is a function:

C: (Fg x IFq)K — (Fg x IFq)N
{Gv)icq, xy — @) heq,. vy

such thatp is an element of ,[X] of degree at mosk with Vi € {1,..., K} p(i) = y,. The rational% (< 1) is called
the rate of the code.

The code is calledystematisince the firstk’ symbols of any codeword are its corresponding message i@nGhe
K points{(i,y)},c(1, . iy, the polynomiap defined above is unique. In order to deal with the attack okg@einjections,
we will list-decode this SRS code using the Guruswami-Suttanoder (GS-Decoder) developed.ih [7]. It is based on the
polynomial reconstruction problem, takes as input inted€rt, and M couples of field element§(z;, gi)}ie{l,...,M}’
and outputs the list of all univariate polynomiglof degree at mosk such thaty; = p(z;) for at leastt values of
1 € {l,...,M}. Itis shown in[7] that ift > /K M then the polynomial reconstruction problem could be soived
polynomial time. Then, it has been deduced that Ei\viyK]q Reed-Solomon code (systematic or not) with an error at
mostN — ¢ could be list-decoded using(N?) field operations producing a list 61(1) candidates.

We consider the scenario where the sender has much larggutational memory storage (to buffer a piece of the
data stream) and computational abilities than the receiviéhis illustrates most cases since, in general, the sénder
server delivering data to personal computers.

In the fully adversarial model, the adversatycan introduce packets into the channel, drop and rearramge shosen
original ones. Thus, reliable transmission of the sigreatsimot possible sincd would only need to drop the signature



packet to make the authentication scheme fail. Since theeatitation problem is our major concern, we assume that
a reasonable number of original packets reaches the reseiadeed if too many packets are discarded or modified by
A then the main problem becomes data transmission since thiérmumber of packets reaching the receivers would be
useless for their original purposes even authenticatedh®other hand if too many packets are received then prerenti
against denial-of-service attacks becomes the main con@é split the stream into blocks efpackets and define two
parameters:

e a(0 < a <1):thesurvivalrate. At leastwn original packets are received.
e 3(B8 > 1) :thefloodrate. A maximum ofsn packets reaches each receiver.

We now briefly describe the scheme defined by Lysyanslkdyd [8]. Let p be the rate of the SRS code we will
use. Sincex € (0,1], there existg > 0 such thaty = % e is called thetolerance parameteof the decoder. The
choice ofp will be explained later. We use a signature scheme [22] (Hyeglenerator of which is Keygen) and a collision-
resistant hash function [19]. Each blocksofpackets has an identification tag BID (representing itstjosivithin the
whole stream). The authenticator Auth first hashes eacheparid signs the concatenation of BID together withsthe
hashes. Then, we form the authentication stréamwhich is the concatenation of tehashes and the signatufeis split

into pn + 1 field elements ovelF, whereq = ol 7t (after padding if necessany.is encoded using the S%pn]q
code givingn pieces of signature. Each authenticated packet is the tmrat&on of BID, the packet position within the
block, the packet itself and the corresponding piece ofaige.

From [7], we must have > +/ K M to ensure the success of GS-Decoder. In our case, wethaven (minimum
number of original packets arrived at the receiver edd)= pn and M = m (number of received packefain <
m < @n)). Thus, from the inequality > v K M, we haveln > T4<- S0, GS-Decoder can be run successfully for our
choice ofp. Sincee has an impact on the success of that decoder, we den@8-Decoder. To fit the fact that our code is
systematic, we need to modify GS-Decadaefore using it for authenticating packets. The new alporitiGS-Decoder

is depicted as Algorithm]| 1.

Algorithm 1 MGS-Decoder
Input: The number of packets per bloek the network characteristies 5 andm elements{ (z;, y;),1 < i < m}.

1. If (m > Bn) or (we have less thaan distinct values oft;) then the algorithm rejects the input.

2. Run GS-Decoderon them elements to get a list of polynomials. Evaluate eadB;(X) at1,...,pn + 1 and
concatenate these values to form

Output: {c1,..., ¢} list of candidates.

We notice that since, 8 ande are knowny can be easily computed. Thus, there is no need to consideait amput.
Now, we describe the decoding algorithbecoder. used in[[8]. After verifying that the number of packets witlitable
BID and packet numbering is betweem and 5 n, MGS-Decoder is run to obtain a list of candidates for signature
verification. The list is processed until the signature isaked or the whole list is exhausted. If the MGS-Decpdgjects
the input or the list is processed in vain then the family aeieed packets is dropped. Otherwise (i.e. the signatwse ha
been verified successfully), the good candidate is splibase(as the concatenation of the BID andashes). Then, each
of the received packets is processed and we check whethwstsmatches one of theones. If so, the corresponding
packet is output as authentic. We now describe the impromenvee made on Lysyanskaghal’s scheme.

3 Our Protocol

Our work is an extension of the scheme describdd In Sectlii@). IZ[nce signatures are time expensive to generate and
verify, our idea is to compute one signature for a family.diocks where each block consistsropackets. We assume that
the sender can buffern packets. Nevertheless, our scheme works in such a way tkaeaer only needs to get enough
packets from a block before verifying it (he does not have #&it fior the whole sequence). As the previous scheme,
it will be joinable at any block boundary. We need a collisi@sistant hash functioh as well as a signature scheme
(KeyGen,sign,verify) where KeyGen generates the privaie3K and its corresponding public key PK. We dengt¢he
concatenation of two elemenits. Figuie 1 gives a descriptitine sender’s work for the sequence of blok , . . ., B, }.

We keep the same definitions far«, 3, p ande as before. Each familyP}, ..., P} of An packets of the stream
has an identification tag FID representing its position imitihe whole stream. Each one of its blocksmopackets also
has a tag BID. Thus, a packet is now identified within the strég its position: within a block BID belonging to the
family FID, i.e. itsidentification numbeis (FID, BID, ;). We now describe the family authenticator AuthFamily which
outputs the packets per blockofelements.
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Figure 1: Authentication process of the extended scheme.

Algorithm 2 AuthFamily
Input: The private key SK, the network characteristics3, a family { P, ..., P}, its FID and\.

1. Within each block we hash the: packets and concatenate them to form the blockrfadf is then encoded using
the SRS code and we get!, ..., 7).

2. Hash the\ block tags and concatenate them together with FID. Thisatenation is hashed to gét, _, which is
signed to formy using SK. The resulting signature is encoded using the SE& and we getr., ..., 7).

o

3. TheAn authenticated packets are defined ag APFID|[b||p||P}||; ||72. As soon as the packets of a block are
processed then the whole block is sent immediately.

Output: {APj},...,AP}}: set of authenticated packets sent per block packets.

In order to use the same SRS codeand ther,'s (1 < b < \) must be padded appropriately. If we denptehe size

of a hashsg the signature size arjd the mapping giving the size of an element theh = n H and|7,| = A H+s+|FID|.

In our work, we can assume thai< n. Otherwise, our scheme requires the sender to buffer tog peckets to preserve

the live diffusion of data. We can also assume tl/4D| does not exceed the size of a hash. Thus, we can assume that
7] <nM + sand|r| < nH + s. So, we will use in both cases the SRS 1], code where is the same integer as in
Sect.2. Thus, our extension does not increase the size of the fieldoxle with. 7, andr;’s are padded according to that
finite field.

If we do not take into account the identification number they acket’s tag isgp || 72 which is the concatenation of
2 field elements. Once a generator of the extenBipfF, is chosen then any elementBf requireslog,(¢) bits. So, our
tag is as large a2 log,(q) bits which is approximately%H bits. Sincep < 1, the tag is slightly larger than two hashes
produced byh.

Since each block carries the signature, it is sufficient tothe signature verification process for family FID until
one of its blocks makes the authentication process suete3sierefore, when a new block of packets is received, the
receiver must react differently whether the family sigmatoas already been verified or not. We first design the sigmatu
verification routine VerifySignatureFamily.

Algorithm 3 VerifySignatureFamily

Input: The public key PK, the network characteristies3, a set of pairs of field elemen{gz;,y;),1 < i < m}, the
family FID and \.

1. Run MGS-Decoderon {(z;,v;),1 < i < m} to get a listL of candidates for the family signature verification. If
MGS-Decoder rejects this input then the algorithm stops.

2. While the signature has not been verified and the lishas not been exhausted, we pick a new candidate
h(r)|l -« - [[h(ra)l|G. If verify o (h(R(71)[ - - - |R(72)|[FID),5) = TRUE theng is considered as the authentic fam-
ily signatures and theh(r;)’s are memorized within the table HashBlock as the authéwatsh blocks:(7;)’s.

3. If the signature has not been verified then our algorittopsst

Output: (o, HashBlocK: family signature and hashes of thélocks.




Now, we describe our block decoder DecoderBlodihe definition of the boolean TestSignature is necessause
our scheme only checks the family signature until it is vedfby one block within the family FID. Once this has been
done, block hashes are stored into HashBlock and only blottieatications are performed. Let RP{R;, ..., R,,} be
the set of received packets.

Algorithm 4 DecoderBlock

Input: The public key PK, the network characteristies3, n, FID, BID, A, a boolean TestSignature, a table HashBlock
and the set of received packets RP.
1.Write the packets as Fun)BIDiHjiHPéfDi TéfDiHTgi and discard those having FJB# FID, BID; # BID or j; ¢
{1,...,n}. Denotem’ the number of remaining packetsnif < «n orm’ > n then the algorithm stops.

2. If (TestSignature= TRUE) then go to step 3. Otherwise, run VerifySignatureMaom them’ remaining points. If it
rejects the input then the algorithm stops. Otherwise, sstSignature- TRUE.

3. Run MGS-Decoderon the set{(j;,77¢),1 < i < m’} and get a list of candidates for block tag verification. If
MGS-Decoderrejects that set then the algorithm stops.

4. While the block BID has not been verified and the fishas not been exhausted, we pick a new candidate
hgpll - - |hEp- If (R(¢) = HashBlockBID)) then the tag of block BID is verified and we S}, = hg for
j €{1,...,n}. If Lis exhausted without a successful block tag verification the algorithm stops.

5. Fori € {1,...,n}, setP'y, = (. For each packet of RP (written @, = FID|[BID||j|| P4 ||l where
je{1,...,n})if h(Pp) = hlp thenP'Lp = Pip.

Output: {P'gp,...,P'pp}: set of identified packets.

After Stepl, the remainingn’ packets are renumbered@®,, . . . , RElp } whereRb, = FID||BID||j; || Pdio || 7o |72+
When we enter Step, the table HashBlock is full since the family signature hasrbverified.

Since a single signature is created per familpdflocks, one might think that our scheme is only joinable atraify
boundary. Nevertheles#rc},. T”] is present within each bock of packets the sender emits. Thus, any receiver can

vy Ty

join the communication group at any block boundary aslin [8].

Since the families oh blocks are independent from each other, the security of cheree relies on the security of a
family of A blocks. Similar to[[8], we give the following definition.

Definition 2 (KeyGenerator, Authenticator, Decoder) is asecureand(c«, 3)-correctmulticast authentication scheme
if no probabilistic polynomial-time adversarg can win with a non-negligible probability to the followinguge:
(i) Akey pair(SK, PK) is generated byS eyGenerator.

(i) Ais given:(a) The public keyPK and (b) Oracle access taluthenticator (but.A can only issue at most one query
with the same family identification tdgD).

(iii) A outputs(FID,n, «, 8, RP).

A wins if one of the following happens:

(a) (violation of the correctness property) The adversangceeds to outpuRP such that even if it containg; n;
packets of some authenticated packetAget for family identification tag=1D; = FID and block identification tag
BID,; = BID, the decoder still fails at authenticating some of the cargackets.

(b) (violation of the security property) The adversary sexs to outpulz P such that the decoder outpL{tE”élD, R
P'ap} (for someBID) that were never authenticated Byuthenticator (as a part of a family of\ blocks) for the
family tagFID.

Lysyanskayeet al. [8] showed that their schen{&eygen Auth, Decoder) was secure anly, 5)-correct. Following
their arguments, we obtain the following result for our soke

Theorem 1 The authentication schenigeyGen AuthFamily, DecoderBlock) is secure anda, 3)-correct.

Proof.
Suppose that our scheme is neither securg @pf)-correct. By definition, an adversay can break the scheme with a

non-negligible probability? (k). We have:



P(k) = p({the scheme is ndi, §)-correct or unsecuig
= p({the scheme is ndt, /3)-correct U {the scheme is unsecuie

Sincep is a measure, we deduce that one of the following two casesds t

p({the scheme is nd, 3)-correct) > @ (1)
p({the scheme is unsecye> @ (2

Point (1).If a polynomial-time adversaryl breaks the «, 3)-correctness of the scheme then the digital signature sehem
can be forged. This will be proved by turning an attack bregkhe(«, 3)-correctness into an attack against the signature
scheme. For this attacld has access to the signing algorithm sjgibut not SK itself), can use the public signature key
PK and the cryptographic hash functibnHe is also able to run the authentication scheme AuthFaritily queries made
to it are written agFID;, \;, n;, «;, B;, DP;) whereDP; is the set of\; n; data packets to be authenticated. In order to get
the corresponding output, the signature is obtained byyingsign,, within the authenticator. Following this process,
is able to break the scheme correctness since he got valDes i, «, 6 and a set of received packe®gp (for some
BID € {1,...,A}) such that:

b 3Z/ (FIDa )‘7 n, a, ﬂ) = (FIDH /\ia N5 Oy, ﬁz)
DenoteDP = {P},..., P{'}(= DP;) the data packets associated with this query.dftthe response given td.
In particular, we denote = signg(H1—x) whereH,_y = h(h(m)] ... ||h(m2)||FID) withVj € {1,..., A} 7; =
B Ih(P).

. ‘RPB|D n AP| > na and|RPB|D| < ,BTL

e (Pap,--. ,‘P”,;D) = DecoderBlock(PK, FID, BID, n, «, 3, TestSignaturgHashBlock R Pgip) where for somegi
such thatkRy, € RP we haveP} # P'Lp with: RE,y = FID|BID||5|| P4l mai0 172

Since DecoderBlockfirst checks the family signature and second outputs packessSignature can take two different
values (each of them involves a specific value of HashBlothis,.4 must be able to succeed in both following cases:

A. The setRPg)p is used to verify the signature.
B. The signature of the family has already been checked.

Case B illustrates the event when the receiver has alreatfiedehe family signature when he receives fake packets
introduced byA.

Case ASince the seR Pgp Vverifies the signature, the query to DecoderBlogives us a candidaig = A/ || ... ||k} |0’
with verifyp (R(R] || . . . ||} |FID), ¢’) = TRUE. We have to prove that siggwas not run on the inpui(h;|| . . . |2} ||FID).
This is proved in[[8]. Here, we have a slight difference. Tisatwe haveh(h}| ... |k} ||FID) whereas[[B] deals with
Ryl ... ||R\|IFID. As h is collision resistant, this difference is not a problem.

Case B.Now, we consider that the signature has previously beefieg@riThat is, the receiver has buﬁ‘erb@, SRy
ando’ such that verify, (h(h}]| ... ||} ||FID), ') = TRUE. We have two possibilitied®'%,5 # 0 or P'gp = 0.

e Sub-case B1P'},, # . Sinceh is collision-resistant, we have( P'%5) # h(PJp). SinceP’} s is a non-empty part of
a received packet, the decoding algorithm DecoderBlociputs a candidatey,, = h'gp]| - . ||2/aip Such thatiy =
h(h'gp| - - - | o). Moreover, DecoderBlogkincludesP’%, into the output packets if and only #{(P'%5) = h'4p.
Remember thatl(P'4,p) # h(Plp). We get:

W(P'ap)ll - [(Paip) - - 1(P'5ip) # h(Pap)Il . [h(Pép) - - [Ih(Fain)

Sincenh is a collision-resistant, we gefigp, # heip and for the same reason:

hW(h(P'eip) - 1P o)l - [h(P'gin)) # h(h(Faip) | - - 1 (Pio)l - | A(Pip))

Thus, the digital signature is not secure.

e Sub-case B2P'},, = (). Due to the consistency of MGS-Decogdésee [8]), DecoderBlockwill include the candidate
valuec = hipll...||hEp-. By definition, we haveh(c) = hgpp. So, the decoder cannot provide g, - . ., h'ap) =

@,...,0). If (Wgp,.-- o) = (hsp, ..., hEp) then the design of DecoderBlacknvolves thatP'y, = Pip
be non-empty and?}, is a received packet. In order to avoid this contraction, westhave(h/gs, . .., M pp) #

(hkip, - - -, hip). Neverthelessh(h/gpl - - - ||h/mp) = heip Which is impossible sincé is collision-resistant. Thus, we



get a contradiction.

Point (2).1f a polynomial-time adversaryl breaks the security property of the scheme than the undgrlignature
scheme is not secure. We consider the same kind of schemePaiin(1)..4 will succeed if one of the following will
hold:

A. AuthFamily was never queried on input EIB, n, o, 3, DP and the decoding algorithm DecoderBlpaoes not
reject it, i.e.0OPgp # () whereO Pgp = DecoderBlock(PK;, FID,BID, n, o, 3, RPgp) with BID € {1,...,\}.

B. AuthFamily was queried on input FID, n, , 3, DP. However some non-empty output pacl{%gID is different
from PJ, whereOPgip = {P'gp, - .., P'ap} andDP = {P},..., P} for some BIDe {1,..., A}.

Case ADue to the design of DecoderBlagkhe only possibilities to output non-empty packets wetlegi(exhibiting
a valid signature and valid hashes for block BID) or (validtmes for block BID which are consistent with the signature
and block hashes already buffered).

e Sub-case AlBecause we exhibit a valid signature, the MGS-Decolas output an elemedt= h'(7)| ... ||R (Tx)]|o’
such that verifg (h(h/(m1)]| . .. ||/ (72)||[FID), ') = TRUE. Since AuthFamily was never queried with FID, neitheesl
verifypk. Thus,o’ is a successful forgery, that is the signature scheme isaoots.

e Sub-case A2Denotes andh(71), ..., h(7y) the valid signature and its corresponding tags of bIocksncéSP’élD +
PJp we deduceh(P'Lp) # h(Pjp) because: is collision-resistant. For the same reasdn,p) # h(7aip). We get

a contradiction since outputting packets involV&sy,;) = h(7sip). We notice that even if we do not know dg5's
(some can be empty), the hastrg,p) is known thanks to VerifySignatureFamily.

Case BHere, we have the same situation as Point (1) Case A and SabB&a We get a contradiction with the security
of the signature scheme.
O

Thus, our modifications do not weaken either the securithercbrrectness of the technique developed]in [8]. In or-
der to compare our protocol to those relying on the sameiptamamely signature dispersal, we need to compute its cos

AuthFamily requires\ (n + 1) + 1 hashes] signature generation and, based on the analysis of Lysggaskal.’'s
scheme(Anlog n) field operations ovef,.

DecoderBlock is more complex to analyze since its complexity depends eibkbck used to successfully verify the
family signature. First, we compute the cost generated leytdock, sayb (1 < b < \), assuming that we received
packets wheré < gn and at leastvn with right numbering. In the following, the field is the onesdsfor the SRS code.
We have two cases:

1. The signature of the family has not been verified W& S-Decoderis run inO(n?) field operations and outputs
a list of O(1) signature candidates. We compute one hash and one sigratifieation for each of them until the
signature be verified. So, there is a totat(fn?) field operationsQ (1) hashes an@(1) signature verifications.

2. The signature of the family has already been verifld&S-Decoder is run as above. Each element of the list is
hashed. Then) (k) hashes are computed to authenticate the packets. Sirce3n andj is constant, we have
k = O(n). So, there is a total ad(n?) field operations and(n) hashes.

Consider the whole family of blocks. We notice that block authentications are only pssed after a successful
signature verification. Denot® the block which verifies the family signature. From bldcto 5 — 1, only unsuccessful
signature verifications are performed (Case 1). For bl§ckne successful verification and one block authenticatien a
performed (both cases). For blotk+ 1 to A, only block authentications are performed (Case 2). We cethe cost of
the group of\ blocks:

O((B—1)n?+n?+ (A — (B+1) +1)n?) field operations
OB—-1+n+1+(\—(B+1)+1)n)hashes
O(B — 1 + 1) signature verifications

So, we have) (A n?) field operationsQ(B + (A — B) n) hashes an@(B) signature verifications. We notice that the
field operations complexity does not depend on the biSckVe also haves < A, soB = O(\). Therefore, we have
O(An) hashes an@()\) signature verifications. Nevertheless, this kind of appnation is not relevant since the number
of hashes depends on the signature verifications perforAsstimings = O()\), we lose this dependence and therefore
get two "upper bounds" which are not reached at the same time.



4 Comparison of Signature Dispersal-based Schemes

4.1 Complexity Comparison

Our scheme relies on signature dispersal so we will compame SAIDA, eSAIDA, linear equations scheme and the
Lysyanskayaet al's one. We will not consider erasure codes froml| [12] sinay thlo not specify a particular class of
codes. Thus, we cannot evaluate the complexity of this igaenThe results 1 are built based on the definitions
found in [13] 14/ 15,11,18] where SAIDA, e-SAIDA, linear equais scheme and Lysyanskagial's scheme are iterated

A times.

Sender Receiver
Field Op. Hash Signature| Field Op.| Hash | Sign. Verif.
SAIDA O(An?) Aln+1) A O(An?) | O(An) A
e-SAIDA O(\n?) NEES)) A O(An?) | O(An) A
Linear Equations O(A\n?) A(n+1) A O(An?) | O(An) A
Lysyanskayat al’'s Scheme| O(Anlogn) An A O(An?) | O(An) Oo(\)
y Our Scheme | O(nlogn) [An+A+1] 1 [ On?) [O(Mn) | O() |

Table 1: Cost for signature dispersal-based schemes.

We notice that the approach 6f [8] is much more efficient thenather three schemes on every category but signature
verification. Nevertheless, this is where its strength mgjgpacket loss is. So, we can say that it is the most efficient
technique using signature dispersal (amongst those gabiee). So, our focus is to compare it (when iteratdimes)
to our technique. At the receiver, the complexities of bathemnes seem to be equivalent but bounds (for our work)
concerning hashes and signature verifications are linkgether and their exact values are smaller [see Sedtion 3). So
the complexity at the receiver is slightly better for ourescte. I Secfion]5, we will define a property for the ratesnd
G allowing O(1) for signature verifications. At the sender, we experimeatsame field operations complexity but our
technique computes a single signature whereas the othemscbenerates of them. This is at the cost of + 1 more
hashes computations. As said before, generating a digitaire is more time expensive than computing a hash. Since
a hash function takes inputs of any length, the time speitihgshe extra quantity generated by our scheme will be more
relevant than the number of extra hashes itself to get aroappation of the gain provided.

4.2 Threshold Values

DenoteH the size of a hash (in bytes), is time needed to hash one byte andhe time needed to produce one signature
(botht;, andt, must be expressed in the same unity). The etra 1) hashes ar&(ry), ..., h(7\) andH;_,. We have:

Vie{l,....,.A} || =nH and |h(m)]---||h(7x)||FID] = AH + |FID|

If we assume thgdFID]| is negligible with respect té{ then the size of the extra quantity to be hashgais 1) A\H. Since
our scheme experiences — 1) less signatures we deduce that it is the faster one if andifonly

(n+1)/\ch<(>\1)ts<:><1(n+1)Hih>)\>1 3)

S

DenoteXC := 1 — (n + 1)Hi—’;. If X < 0then) < 1/K. This upper bound is logical. Indeetf, < 0 means
ts < (n+ 1) Htp. Sincety, is small (in comparison t6,) andH not too large, this configuration happens wheis large
enough. In that case, we have a lot more hashes per block, iThus too large then it is faster to compute one signature
per block than all the extra hashes plus the family signat¥eare interested in the case where reasonable and so
K > 0. Since\ > &, we defineA := [£] (which depends on). We implemented the mapping— A(n) with different
hash functions (MD5, SHA-1, SHA-256, RIPEMD-160 and Pan#&taah (little and big endian)) and signature schemes
(RSA, DSA (both produce a 1024-bit signature) and ESIGN g1ifs)). The graphs are depicted as Figyre 2.

When Perriget al. implemented EMSS [17, 18], one signature packets was sent 8000 ones. Park and Cho [15]
usedn = 200 andn = 512 to implement both SAIDA and eSAIDA. Figuré 2 shows that 2 whenn is up to1000 for
our choice of hash functions and signature schemes.

OnceA has been chosen as[on Figufe 2, we determine the gain in tepnodrtion of extra packets per block our
scheme provides. That is, onge> A andn are fixed [[Condition (3) being checked) we determie® wheren is
defined such that processing a family)of packets with our technique is as time consuming asnsecutive iterations
of Lysyanskayaet al’s one withn packets per block. We also want to compute the gain of our ineitle respect to the
schemes previously quoted. As before, we need to deteriminénte spent at the sender for both schenfe®( will be
considered as negligible). We den@®ehe size of a packet (in bytes). Results are shovinin Tdble 2.
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Our Extension Lysyanskayat al's Scheme| Linear Equations| SAIDA | e-SAIDA
(A times) (A times) (Atimes) | () times)
An(P +H) + Hltn + ts APty +ts) An(P + H)tpn + ts)

Table 2: Time at the sender.

Thus, it is sufficient to study Lysyanskagaal’s scheme and SAIDA. Denot&y", T)y", T2ams the time spent at
the sender for our protocol, Lysyanskagtaal's technique and SAIDA respectively withblocks ofn packets each. We
want to determine the minimal integek§y andNsapa such that:

YN > My Té\kN > T,_/\Y’n and YN > Nsapa Té\kN > TS?A?DA

This is equivalent to:

ts

P (1—%)5—7{
n + -
P+ H Pt+H

NLY:{ P+H

1-4) L —H
—‘ and NSAIDA = ’711 + ()\)th—‘
Neverthelesg, Condition (3) must hold. It can be proved ifithie above two numbers do not check that equation then

none does (the proof relies on the minimality of these imgg&o, we define the following two integers and then the gain
for each scheme:

P (1-%) ¢ —H .
iy = LD*H n+ ——pF if holds
is not defined otherwise
ny DR holds
NSAIDA = P+H '
is not defined otherwise
The gains are defined as:
n n
Gy=1—-— and Gsppa =1 —
nLy T'SAIDA

Perriget al [17] and Pannetrat and Molva [12] attempted to solve twdi@aar cases. They had two different packet
sizes:64 and512 bytes. We chose the same ones and used MD5 (as hash functbRSA (as signature scheme). Our
results indicate that, whexis fixed, increasing the number of packet per blaakakes the benefit decrease in all cases.
This observation is consistent with what we noticeld in $ech.? gives us an approximation of the gain provided
by our scheme foP = 64. The value of\ is not specified since it appeared not to have an importaradétgn the gain.

10% 25% 50% | 75% | 90%
Gy 45700 | 25700 | 11500 | 2800 | 1400
G'saipa X 40000 | 13300 | 4700 | 1900

Table 3: Approximation of threshold values abauor Gy andGsapa WhenP = 64.

Our results also showed that whenwas small then the gains were closeltoRemember thah is fixed (so that
holds). Whem becomes small (i.e. the block size decreases), Lysyanskasig technique and SAIDA
"tends to" be similar to the sign-each approach scheme éngech packet carries its own signature) whereas our scheme
"tends to" be similar a block signature scheme (withackets). This justifies the important gain we earn for thvedges
of n. Our observations also indicated that wheandn were fixed then increasing the packet sRdfrom 64 to 512
bytes) made the gain provided by our scheme decrease.

5 Improvements on the Signature Verification Complexity

5.1 Accuracy of the Parameters

The signature verification complexity 3(\) for our scheme which is the same as Lysyanskatyal's (when their
technique is iterated times). We present a modification of our approach which alewhaveO(1) instead under some
assumptions. We need to introduce the following definition.

Definition 3 We say that a coupleA, B) of survival and flood rates igccurateo the network for a flow aV symbols if:

1. Data are sent per block df elements through the network.

10



2. For any block ofV elementsE1, - - - , Ey} emitted by the sender, if we dendt&, . .. ,EH} the set of received
packets them < BN and at leastAN elements of E4, - - - , Ex} belong to{E4, ..., E,}.

The second condition must be true for each receiver belgngithe communication group.

Remark:We notice that, whetV is fixed, (4, B) is not unique. Indeed, anl, B) with B > B and0 < A < A'is also
accurate for the same floiv.

In our case, we havd = n (see Ste of [Algorithm 7). We have the following proposition:

Proposition 1 If («, ) is accurate then any set of received packet verifies the yagighature using)(1) signature
verifications.

Proof.
Denote FID the family number. Assume that we receive a setfRRckets for some block number BID where B
{1,...,A}. Since(«, 3) is accurate, we haviRP| < (n and at leastvn packets of RP come from the sender. Denote

Sre that subset of RP an@irp the subset of RP consisting of elements having correct ninpé-1D, BID, ¢») where
Y e {l,...,n}. We have:Sgp C Crp C RP so:an < |Srp| < |Crp| < |RP < On.

We will prove that RP verifies the signature by running VeSifynatureFamily wittCrp as input. In Stef, a request
to run MGS-Decoderon Crp is executed. The above inequalities prove thiap is not rejected and a list of size(1)
is output by MGS-Decoder Due to its consistency (seel [8])(71)|| - - - [[h(7x)||lc must belong to that list where is
the signature and(7;) the hash of the™" original block created by the sender for the family FID. Tefere, Stef2 of
VerifySignatureFamily will be successful after at moxtl) signature verifications (Stepis not executed). Thus, RP
verifies the family signature.
O

We deduce the following theorem:

Theorem 2 If («, ) is accurate then the complexity of signature verificatio®{g ).

Proof.
Denote FID the family number. Assume that we receive a set RPackets for some block number BIBID €
{1,...,A}). We run Decoderon RP. Its design indicates that once the family signatusebean verified for some SeP,
no more signature verifications are performed for FID. Sifieg?) is accurate, we can apgly Propositign 1. Therefore,
signature verifications for FID are only computed for thet fiexeived seRP for this value FID. Thus, if RP= RP then
O(1) signature verifications are performed, else no signaturiéioations are computed. This involves that oril1)
signature verifications are performed for FID. Since no Bjpaglues have been assigned to FID, we get our result.

O

5.2 Limitations

In practical applications, it is difficult to find a couple, 5) which is accurate and realistic due to the large number of
receivers (potentially several tens of thousands). Usiageémark following Definition 13, we can say thatifs "close to"

0 andg3 "large enough" thefw, 3) is accurate for a flow ofi. The drawback is that the length of the tgig}, || 7% appended

to each packet is approximate%ﬂ—( (sed_Sectionl3) where= ﬁ. That is, this tag is aroungg (2(1+¢)H) large.

If the sender chooses unrealistic values.as 1—10 andg = 5 then we get:aﬁ2 = 500. So, the tag is larger thar00 hashes
produced by (sincee > 0). This creates too large an overhead per packet for disimibin the network. The previous
values were called "unrealistic" because this choicénof?) means that at lead% of the original packets and a total

of no more tharbn packets are received. If these values were really accurateit would mean that the opponent would
have a very huge control over the network and the few packetseteivers would authenticate would be probably useless.

If the number of receivers is relatively small then each efithcan send back a report of the transmission consisting
of his own («;, 3;). Thus, the sender can adjygt, 5) which will be accurate for further transmission @s= min o

K3
and( = max ;. Nevertheless, this approach is impracticable when tre afizhe communication group increases. In
1
this case, the sender has to choose a coiplé) which seems suitable for a large proportion of receiversifstance
95%) but which is not guaranteed to be accurate for all of thener@tore,95% of the receivers will have) (1) as

signature verification complexity whereas the other ondisexperienceO () due to potential rejects of received packets
by Decodey.
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6 Conclusion

In [8], Reed-Solomon codes were used to solve the multiaatsteatication problem in the fully adversarial network.
Extending this approach, we designed a scheme where a sigglgture is computed for every family afblocks ofn
packets. Our technique still allows any receiver to joincbenmunication group at any block boundary. The complexity
at the receiver (in term of signature verifications and hashputations) is better than the complexity ofterations of
Lysyanskayeet al’s protocol. In particular, when the sender has knowledganoaccurate coupléx, 5) for most re-
ceivers, the complexity of signature verification for a fanaf A blocks become® (1) (for these participants) which is
the complexity of Lysyanskayet al’s technique for 1 block only.

The minimal valueA, of A such that our extension is the faster one at the sender rersiaall. For instancey = 2
up ton = 30000 for RSA and MD5. Thus the extra requirements consisting &iebmg A n packets is quickly amortized.
Since packets are sent and authenticated per block, thegtipat of data within the network does not vary too much. Our
technique also allows joinability at any block boundarycsithe family signature is spread into every block. Theeefor
the size of the communication group can grow even after tiggnhing of data transmission. The gain provided by our
technique is larger thab0% of extra packets per block with respect to SAIDA, eSAIDA, yseskayeet al’s and linear
equations protocols up to = 11500. This large value ofi should be sufficient for most live applications.

What remains to design is a technique allowing a single sigadb be computed for the whole stream respecting the
property of joinability. Indeed, in our work, Reed-Solommodes are used to deal with opponent’s malicious actions but
we still need to compute one signature evariglocks to achieve the non-repudiation and joinability gy If such a
process exists then it will also be faced with the fully adeeial network model where the opponent can drop a certain
amount of chosen data packets.
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