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Abstract

In this paper, we investigate the problem of increasing the threshold parameter of the Shamir(t, n)-threshold scheme
without interacting with the dealer. Our construction will reduce the problem of secret recovery to the polynomial recon-
struction problem which can be solved using a recent algorithm by Guruswami and Sudan.
In addition to be dealer-free, our protocol does not increase the communication cost between the dealer and then partic-
ipants when compared to the original(t, n)-threshold scheme. Despite an increase of the asymptotic time complexity at
the combiner, we show that recovering the secret from the output of theprevious polynomial reconstruction algorithm is
still realistic even for large values oft. Furthermore the scheme does not require every share to be authenticated before
being processed by the combiner. This will enable us to reduce the number of elements to be publicly known to recover
the secret to one digest produced by a collision resistant hash function which is smaller than the requirements of most
verifiable secret sharing schemes.

Keywords: Secret Sharing Scheme, Polynomial Reconstruction Problem, Threshold Changeability, Insecure Network,
Cheater Resistance.

1 Introduction

A (t, n)-threshold secret sharing schemeenables an authority calleddealer to distribute asecrets assharesamongstn
participants in such a way that any group of minimum sizet can recovers while no groups having at mostt− 1 members
can get any information abouts. The recovery process is executed by an authority calledcombiner. When introduced in
1979 by Shamir [33] and Blakley [1], secret sharing was designed to facilitate the distributed storage of a secrets in an
unreliable environment. Nowadays secret sharing protocols play an important role in group-oriented cryptography [5]. In
such a context, it is likely to have an attacker trying to recover the secret values. In addition, the attacker capabilities are
likely to change over time requiring the threshold parameter t to be modified. Unfortunately, establishing secure commu-
nication between then participants and the dealer to modify the threshold may not be possible after the original setup
stage. Ideally, the dealer should not be required to take part to the threshold update process. A scheme having this property
is said to providedealer-freethreshold changeability. Several such schemes have been designed but either they have large
storage/communication requirements for the group membersor the original(t, n)-scheme was specially designed for par-
ticular future threshold modification [3, 20, 21, 22]. Some constructions require communication between participantsto
achieve the threshold update [6, 23]. The recent construction by Steinfeldet al. [35] overcome these drawbacks provided
that all participants are honest when recovering the secrets.

In a group-oriented context, it is also important to consider the case when some participants (or an outsider imperson-
ating one of the participants) submit invalid shares to the combiner either to get some information abouts or to prevents
from being reconstructed by the combiner. An approach to deal with an enemyE would be to let each participant flip a coin
and send to the combiner either his share or an erasure according to the draw. Nevertheless, it is easy forE to differentiable
an erasure from a non-erased symbol. Encrypting information would preventE from getting knowledge of the transmitted

∗The original version of this paper appears in the proceedings of the 2nd SKLOIS Conference on Information Security and Cryptology (INSCRYPT
2006), Lecture Notes in Computer Science, vol. 4318, pp 103 - 117, Springer - Verlag.
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element. Nonetheless, encryption would not make the combiner immune against a substitution attack performed byE
sinceE can substitute the eavesdropped valuevi by any random elementv′

i uniformly chosen fromFp \ {vi} (whereFp

denote the finite field of prime orderp). The probability thatv′
i is the encryption of neither an erasure nor the sharesi

is at least1 − 3
p

which means that the elementv′
i, reaching the combiner, will be incorrect with high probability. Thus,

recovery ofs is not guaranteed by this approach (see Section 2). In [24], McEliece and Sarwate studied the case where
some shares submitted to the combiner were faulty. The drawback of this approach is that the share construction depends
on the number of incorrect values to be tolerated. Thus, the scheme is not secure if the abilities ofE increase over time
as it is likely to occur as said in earlier. The problem of dealing with dishonest participants was further studied in [9, 10].
Tompa and Woll [40] designed a generic attack on any linear secret sharing scheme enabling a dishonest participant to
recover the values while honest participants receive an invalid secrets̃ 6= s from the combiner. As noted in [41], there
are two main ways of dealing with cheaters. The first approachis to discourage cheaters from sending incorrect shares to
the combiner by designing the scheme in such a way that the cheater cannot recovers from the incorrect secret̃s built
by the combiner. Although the protocols in [29, 27, 28, 41] are unconditionally secure, they do not prevent the combiner
from reconstructing an invalid secrets̃ when some participants submit incorrect shares. The secondapproach is to build
the shares in such a way that the participants and/or the combiner can verify their correctness. Such schemes are called
Verifiable Secret Sharing(VSS) schemes. Unfortunately, most VSS have requirements which become prohibitive when
the group sizen or the secret size|s| gets large. For instance in [38], sharing integrity is verified using an interactive
protocol between the dealer and each participant. In [18], the dealer has to createn additional elements and transmit each
of them to every participant which involves a large communication overhead as well. In [32], the dealer has to publish
n+1 elements of size|s| andn+ t elements from a group of order|s|. The scheme in [8] is unconditionally secure but the
dealer needs to distributen polynomials of degree at mostt − 1 which represent a total ofn t extra elements of size|s|.
Recently, Stinson and Zhang designed a technique dealing with up toℓ cheaters [37]. Nevertheless, when there are exactly
ℓ cheaters their Generalized Combined Algorithm will require all then shares to have been submitted to the combiner in
order to successfully recovers.

In this paper, we propose a computationally secure approachto modify dynamically the threshold of Shamir(t, n)-
scheme according to the enemy’s abilities. In our construction, each participant will receive one share from the dealerand
will generate some random elements when sending data to the combiner. These random elements will first allow us to
increase the thresholdt to T by reducing the secret recovery problem to the polynomial reconstruction problem for which
an efficient algorithm has been developed by Guruswami and Sudan [13]. We will show that it is computationally pro-
hibitive to recovers from T (≥ t) "shares" that are submitted to the combiner. Furthermore when up toF communication
channels are corrupted either by an outsider or by dishonestparticipants, Guruswami and Sudan’s algorithm will enable
us to deduce another thresholdTF from which secret recovery is guaranteed. In addition to be dealer-free, our protocol
has several advantages over the previous constructions. First, the communication cost between the dealer and then partic-
ipant will be identical to the cost of the original Shamir(t, n)-threshold scheme and therefore it will be independent from
bothn andt. Second, a single element will need to be publicly known to recovers. Finally, exhausting the output of the
polynomial reconstruction algorithm to recovers will remain practical even for large values oft.

This paper is organized as follows. In the next section, we will recall the construction of Shamir secret sharing scheme
and introduce two standard polynomial reconstruction problems. They will be used to design and prove the security and
soundness of our construction in Section 3. In Section 4, we will study the practical efficiency of our scheme over an
insecure network. In the last section, we will summarize thebenefits of our protocol to the problem of dealing with
enemies in secret sharing schemes over an insecure environment.

2 Preliminaries

2.1 Shamir Secret Sharing Scheme

Let p be a prime number. Denotes ∈ Fp the secret to be shared amongst then participantsP1, . . . , Pn. Every participant
Pi is given a unique identification valuexi ∈ F

∗
p.

Share Construction. The dealer uniformly selectst − 1 coefficientsa1, . . . , at−1 from Fp and builds the polynomial
S(X) overFp as:

S(X) := s +

t−1
∑

i=1

ai Xi

and computes then shares(x1, y1), . . . , (xn, yn) as:∀i ∈ {1, . . . , n} yi := S(xi). Share(xi, yi) is given to participant
Pi for i in {1, . . . , n}.

Secret Recovery.Assume that the combiner receivest shares(xi1 , yi1), . . . , (xit
, yit

). He reconstructs the polynomial
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S(X) using Lagrange interpolation formula as:

S(X) =
t

∑

j=1

yij









∏

1≤k≤t

k 6=j

X − xik

xij
− xik









and recoverss since:s = S(0).

Cheating in Shamir Secret Sharing Scheme.Assume that at least one of the participants (sayPij
) sends an incorrect

share to the combiner. The incorrect share can be written as(xij
, ỹij

) whereỹij
6= yij

. DenoteS̃(X) the polynomial
obtained by the combiner. SincẽS(X) is a univariate polynomial passing through(xij

, ỹij
) we haveS̃(X) 6= S(X).

Therefore, it is unlikely to haves = S̃(0). Thus secret recovery cannot be guaranteed even if there is only one dishonest
participant.

In addition, any outsider to the groupP1, . . . , Pn can recovers by eavesdropping the communication betweent
participants and the combiner using the same reconstruction process as the combiner.

2.2 Reconstructing Polynomials

We introduce two computational problems related to the reconstruction of polynomials.

Polynomial Reconstruction Problem (PRP).Given as inputK, T andN points(x1, y1), . . . , (xN , yN ) from F
2
q (where

q is the power of a prime numberp), output all univariate polynomialsP (X) of degree at mostK such thatyi = P (xi)
for at leastT values ofi.

In [13], Guruswami and Sudan developed an algorithm calledPoly-Reconstructoutputting such a list provided that:
T ≥

√

(1 + ǫ)K N for some positive constantǫ. It requiresO
(

N2 ǫ−5 log q
)

field operations inFq and the list has size

O
(

ǫ−5
√

N
T

)

[12]. Therefore, in order to use Poly-Reconstruct, we must haveT >
√

K N . Poly-Reconstruct is the best

known algorithm to solve PRP [2].

Noisy Polynomial Interpolation Problem (NPIP).Let P (X) be a polynomial of degreeK over the finite fieldF2
q (where

q is the power of a prime numberp). GivenN > K + 1 setsS1, . . . , SN andN distinct field elementsx1, . . . , xN such
eachSi := {yi1, . . . , yim} containsm−1 random elements andP (xi), recoverP (X) provided that the solution is unique.

It is clear that Poly-Reconstruct can be used to solve NPIP whenN >
√

K N m (i.e. N > K m). In [2], Bleichen-
bacher and Nguyen studied the case whenN ≤ K m. They enlightened that when the size of the field characteristic |p|
was at least80 bits long, the previously known techniques solving NPIP were computationally impractical while their
construction based on lattices was efficient forK up to 154 andm = 2. Nevertheless, they pointed out two important
facts. First they could not guarantee that the valueK = 155 was reachable in practice (whenm = 2) and second, their
algorithm took one day to recoverP (X) whenm = 3 for K as small as101 on a500 MHz 64-bit DEC Alpha using
Victor Shoup’s NTL Library (version3.7a) [34] and Schnorr’s BKZ reduction [30, 31].

3 Our Construction

As in [2], we consider that the size of the secret is at least80 bits long. This is a realistic asumption since secret sharing
protocols can be used to distribute keys for digital signatures (see [14] for instance). As in [15], the security of our
construction will rely on the difficulty of solving NPIP. As said in Section 1, the size of the group is considered to be
large. Therefore, we can assume that the thresholdt is beyond160 for which Bleichenbacher and Nguyen’s construction
cannot be used to solve NPIP. This assumption involves a large number of participantsn. An illustration of such a setting
is electronic legislature [7, 11] wheren can be of the order of hundreds. One can even expect an organization such as the
United Nations to have committees of thousands of representatives. In our construction we also consider that the dealeris
honest.

3.1 Distributing Shares

We need a collision resistant hash functionh [26]. Letp be a prime number. Denotes ∈ Fp the secret to be shared amongst
then participantsP1, . . . , Pn. Every participantPi is given a unique identification valuexi ∈ F

∗
p.
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Share Construction. The dealer uniformly selectst − 1 coefficientsa1, . . . , at−1 from Fp and builds the polynomial
S(X) overFp as:

S(X) := s +

t−1
∑

i=1

ai Xi

He computes then sharesy1, . . . , yn as:∀i ∈ {1, . . . , n} yi := S(xi) and publishesh(s‖a0‖ · · · ‖at−1). Share(xi, yi) is
given to participantPi over a secure channel fori in {1, . . . , n}.

3.2 Threshold Increase and Secret Recovery

As said in Section 1, we will assume that the network (i.e. thecommunication channel between the participants and the
combiner) is under control of an outsider who can eavesdrop communications. If the(t, n)-scheme has to be used over a
long period of time then it is likely the adversary increaseshis computational power and therefore threatens the security
of the scheme. As a consequence, the threshold valuet may need to be increased to preserve the secrets from being
recovered by an enemy eavesdropping the network. Nevertheless, the dealer may not be part of the network when the
threshold increase is needed. As in [35], our construction will be dealer-free and the new threshold value will be set by the
combiner. It can be reliably transmitted to each participant over the insecure channel using a digital signature [36].

Let λ be any positive integer such that:n ≥ (t − 1)λ + 1. Assume that each participantPi randomly choosesλ − 1
distinct elements fromFp \ {yi} and sends the whole set ofλ coefficients to the combiner. Upon reception of data fromt′

participants, the combiner has to solve an instance of NPIP.As said in Section 1, Poly-Reconstruct can be used provided:

t′ >
√

(t − 1) (λ t′)

which is equivalent to:t′ > (t − 1)λ. As said in Section 2, the list output by Poly-Reconstruct contains the polynomial
S(X). DenoteT the integer defined as:T := (t − 1)λ + 1. Notice that:T ≥ t.

Combining Shares.Assume that the combiner receivesλT elements fromT participants. He runs Poly-Reconstruct to
obtain a list of candidates for the polynomialS(X). Using the public valueh(s‖a1‖ · · · ‖at−1), the receiver recovers
S(X) from the list (as in [17]) and obtainss as:s = S(0). Notice that the use ofh is at the cost of losing information
theoretic security. As we will see later, computational security will be guaranteed by our choice oft.

Remark, whenλ = 1, our construction is identical to Shamir(t, n)-threshold scheme. Without loss of generality, we
will assume thatλ ≥ 2 is the remaining of this paper.

3.3 Dealing with Eavesdroppers

3.3.1 Passive Eavesdropper

We first consider that the eavesdropperE is passive. This means thatE can read information but cannot modify or inject
data into the network. It should be noticed that if he can spyT communication channels then he can recovers in the
same way as the combiner since the valueh(s‖a1‖ · · · ‖at−1) is public. Now, we have to argue that ifE has access to at
mostT − 1 channels then it is computationally impossible for him to recovers. DenoteC the number of eavesdropped
channels andPi1 , · · · , PiC the corresponding participants. SinceC < T , E cannot use Poly-Reconstruct on theλ C values
he obtained to recoverS(X). We have three cases to consider.

First case:C ≥ t + 1
Since at leastt + 1 participants are eavesdropped, the problem of recoveringS(X) from theλ C points is an instance of
NPIP. Due to our choice of parametersp andt no algorithm is known to solve efficiently NPIP (see Section 2).

Nevertheless, data from anyt participantsPi1 , . . . , Pit
can still be used to reconstruct polynomials of degree at

most t − 1 using Lagrange interpolation formula by picking one elements from each participant. There is a total of
λt polynomials includingS(X). For each of these polynomials one hash is computed and compared to the public value
h(s‖a1‖ · · · ‖at−1). The average number of hashes of(t log2 p)-bit messages to be computed is:

λt + 1

2

This approach becomes computationally prohibitive sinceλ ≥ 2 andt ≥ 160.

Second case:C = t
According to Section 2.2, NPIP is defined provided that we have N > K + 1 sets of elements (whereK is the degree
of the polynomial). In our case, this inequality can be written as:C > t. This means that attempting to solve NPIP when
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C = t is irrelevant. Therefore, the only known approachE can follow is to use Lagrange interpolation formula as in the
first case.

Third case:C < t
In this case, Lagrange interpolation formula can only be used to obtain polynomials of degree at mostC−1. Nevertheless,
the probability that the degree ofS(X) is at mostC − 1 is extremely small. Indeed, using the fact thea1, . . . , at−1 are
drawn uniformly at random fromFp we have:

prob(deg(S(X)) ≤ C − 1) = prob(aC = · · · = at−1 = 0) =
1

pt−1−C

Sincep is at least80 bits long, we have:p > 279. We obtain:

prob(deg(S(X)) ≤ C − 1) ≤ 2−79(t−C)

where:t − C ≥ 1. In particular we get:

prob(deg(S(X) = t − 1)) ≥ 1 − 1

279
≥ 1 − 10−21

Thus, the only approachE can use is to solve linear systems oft unknowns andC equations. This yields to a total of
λC pt−C polynomials includingS(X). The average number of hashes of(t log2 p)-bit messages to be computed is:

λC pt−C + 1

2

Since the fieldFp hasp elements, we have:λ ≤ p. Therefore, the previous value is lower bounded byλt+1
2 which repre-

sents the complexity of the first two cases.

We deduce that ifE cannot eavesdrop more thanT−1 channels then it is computationally impossible for him to recover
the secrets. Thus the threshold value of Shamir(t, n)-threshold scheme set by the dealer has been increased toT where
T = (t − 1)λ + 1. We have:

T

t
=

(

1 − 1

t

)

λ +
1

t
≃ λ

Thus, the original threshold valuet has been approximately multiplied byλ (without the intervention of the dealer).

3.3.2 Active Eavesdropper

We now assume that the eavesdropperE is active. This means thatE can also modify or inject data into the network. His
goal is to prevent the participants to recover the secrets. He has two ways to proceed:

First Case.E can drop or inject data such that the combiner receives either two identical elements or̃λi 6= λ elements from
some participantPi. In this case, the combiner can simply ignore data originating fromPi when running Poly-Reconstruct.
If E performs this action on several channels then it may result in a denial-of-service attack on the secret reconstruction
process. Nevertheless, this attack has two drawbacks forE . First, it will not result in an incorrect secrets̃ to be recovered
by the combiner (contrary to [40]). Second, it reveals the presence ofE to the combiner. Thus, the latter can decide to set
up another communication channel betweenPi and himself which is likely not to be under control ofE . Therefore, we
will not consider thatE performs this kind of attack any longer.

Second Case.E can substitute data originating fromPi by his own forgery in such a way that the combiner receives exactly
λ distinct elements. The forgery is successful if the shareyi is not amongst the set of elements received at the combiner.
To achieve this goal,E has to generateλ new distinct elements fromFp sinceyi is indistinguishable from the remaining
λ − 1 elements generated byPi.

Assume the combiner receives data fromt′ participants where up toC channels have been corrupted byE . The com-
biner must solve an instance of PRP. Consider:n ≥

√

(t − 1)λn + 1 + C. The combiner can use Poly-Reconstruct
provided:

t′ − C >
√

(t − 1)λ t′

Sincen ≥
√

(t − 1)λn + 1 + C, we can define the integerTC as:

TC := min
{

t′ ∈ {1, . . . , n} | t′ − C >
√

(t − 1)λ t′
}
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Therefore, it is sufficient for the combiner to collect data from TC participants to run Poly-Reconstruct and recovers.
More details concerning the valueTC and the size of the list output by Poly-Reconstruct will be given in Section 3.5.

It can be noticed that we can deal with active eavesdroppers using authentication protocols for insecure channels such
as [16, 19, 39]. They prevent forgeries to be accepted by the combiner. In addition, the use of an error correcting code [16]
will also allow the combiner to recover from element erasures. In those protocols, the role of the sender will be played by
each participant in turn whereas the receiver will be the combiner.

3.4 Dealing with Dishonest Participants

The recovery process from Section 3.2 is guaranteed to work if every participant is honest as in [35]. This means that each
participant submits to the combinerλ distinct elements including his shareyi. Nevertheless the larger the group is, the
higher the probability of having dishonest participants becomes.

A dishonest participantPi can act in two different ways. First, he can submit either twoidentical elements or̃λi 6= λ
elements to the combiner. Second, he does not submit his correct shareyi. The first case is ruled out in the same way as
in the case of an active eavesdropper in Section 3.3 except that the combiner does not set up any other channel toPi but
removesPi from the group of trusted members. The second case can be treated as in Section 3.3 as well. Namely, we
assume the combiner receives data fromt′ participants where up toD are dishonest. The combiner must solve an instance
of PRP. Consider:n ≥

√

(t − 1)λn + 1 + D. The combiner can use Poly-Reconstruct provided:

t′ −D >
√

(t − 1)λ t′

Sincen ≥
√

(t − 1)λn + 1 + D, we can define the integerTD as:

TD := min
{

t′ ∈ {1, . . . , n} | t′ −D >
√

(t − 1)λ t′
}

Therefore, it is sufficient for the combiner to collect data from TD participants to run Poly-Reconstruct and recovers.
More details concerning the valueTD and the size of the list output by Poly-Reconstruct will be given in Section 3.5.

3.5 Dealing with Invalid Data

In this section, we will combine the results from Section 3.3and Section 3.4. We consider that there are at mostD dishonest
participants amongst the group ofn members and at mostC channels are under control of an active eavesdropperE . Even if
E can modify data sent by a dishonest participant, we only consider the worst case whereE only acts on channels between
the combiner and honest participants. Therefore, the number of channels transferring invalid data is at mostD + C. This
bound is denotedF . We assume the combiner receives data fromt′ participants where up toF channels are faulty. The
combiner must solve an instance of PRP. Consider:n ≥

√

(t − 1)λn + 1 + F . The combiner can use Poly-Reconstruct
provided:

t′ −F >
√

(t − 1)λ t′

Sincen ≥
√

(t − 1)λn + 1 + F , we can define the integerTF as:

TF := min
{

t′ ∈ {1, . . . , n} | t′ −F >
√

(t − 1)λ t′
}

We have the following theorem the proof of which can be found in Appendix A.

Theorem 1 If up toF channels are faulty then the combiner needs to obtained the elements of (at least)TF participants
to run Poly-Reconstruct. The size of the output list is upperbounded byUF and includesS(X) where:

TF =















⌈

F + (t−1) λ
√

∆F

2

⌉

if (t−1) λ
√

∆F

2 /∈ N

F + 1 + (t−1) λ
√

∆F

2 otherwise

UF =

⌊

TF−F−1
t−1 + TF−F

(TF−F)2−(t−1) λ TF

(

λTF +

√
(TF−F)2−(t−1) λ TF

t−1

)⌋

with: ∆F = (4F + (t − 1)λ) (t − 1)λ.

The values ofTE andTD from Section 3.3 and Section 3.4 can be obtained from Theorem1 substitutingF by E andD.
The size of the lists output by Poly-Reconstruct are boundedby UE andUD respectively.

6



4 Efficiency of Secret Recovery

In this section we will study the computational cost of our construction for the dealer and the combiner when up toF
channels are faulty.

4.1 Computation Cost of the Protocol

Cost at the Dealer.The dealer needs to generatesn shares as evaluations of a polynomial of degree at mostt− 1 overFp.
Using Horner’s method, the evaluation of a polynomial of degreed requiresd − 1 multiplications andd − 1 additions in
the field. In our case, we have:d ≤ t− 1. That is, the dealer performs at mostt− 1 additions andt− 1 multiplications in
Fp to build then shares. This is the same cost as Shamir(t, n)-threshold scheme.

Cost at the Combiner. In Section 3.5, we showed that if the combiner receives data from TF participants then he
could recoverS(X) by exhausting the list output by Poly-Reconstruct the size of which is upper bounded byUF .
As said in Section 2, the number of field operations to build the list of polynomials isO((λTF )

2
ǫ−5 log2 p) where

TF −F ≥
√

(1 + ǫ) (t − 1)λTF and at most one hash is computed per list element.

Table 1 summarizes the cost of our construction. We did not include the cost of computingS(0) sinceS(0) is the
lowest degree coefficient ofS(X).

Dealer Combiner Participant
n (t − 1) multiplications O((λTF )

2
ǫ−5 log2 p) field operations Storage of1 element

n (t − 1) additions UF hashes of(t log2 p)-bit messages

Table 1: Cost of our construction when up toF channels are faulty.

4.2 Efficiency Comparison

As claimed in Section 1, each participant receives one share. This leads to a communication cost between the dealer and
then participants which is identical to the original Shamir(t, n)-threshold scheme. This constitutes a major advantage
over constructions such as [8, 18] since the group size is assumed to be large. In addition, we only require one hash value
to be publicly known to recover the secrets contrary to [32] where (at least)n + 1 elements of size|s| need to be known.
Since the secret is at least80 bits long, the construction by Schoenmakers involves80 (n + 1) bits to be reserved in a
public register. This is larger than one digest produced by SHA-256 for n ≥ 4.

The time for recoveringS(X) from the list output by Poly-Reconstruct is an important parameter for the efficiency of
our scheme. We illustrated the results from Theorem 1 using SHA-256 as a collision resistant hash function. We consid-
ered thatp was80 bits long. Based on Dai’s benchmarks [4], our results are shown in Table 2 where the time unit fortSHA

is the second.

Contrary to Bleichenbacher and Nguyen’s technique, Table 2seems to indicate that fort up to 200 and even in the
presence of up to100 dishonest participants, recoveringS(X) from the list output by Poly-Reconstruct is quite fast (155
seconds) even for small values ofλ. This behavior is confirmed for larger values oft since the list is exhausted in less than
36 minutes (2152 seconds) whent = 500.

The list decoding result by Guruswami and Sudan used in this paper was recently extended by Parvaresh and Vardy
[25] where a larger number of incorrect symbols can be tolerated. Nevertheless, this improvement occurs only when
the ratio t

n
does not exceed1

16 . In addition, they did not provide an explicit decoding timecomplexity (despite it
is in polynomial time) contrary to Guruswami and Sudan wherethe decoding time complexity of their algorithm is

O
(

n2 ǫ−5 log2 p logO(1) log p
)

whereǫ is defined as in Section 2.2 [12].

4.3 Limitations

Our construction has two drawbacks related to the use of Poly-Reconstruct. Contrary to [35], we cannot choose our new
thresholdT > t since this new value is fixed as(t − 1)λ + 1. Second, in order to haven ≥

√

(t − 1)λn + 1 + F we
must have:

t ≥ n

λ

(

1 − 1 + F
n

)

+ 1

In particular, we must havet ≤ n
2 sinceλ ≥ 2. Therefore, our scheme is not constructible whent is larger than half the

group size. So, our scheme is limited to large groups where the initial threshold is modest which enlightens the efficiency
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t λ T F TF UF tSHA t λ T F TF UF tSHA

160 2 319 10 338 2219 1 250 2 499 10 518 5265 3
50 412 10655 3 50 594 5214 3
100 498 9913 3 100 684 1886 1

5 796 10 815 32809 10 5 1246 10 1265 79384 35
50 893 5277 2 50 1344 7527 4
100 985 29063 8 100 1439 7058 4

7 1114 10 1133 89072 25 7 1744 10 1763 216345 94
50 1211 126185 35 50 1842 35123 16
100 1306 12857 4 100 1938 80441 35

10 1591 10 1610 257611 71 10 2491 10 2510 627511 270
50 1689 34144 10 50 2590 26324 12
100 1785 27989 8 100 2687 35860 16

180 2 359 10 378 2784 1 300 2 599 10 618 7517 4
50 453 1156 1 50 695 2162 2
100 540 1699 1 100 786 1900 1

5 896 10 915 41409 13 5 1496 10 1515 114009 59
50 993 9114 3 50 1594 13587 7
100 1086 23696 8 100 1690 8673 5

7 1254 10 1273 112553 35 7 2094 10 2113 311062 161
50 1352 10741 4 50 2192 106718 55
100 1447 10359 4 100 2289 41564 22

10 1791 10 1810 325811 101 10 2991 10 3010 903011 466
50 1889 56866 18 50 3090 37584 20
100 1985 498908 155 100 3187 224117 116

200 2 399 10 418 3413 2 500 2 999 10 1018 20525 18
50 493 12482 5 50 1096 7446 7
100 581 4546 2 100 1190 5406 5

5 996 10 1015 51009 18 5 2496 10 2515 315009 271
50 1093 18158 7 50 2595 13213 12
100 1187 12805 5 100 2692 18138 16

7 1394 10 1413 138778 48 7 3494 10 3513 861430 740
50 1492 14948 6 50 3593 35651 31
100 1587 34566 12 100 3691 35446 31

10 1991 10 2010 402011 139 10 4991 10 5010 2505011 2152
50 2089 103647 36 50 5090 102624 89
100 2186 36316 13 100 5189 54898 48

Table 2: Benchmarks for our scheme when using SHA-256 as a hash function.
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limitation of the algorithm by Guruswami and Sudan in the context of secret sharing.

We would also like to draw the reader’s attention to the fact that if any t participants collude then they are able to
recoverS(X) and then the secrets using Lagrange interpolation formula as in the(t, n)-threshold scheme. Nevertheless,
the largert is, the harder having secure channels betweent participants gets.

5 Conclusion

We introduced a new approach to allow a flexible change for thethreshold value of Shamir(t, n)-threshold scheme over an
insecure network. Our construction does not require the dealer to take part in the update process. In addition, the commu-
nication cost between the dealer and the participants is identical to the original(t, n)-threshold scheme. Furthermore, the
size of the data to be stored in a public register to ensure therecover of the secret is constant and therefore does not depend
on the group sizen. This is particularly valuable in the context of group oriented cryptography where the size of the group
may be large. We also showed that the combiner could recover the secrets from the list output by Poly-Reconstruct within
a reasonable time period even for large values oft. Nevertheless, we enlightened that this algorithm did not allow any
valuet′ to be chosen as the new threshold (contrary to [35]) and required the original thresholdt to be no larger thann2 .
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A Proof of Theorem 1

Determination of TF . We are interested in determining the smallest positive integerTF such that if up toF channels are
faulty, the combiner can run Poly-Reconstruct after collecting the elements ofTF members. Since each participant hasλ
elements and the combiner obtain correct data from at leastTF −F of them, the valueTF is the smallest positive integer
T such that:

T − F >
√

(t − 1)λ T (1)

SinceTF verifies Inequlity (1), we deduce:T 2
F − (2F + (t − 1)λ)TF + F2 > 0. Since the polynomialX2 − (2F +

(t − 1)λ)X + F2 has a positive discriminant:∆F = (4F + (t − 1)λ) (t − 1)λ we deduce that its two roots are:

r1 := F +
(t − 1)λ −

√
∆F

2
and r2 := F +

(t − 1)λ +
√

∆F
2

We have:r1 < F < r2 since(t − 1)λ <
√

∆F . SinceTF has to verify Inequlity (1), we must have:TF > F . Therefore:
TF ≥ T̃F where:

T̃F =

{

⌈r2⌉ if r2 /∈ N

r2 + 1 otherwise

By definition ofT̃F , we have:T̃ 2
F − (2F + (t − 1)λ) T̃F + F2 > 0 which is equivalent to:

|T̃F −F| >

√

(t − 1)λ T̃F

SinceT̃F > F , we deduce that̃TF verifies Inequlity (1). Due to the minimality ofTF we obtain:TF = T̃F .

Determination of UF . We have at leastTF −F correct shares amongst a total ofλTF elements. Using Proposition6.15
from [12], the size of the list output by Poly-Reconstruct isupper bounded by⌊ L

t−1⌋ where:















L := R (TF −F) − 1

R := 1 +

⌊

(t−1) λ TF+
√

((t−1) λ TF )2+4 ((TF−F)2−(t−1) λ TF )

2 ((TF−F)2−(t−1) λ TF )

⌋

We have the property:∀(a, b) ∈ R
+ × R

+
√

a + b ≤ √
a +

√
b. We obtain:

R ≤ 1 +
(t − 1)λTF +

√

(TF −F)
2 − (t − 1)λTF

(TF −F)
2 − (t − 1)λTF
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From the definition ofL and using the previous inequality as well as the increase of the functionx 7→ ⌊x⌋ over its domain,
we deduce:

⌊

L
t−1

⌋

≤
⌊

TF−F−1
t−1 + TF−F

(TF−F)2−(t−1) λ TF

(

λTF +

√
(TF−F)2−(t−1) λ TF

t−1

)⌋

Notice that the right hand side of the inequality is the valueUF defined in Theorem 1.
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