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Abstract

With the growing demand of databases outsourcing and its security cenee investigate privacy-preserving set
intersection in a distributed scenario. We propose a one-round prdtogmiivacy-preserving set intersection based on
a combination of secret sharing scheme and homomorphic encryperhen show that, with an extra permutation
performed by each contacted server, the cardinality of set intersezziote computed efficiently. All protocols con-
structed in this paper are provably secure against an honest-buicadoersary under the Decisional Diffie-Hellman
assumption.
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1 Introduction

Privacy-preserving set intersection protocols [7] argtagraphic techniques allowing two or more parties, eadtihg

a set of inputs, to jointly calculate set intersection ofitirguts without leaking any information to each other. Gioler
that two companie§’; andC;, want to discover the consumption pattern of their sharetbousrs. That is, they want to
determine the likelihood that a customer buying a prodcfrom C is also buying a producP, from Cs. To obtain
this information, they would like to perform a set interseatoperation on their private datasets. In order to preserv
confidentiality of the companies business and to proteattiséomers’ privacy, the purchase details of customers nuist
be revealed. There are many other examples of privacyiageset intersection applications such as when two halspit
conduct a study where they wish to analyze patients recaraisyanously.

With the growing demand of databases outsourcing and $gcequirements imposed on its applications, we in-
vestigate privacy-preserving set intersection in a disted environment. We call thzivacy-preserving distributed set
intersection To illustrate the security problem, we consider the follogvscenario. Assume that a provider owning a
dataset wishes to outsource it to commercial servers ané rhakailable to his clients. If he outsources his datasat to
single server then he has to fully trust that server and hiskprivacy of his data. Alternatively, he can encrypt hisadat
before sending it to the server but querying and evaluatmguch encrypted data are very inefficient.

In order to protect the dataset privacy at an acceptabléezflig cost, we could let the provider distribute the dataset
to w servers using &, w)-threshold secret sharing scheme. As such,tanyl or less servers should not able to find out
the original data. Now, assume that a client holding hergpeidlataset, wishes to compute the set intersection of the tw

*The original version of this paper appears in the proceedifighe 2nd International Workshop on Advances in InformmaSecurity (WAIS 2008)
which are included into the proceedings of the 3rd Inteomati Conference on Availability, Security and ReliabifRES 2008), p. 1332-1339, IEEE
Computer Society.



sets held by the provider and herself. In order to do this esgfally, the client interacts withor more servers. In our
settings, we require that this interaction is done with munin possible disclosure of information, that is, the clieatns
nothing except the final result of the set intersection.

In general, privacy-preserving set intersection can bdeémpnted using secure multi-party computation protocols
[3124]. However, such solutions are generally inefficiddre specialized protocols on privacy-preserving setggetion
are needed to improve its efficiency.

1.1 Related Work

A specialized private set intersection protocol recendyedoped by Freedman, Nissim and PinkablP) [7] is based
on the representation of datasets as roots of a polynomibthentechnique of oblivious polynomial evaluation![17]. To
briefly describe the FNP construction, supp@sg = (K, Ey, Dsk) is a semantically secure public-key homomorphic
encryption scheme. Assume that Alice has the datdset{a;,...,a,} and Bob owns the datasBt= {by,...,b,}.

To evaluated N B, Alice constructs the polynomigi(z) = [] (z —a;) = > a;2%. Then, she encrypts each coef-
a;€EA =0
ficient asEy(cv;) using an homomorphic cryptosystefts such as Paillier's [19] or the standard variant of the EIGlama
encryption scheme (see€ [4]). Note that an homomorphic osystem allows a party knowing(z) and Epk(y) to com-
pute Eg(z +y) = Epk(z) - Epk(y) andEp(x - ¢) = Epk(z)© wherec is any constant. The reader is referre fo Sectioh 2.1
for a formal definition. Note that we only use the standardiavdrof the EIGamal encryption scheme in our protocols due
to our distributed setting.

Thus, given encrypted coefficients, Bob can obliviouslyleate Ep.(f(b;)) for each element; € B. Note that if
b; € Athenf(b;) = 0. Since Bob does not want to reveal any other information whep A, he randomizes all his
oblivious evaluations by a random nonzero vatuas Epi(f(b;))” = Ep(r - f(b;)). Consequently, iff (b;) = 0 then
the encryption o (r - f(b;)) = Ep(0). Otherwise Ep(r - f(b;)) is some random value. This hides any information
about elements i which are not inA. To enable Alice to check whethéy also belongs to her dataset, Bob sends all
the cryptogramsp(r - f(b;) + b;)'s to her. She decrypts them and tests whether any of thetiresplaintexts are i
asDs(Epk(r - f(b;) +b;)) = b; if and only if b; € A.

Inspired by FNP, Kissner and Sorig [12] propose a solutiorat@us privacy-preserving set operations such as set
union, set intersection, cardinality of set intersectiod anultiplicity testing. Based on a threshold homomorpige
tosystem, Sangt al. gave protocols for the set intersection and set matchioll@ms with an improved computation and
communication complexity in[21].

Protocols for testing the subset relation in a two-partiirsgtaire discussed in [11, 14] while the set disjointnestsaties
introduced in[[10, 9]. Note that checking the equality of wladasets is a special case of the private disjointnessgmmbl
where each party has a single element in the database. Suolqls were considered inl[6,]17,/15].

1.2 Our Results

Our distributed solution is based on homomorphic encrypgind secret sharing. This paper builds on the recently devel
oped FNP private set intersection protocols and offers aagmwstruction in two-party private set operations where one
dataset is distributed.

Contrary to the previous two-party privacy-preservingistrsection protocols based on the one-client-one-serve
setting, we deal with the distributed case relying on sesheting described earlier. Our construction may be of great
value where the privacy of unencrypted dataset outsourcadgingle server is a great concern.

We first compute the shares of the datasBtof the providerP by constructing a bivariate polynomial and evaluating
it at w points to get the shares. This approach is to make the shaséaction more efficient. Our construction only needs
to use Shamir’s secret schermel[22] a single time to compaetstares of the whole dataset.

t
In our set intersection protocol, we will use our obsenatioat } " c; (b — b,;) = 0 where thec;’s are Lagrange
j=1
interpolation coefficients; is a value and thé,,’s are the shares @f Using this relation, one can obliviously check that
an element’ is equal tab by collectingt valuesr (b’ — b,,) wherer is a randomizer common to all participants. As a con-

sequence, if the clieitinteracts in parallel with servers with her whole datasét she is able to computén B privately.

We then extend our privacy-preserving distributed setsetetion solution to a one-round protocol evaluatidgh B|
only. To prevent the client from learning the intersectibn B, each server will permute the cryptograms before sending



them back to the clierd. Thus, after decryption and computation, the client ontyre| A N B].

Our protocols are secure against an honest-but-curiolersaty. By definition, such an adversary follows the steps
of the protocol execution but tries to learn extra inforroatfrom the messages received during its execution. Our ho-
momorphic encryption is based on the ElGamal cryptosystmwhich is semantically secure provided tBecisional
Diffie-Hellman (DDH) assumption hold$ [23]. The security of this building bleak imply the security of our protocols.
Note that, as in_[[7,_10], our protocols reveal the size of thtaskts of both the client and the provider. As suggested in
[10], "dummy" elements can be used for dataset padding ierdadhide the size of the original dataset. But, in this case,
the protocols reveal an upper bound on the number of elenretite sets.

The complexity of the communication cost for each of these twnstructions i€)(¢|A||B]| x log, p) bits. The
computation cost complexity (¢ |A| |B| x log p) bits for our two protocols. These complexity results arecifit
considering our distributed setting.

Our paper is organized as follows.[In_Seciidn 2, we introdhieecryptographic primitive used in our protocols, de-
scribe the distributed environment in which our protocaetsrain, and give the adversary model[In Secfibn 3, we present
our two protocols for the set intersection problem and thrdinality of set intersection problem. The security and-effi
ciency of these two schemes are analyzed in that sectionlh$imally, in[Section 4, we give concluding remarks.

2 Preliminaries

2.1 Additive Homomorphic Encryption

We will utilize an additive homomorphic public key cryptasgm. Following Adida and Wikstroml[1], we use the follow-
ing definition.

Definition 1 ([1]) A cryptosystem with key generatiirand security parametey, encryption algorithm&y, and decryp-
tion algorithm Dg is said to behomomorphidf for every key paitpk, sk) € K(1X):

1. The message spagd is a subset of an Abelian grodp(M) written additively.
2. The randomizer space is an Abelian group written additively.
3. The ciphertext space is an Abelian group written multagiively.

4. The group operations can be computed in polynomial timergik. For everym,m’ € M andr,r’ € R, we have
Epk(m, ) © Eg(m’,r') = Epl(m +m/,r +17).

5. The cryptosystem is said to hdditiveif the message spacet is the additive modular groug,, for some integer
n > 1.

When such operations are performed, we require that thetiresalphertexts be re-randomized for security. During
such a process, the ciphertexbf the plaintextm is transformed inte@’ such thate’ is still a valid cryptogram for the
messagen but relying on a different random string froe’s.

We note that all our protocols can be based on the standaahvaf the EIGamal encryption scheme (s€e [4]) which
recently was used for constructing privacy-preservingpetration protocols in 10/ 2, 15]. In our protocols, the pom
tations are carried out ovés, wherep is prime. We assume that= 2 ¢ + 1 wheregq is also prime.

Let g, h and f be three random generators of orgen Z3, m,, ma, m € Z, and corresponding;, ra, r & Zq. We
denote® the multiplication ovetZ, x Z, defined as follows.

Epk(rla ml) ® Epk(r27 m2) = (gr1+rz,hr1+r2 fml-‘rmz)
= Epk(r1 + r2,m1 + my)

If we repeat this operationtimes for a single encryption, then we have

Eu(r,m)® = Eg(r,m)® Ep(r,m)®...® Ep(r,m)

c times
= Epk(cr, em)

For simplicity, we useEp(m) to representy(r, m) in the rest of the presentation as we assume that there igsiava
corresponding & 7.



2.2 Distributed Environment

The players are a clierdt, a providerP, andw serversSy, Ss,...,S,. We assume that the provider holds a dataset
B = {bg, b1,...,b,—1} which is distributed tav servers usingt, w)-Shamir’s secret sharing scheme.

The providerP does not directly interact wité for the operation of the set intersection. Insteadpntacts at least
servers to discover the set intersection. Note that thisilolited setting was first proposed by Naor and Pinka’s [18].

Our homomorphic encryption system is based on a varianteoEtbamal cryptosystem where the message space is
overZ, whereq > n. For simplicity, we omit modulug within the computation of shares construction in this secti

Initialization and Share Distribution Phase. P constructs a polynomiat'(y) whose coefficients represent his dataset
B,i.e.

n—1
Fly)=> by
=0

Then,P generates a random masking bivariate polynotHiéat, y) as:

t—1n—1
H(z,y) = Z Z o ! whereq; ; & Zyg
j=1i=0
Note that we haveH (0,y) = 0 for any y. Using the polynomialH (x,y), P defines another bivariate polynomial

n—1

Q(z,y) = F(y) + H(z,y). Note that we getyy Q(0,y) = F(y). Forl < ¢ < w, P sendsQ({,y) = . Biey’
=0

t—1 )
to serverS, whereVi € {0,...,n — 1} Bir = b + 39, With 9, , = > «;,; ¢7. The serverS, receives a set of shared
j=1
coefficients{ 8o ¢, ..., Bn_1.} Of the polynomialF'(y) (see[16]).
Secret Reconstruction PhaséWe now show how any-subset of servers can recou&(y). DenoteSy,, ..., S, thet

servers contacted by the client. Using Lagrange interjpoidbrmula, we know that the coalition ofor more servers can
reconstruct the original polynomidl(y). Thet polynomialsQ(¢;,y) for j € {1, ...t} verify the following system:

f(y)
Q(Elvy) o Zyl
V71 Q(£27y) _ ; '
Qlry)) |2
oY Zat—l,iyl
i=1

whereV is thet x ¢ Vandermonde matriX [13] defined ag: := (6{)13:);71 Since we are only interested in the

reconstruction of’(y), we simply need to know the first row & !, (v 1 - -+ v1 ). Then, we have:

Zvl,j Ql,y) = F(y)

As a consequence, we obtain:

t
Vi € {0, o, n = 1} Zvl’j ﬁi,fj =b; (1)
j=1

shows how to construct the first rontof ! whose proof can be found A.

Lemma 1 We have:
t

VJG{l,...7t} V1,5 = H 7 _ké and ZUszl
1<k<t kT J=1
k#j

From the previous lemma, we deduce:

t

Vie{l,...on—1} b= Hgf_’“éj Bie,

j=1 | 1<k<t
k#j




Note that our reconstruction technique can be seen as aylartcase of Lagrange interpolation. Notice that we use
the variant of EIGamal that is defined ov&y. Further in our paper, the computations are being done mqdahd we
simplify the notation by skipping the modulus in the congrees. If we use a different modulus, the congruence will be
written in full to avoid confusion.

2.3 Adversary Model

We consider an honest-but-curious adversary model. Dugsttesconstraints, we only provide the intuition and infdrma
definitions of this model. The reader is referred to [8] for arencomplete discussion.

In this model, there is no direct interaction betw&eandP. Instead the clienf andw servers are assumed to follow
the steps defined in the protocol. The security definitionrsightforward that only the clier@ learns the result of the
protocol.

Definition 2 (¢-security) A distributed protocol is said to besecuref amongw servers any subset of— 1 corrupted
servers learn no information about the provider’s dataged ¢he protocol result.

Following [17,18] our model should meet the following threguirements:

1. Correctness.A protocol is correct if the clienf is able to compute the valid result from shares obtained from
servers assuming that each server and the client honebtly e protocol.

2. Client’s security. A protocol should guarantee the client privacy, i.e. theeerlearn nothing about either the client
inputs or its corresponding computed output. In other waadserver is not able to distinguish the client inputs from
uniform random variables.

3. Provider’s security. A protocol should not give out to the client any informatidmat the function held by the
provider apart from the output of the function assuming tifmserver colludes with the client. Also, the provider
privacy ist-secure.

3 Protocols for Privacy-Preserving Distributed Set Intersection

In this section, we address the problem of designing prdsdoo privacy-preserving distributed set intersectiolated
issues. Those targeted in this paper are the privacy piageset intersection problem and the cardinality of sersgetion

problem. Let the dataset of the clientC be{ay, . .., amn—1}. The providerP broadcasts & Zq — {0} to thew servers
Si,...,Sy, and also distributes the shares of his datéset {by,...,b,_1} tow servers as i’ Section 2.2. Note that it
is assumed thdd| = m and|B| = n are publicly known.

3.1 Determination of the Set Intersection

represents a protocol which enables the clietit compute the intersectiaf N B by contacting any subset
of ¢t serversSy,,...,Sy,.

Algorithm 1 Privacy-Preserving Set Intersection

Input: The clientC has a set of datd. Each servef, (1 < ¢ < w) knows the random valukand the shared coefficients
{Bot,---,Bn-1,,} of the polynomialF'(y) (whose coefficients are the elements of the provider’s dafa)s

1.C generates a new key pdipk, sk) < K (1X), and then broadcas{&pk(ao), - . . , Epk(am—1)} With her public key
tot serversSy,, ..., Se,.
2.Forj =1,...,t, each contacted servy, computes and sendgx(A(a, — Bie;)) toC for . € {0,...,m — 1} and
i€{0,...,n—1}.
3.For. =0,...,m — 1, the clientC does the following:

3.1. He computed, ; j — Ds(Epk(A(a, — Bie,)) fori € {0,...,n—1}andj € {1,...,t}.

t
3.2. He computes, ; — H (d,;;)7 fori =0,...,n — 1, wherec;’s are the Lagrange interpolation coefficients.
j=1

3.3. Heconcludes, € B, ifd,; = 1fori € [0,...,n — 1]; otherwised, ; is a random integer.

Output: The clientC learnsA N B.




Correctness of the Protocolln order to prove the soundness of our construction, we reetbtiowing lemma.

Lemma2 Letc; = ] eke—kej be the Lagrange interpolation coefficien{in Algorithin 1efih
1<k<t
k#j

t
ch ﬂzé

Jj=1

Proof.
Note that the coefficient; corresponds to thg" coefficient of the first row of the matrik —* denotedv; ; in[Section 2.P.

t
FromlLemmall, we get that ¢; = 1. Thus[Equation (1) provides our result.
j=1
O
In the above protocol, the cliegtfirst encrypts each element of her dataset by using her public key &g (a,) for

v € {0,.. — 1} and broadcasts all these encrypted elementsstrvers. For each encrypted elemépi(a, ), the
serversSg, (1 < j <t) computeEp(A(a, — Biy,)) fori € {0,...,n — 1}, and send all thé&/pk(A(a, — Bi ¢, ))’s back to

A Z cj (a—Pie;)
C. The clientC then decrypts thosBpk(A(a, — Bie,))’s and computed, ; = f 7! ’ " for eachi — 0,...,n—1.

Note that ifa, = b, then Z ¢j (a,—Bie;) = 0. Therefore, the clierd learns that;, € B if there existg € {0,...,n—1}
j=1

A ¢ (a—Biey) .
such thatf =! “" — 1. When all the steps are finishetllearnsA N B.

Security of the Construction. The two theorems given below characterize the security @&tt intersection protocol.
Their proofs can be found [n Appendi} B and Append]x C.

Theorem 1 Given the set intersection protocol describefl in Algoritiand assuming that the underlying homomorphic
encryption is semantically secure, then each of the coatbservers cannot distinguish inputs generated by thetalien
from random integers with a non-negligible probability.

Theorem 2 Assuming that the discrete logarithm problem is hard, thentiC cannot compute any information about
shared coefficient§5y ¢, . . ., Bn—1,¢} (1 < ¢ < w) distributed by the provideP. In addition,P’s privacy ist-secure.

3.2 Computation of the Cardinality of Set-Intersection

By introducing a permutation into our privacy-preservinigtibuted set intersection protocol, we develop an algo-
rithm only computing the cardinality of the datasets’ istmtion|A N B|. DenoteP,, ,, the set of all permutations of
{1,...,mn}. Assume thatP has a private permutation function chosen uniformly at random frof,, ,,, which is
given to thew servers. This scheme is represented as Algorithm 2.

This protocol works in the same way as the distributed setsettion protocol with the addition that all servers run
the same permutation functionon their computed cryptograms. This is to prevent the clieftom learning the set
intersectionA N B.

Security of the Construction. The security model and the proof of this protocol are simdayur set-intersection protocol
presented ib_Section 3.1 as the permutatiamas chosen uniformly at random frafy, ,,.

3.3 Efficiency of our Protocols

In this part, we study the communication and computation ebsur two constructions.

Communication Cost. For both protocolsC broadcasts a set afi encrypted values t6 servers while each contacted
server Sy, responds withmn messages. Thus, the complexity of the communication casbdth constructions are
O(tmn x log, p) bits.

Computation Cost. It should be noticed that operationsZp can be done i (log2 p) bit operations.

For our first protocolC needsn + 2 modular exponentiations amd modular multiplications to encrypt her dataset,
t mn decryptions{ mn modular exponentiations and n (¢ — 1) modular multiplications for Lagrange interpolation.



Algorithm 2 Privacy-Preserving cardinality of Set Intersection

Input: The clientC has a set of datd. Each servef,(1 < ¢ < w) knows the random valuk, the permutation function
m and the shared coefficien{$ ¢, .. ., S,—1.¢} Of the polynomialF'(y) (whose coefficients are the elements of the
provider’s dataseB).

1.C generates a new key pdipk, sk) <« K (1X), and then broadcas{&pk(ao), - . . , Epk(am—1)} With her public key
tot serversSy,,...,Sy,.

2.Forj =1,...,t each contacted servéj, does the following:
2.1. He computes, ; ; < Epk(A(a, — Bie;)) fore € {0,...,m — 1} andi € {0,...,n — 1}.

2.2.He geti{ﬂr(o,o),j, co s Tr(0,n—1),5> Tw(1,0),55 - - - 7T7T(m71,n71),j} — (70,05 -+ » TO—1,j5 T1,0,5> - - » Tm—1,n—1,j)-
2.3.He Send$7—ﬂ—(0,0)7j7 <oy Tr(0n—1),55 Tr(1,0),55 «+ > T7r(m—1,n—1),j} toC.

3.For/ =0,...,m — 1, the clientC does the following:
3.1. He computes,.(,/ ;) j < Dsk(Tx(v/,5),;) fori € {0,...,n — 1} andj € {1,...,t}.

t
3.2. He computed ., ;) < H (dﬂ(,/?,;)’j)c" fori € {0,...,n — 1}, wherec;’s are Lagrange interpolation coeffi-
j=1
cients.

4. When this process conclud€slearns|A N B| as it is the number of ., ;'s equal tol.
Output: The clientC learns|A N B.

Note that each decryption represents one modular mukipdic and one modular exponentiation. Each sefserexe-
cutesm n modular exponentiations and multiplications when proicggss shares. So, this protocol uge& m n xlog, p)
modular multiplications considering that a single modesponentiation takes at mogbg,(p — 1) | modular multipli-
cations using the Fast Exponentiation algorithm preseintfzD].

The cost of our second protocol is the cost of the first one plesecutions of the permutation Assuming that
7 is represented by its binary permutation matkif;, each of these queries has a negligible cost sincas a simple
reordering of its inputsZ, has a single coefficient equal tqer row).

Therefore, the complexity of computation cost of these tewastructions i€ (t mn x 1og§ p) bits.

4 Conclusion and Future Work

In this paper, we have proposed a protocol for the privaeggnving set intersection computation in a distributedrenv
ment. Our construction was based on Shamir’s secret sherir@me and homomorphic encryption. With our construction,
each server only held the shares of the original providexs#af and consequently the privacy of that dataset wasgpedte
Moreover, we have shown that, using a permutation, we cdfitdently compute the cardinality of the set intersection.

Further research will be to focus on providing a solutionhef above distributed set intersection and the cardinality o
set intersection problems against an active adversary.
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A Proof of

Assume that participants pool their shares together. The Vandermonratedul” corresponding to these participants is
constructed as follows:
t—1

1 =z, ... T

V:
t—1
1 =z, ... T,

Sincez;,;'s are pairwise distincty” is invertible. LetV—! = (v4,5)1<i,5<¢- By taking first row ofV~1 and first column of

t
V,weobtain) v ; =1 asV ! x V = Id; where Id denotes the x ¢ identity matrix.
j=1

Let Py(z), ..., Pi(z) bet polynomials, such thaP;(z) := 1<1;[<t% foranyl < j < t. Note that these
k#j

polynomials have a nice property, namely:

‘ (1 if =4
Vi€l ot Biw,) = { 0 otherwise
. . t .
Those polynomials also can be rewritten'age {1,...,t} Pj(z) = v, 2"~ ! where eachy; ;. € Z,. We now build
k=1
at x t matrix:
Y11 V2,1 o Vel
D=1 : R
Y1t Y2ttt Vit

The jt" column of D represents the coefficients 8 (z). We claim thatV ~! = D. It is sufficient to prove that’ x D
is a identity matrix.

LetV x D =W = (wc ) . . Fixings,n € {1,...,t}, the coefficientv. ,, is obtained by using the row
t

1<s<

1<n<
t

of V along with then'" column of D asw, ,, = foWW.Nmmemauw7:I%@R)UgngmepWWmempaw
p=1

of the polynomial, we obtain:

1 ifnp=g
“sn =\ 0 otherwise
This property demonstrates that is an identity matrix, which proves th&t—! = D as the inverse is unique.

Since the sum of the coefficients of the first rontof ! is 1, we get:
t t
PBUFEDBLES
j=1 j=1
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Notice thaty, ; is the constant coefficient d?; (x), so:

Vje{].,...,t} ’}/jylzpj(O):

Combining the previous two results, we deduce:

B Proof of

Denote(g), the subgroup oZ; generated by. By definition, the order ofg) is g.

The clientC sends the group afservers the encrypted valu&gy(ao), - - . , Epk(am—1) where:
Vee{0,...,m—1} Ex(a,)=(g",h" f*)

Thus, the group of servers obtains:
gr’ hT fELo, R} hr famil

The elementg andh are two generators of the multiplicative gro(p). As r is chosen uniformly at random ovéy), g"
andh” are two elements uniformly distributed o).

As thea,’s are all distinct, we getf* # f* modp when: # /. If k" £ 1 modp then each elemeiit” f* modp
is uniformly distributed ovefg) and we have:

Proh(h” # 1 modp) = Prol(r Z 0 modg) =1 — B
q

So, we deduce that™ f* ... A" f®=-1 arem pairwise distinct elements uniformly distributed oyey with probability
1-— % as the same valueis used for each of these elements.

As the discrete logarithm problem is assumed to be hard By§DDH assumption), the group ofservers cannot
computer from ¢” with non-negligible probability in polynomial time as a fttion of the bit size op. Therefore, given

the above analysis, we deduce thattlservers cannot distinguish the elements” fe ... h" fm-1 from m distinct
elements of g) drawn uniformly.

C Proof of Theorem 2

We first consider thaf contacts servers. At the end of Step2, we have:

N e (a—Buy)
Vee{0,....m—-1}vie{0,....n—1} d,;=f =

(e (g
dL,i = f =t

Using that lemma, we deduce that, for eagtirom A, we have:

Using the proof of Lemmal 2, we get:

t
GLGBC}H’L.()G{O7...,TL—1} a, — chﬂio,fj =0
j=1
Now, assume that, is not an element oB. We have:

t
Vie{0,....,n—1} a, — chﬂi,zj #0
i=1

10



t
Since has been chosen uniformly at random fré@imn— {0}, we deduce that the eIemeJnt(aL — (Z c; ﬁi,@)) is
j=1

uniformly distributed ovefZ, — {0} as well. As the discrete logarithm problem is assumed to et treerZ,, (DDH
assumption), this exponent is not computable in polynotina with non-negligible probability b¢ and thus the co-
efficientsd, o, . . ., d, »—1 appeared to be uniformly drawn frofy) to the clientC as f generates that multiplicative group.

We now assume thatonly contacted — 1 serversSy,, ..., Sy,_, . In this situation, the polynomidl'(y) representing
the provider datasd® cannot be reconstructed uniquely to the secret polynorha&(f w)-Shamir secret sharing scheme
when onlyt — 1 participants work together. As a consequence, the missanticjpant involves tha#'(y) can takep
equally probable values where a single one is correct. Thaannot recover N B even if he colludes with — 1 servers

as he cannot reconstru{y) and us¢ Equation ([l) at St8.
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