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Abstract

We study the multicast stream authentication problem when the communich#onel is under control of an opponent
who can drop, reorder and inject data packets. In this work, we cantidt the stream to be authenticated is divided
into block of n packets and we assume that the sender can membrizeh blocks. Two important parameters for
stream authentication protocols are packet overhead and computaigreffi Our construction will exhibit the following
advantages. First, our packet overhead will be a few hashes looan&eahe number of signature verifications per family
of X blocks will beO(1) as a function of bott andn. Third, hash chains will enable the receiver to check the validity of
received elements upon reception. As a consequence he will onbrthffse consistent with the original data packets.
Fourth, the receiver will be able to recover all the data packets emittedetsetider despite erasures and injections by
running the decoding algorithm of the maximal distance separable céoléherelements which have passed the previous
filtering process.

Keywords: Stream Authentication, Polynomial Reconstruction, Adaeial Network, Erasure Codes, Prediction Hashing,
Hash Chains.

1 Introduction

Multicast communication enables a single sender to digkildigital content to a large audience via a public charuneh s

as the Internet. It has applications in sensor networks;Ip&wir traffic control, stock quotes and military defengstems

for instance. Nevertheless, large-scale broadcastsiriast content from being redistributed since the lost of piece

of data could generate a prohibitive number of redistributiequests at the sender. Furthermore, the channel can be un
der the control of adversaries performing malicious ation the data strednThus, the security of multicast protocols
relies on two aspects: the opponents’ computational poasasthe network properties. Several unconditionally secur
schemes were designed fin[[4] 10} 41]. Unfortunately, thatinmal security is at the cost of a large storage requireroent

a single-time use which makes these constructions unggifiabpractical applications. In this paper, we will assutmeat

the adversaries have bounded computational powers.

In recent years, many protocols were designed to deal withmthlticast authentication problei [5]. An application
such as a TV channel broadcastihghours a day implies that the size of the stream can be inf@itethe other hand,
the receivers must be able to authenticate data within a pkedod of delay upon reception. Since many protocols will
distribute private or sensitive content, non-repudiatibthe sender is required for most of them as using data from an
incorrect origin can have disastrous consequences duilitgmnoperations for instance. As a consequence, schékees
TESLA [34,/36] and its variation$ [21L, 22,123,135/ 47] are notable since data authenticity is guaranteed using messag
authentication codes whose keys are disclosed after soriwel pé time. Notice that the assumptions made by Peatig
al. to guarantee the security of TESLA were proved to be insaffidy Jakimoski[1l7]. Thus, constructions for multicast

*The original version of this paper appears in the proceedofghe 12th Australasian Conference on Information Secarid Privacy (ACISP
2007), Lecture Notes in Computer Science, vol. 4586, pp 295 ; Springer - Verlag.
1in broadcasting, the sequence of information sent into theork is calledstream



distribution rely on digital signatures to provide nonuefation. Nevertheless, signing each data pﬁjbahot a practi-

cal solution as digital signatures are generally too experne generate and/or verify. In addition, bandwidth liatibns
prevent one-time ankttime signatures [13, 40] from being used due to their sibatTs why a general approach consists
of generating a single signature and amortizing its comjmutal cost and overhead over several data packets usihg has
functions for instance.

In order to deal with erasures, Perggal. [34,[36], Challalet al. [6], Golle and Modadugu_[14] and Miner and
Staddon([2B] appended the hash of each packet to seveml/ér according to specific patterns. In these papers, packe
loss was modeled bi-state Markov chains [12, 33, 49] and bounds on the packeeatitation probability were com-
puted. Nevertheless, the drawback of these schemes ih#hatdly on the reception of signed packets which cannot be
guaranteed over networks such as the Internet since thgypoovide a best effort delivery. This problem restricts the
range of applications for the previous protocols.

An approach to overcome this problem is to split the sigreaitoto & smaller parts where onlgof them (¢ < k) are
sufficient for recovery. Different techniques were emplby@obtain the dispersion of the signature: Peetigl. [30,[31]
and Park and Cha [32] used the Information Dispersal Algarif38], Al-lbrahim and PieprzyK [1] combined linear
equations and polynomial interpolation whereas Pannatr@tMolva [29] utilized erasure codes. Unfortunately, nofhe
these constructions tolerates a single packet injectianiwib a major drawback since it is unlikely to have only relea
network nodes between the sender and each receiver if y@idewnin particular, the Internet.

In 2003, Lysyanskayat al. [24] used Reed-Solomon codés|[39] to design a protocdlteedito packet loss and data
injections. Their augmented packetseO(1) bits long while the number of signature verifications perc@turns out
to beO(1) as functions of the block length. In 2004, Karlof et al. designed a scheme called PRABSI|[18] combining
an erasure code (to recover lost content) and a one-way ataton[2,[3] based on a Merkle hash treel[27] (to deal with
injections). This approach is similar to Wong and Lam’s so8é48] but the number of signature verifications for PRABS
is O(1) even in the worst case. The bound on the number of signatuifecaons for PRABS is much smaller than in
[24] (see [46]) but this is at the expense of haviflog, (n))-bit augmented packets since each of them has to carry
[log,(n)] hashes.

In order to reduce this overhead, Di Piegbal. proposed a modified distribution of hashes so that the Mérkkh
tree can still be reconstructed [11]. Another benefit ofrteeheme is to decrease the number of decoding operations to
be performed at the receiver. Nevertheless this approagtwadrawbacks. First, some augmented packets still carry
[log,(n)] hashes while others only have a few digests. This resultmipoitant variations in packet sizes leading to
irregular throughput of information in the channel and canse data congestion in the network. Second, the number of
signature verifications to be performed by the receiver igktp the number of injections in the worst case which create
a potential weakness against Denial-of-Service (DoSklkdtan [4], Choi used PRABS as a subroutine to ensure the
security of his prediction hashing-based constructiorvektbeless, this scheme exhibits the same logarithmicheaet
as PRABS. Recently, Tartary and Wang proposed a construigtieed on [24] and Maximal Distance Separable (MDS)
codes|[25] (denoted TWMDS in this paper) which is resistamirag packet loss and data injections and requirés)
signature verifications like PRABS but only ha®4él )-bit packet overhead and allows recovery of all data padiéls

As the number of signature verifications for TWMDS is highearttPRABS (see Tabld 2), we propose a multiple
block construction similar to the approach by Tartary anchif@5] (denoted TWMB in this article). As TWMB, we will
generate a single signature per family\dflocks where each of them consists:gbackets. The receivers will still be able
to authenticate data per block and it is possible to join hraraunication group at any block boundary as/in [45]. The
number of signature verifications per family dblock will be identical to the number of verifications for agle block
of TWMDS. As for TWMDS, we will use MDS codes to provide full reary of data packets. The security of schemes in
[24,[45)46] relies on the use of a polynomial time algorithywGuruswami and Sudan called Poly-Reconstriuct [16]. The
idea ofprediction hashingPH) is that each block of packets conveys information which will be used to autheéi¢or
predict) the following block of packets. Using PH, our cauastion will enable to filter elements upon reception andthu
the receiver will exclusively buffer elements consisteithvthe original data stream. The first advantage is that nmgmo
is not wasted by storing irrelevant pieces of data contrafif|t[18,[24] 45 46]. The second benefit is that the previous
filtering process will also reduce the number of queries tydReconstruct t@ per family of A blocks which will speed
up the authentication process at the receiver considerBiiyauthenticated packets of our construction will sgli(1)
bits long as for TWMB and TWMDS.

This paper is organized as follows. In the next section, wigonésent our network model as well as an algorithm from
[46] to be used as a subroutine in our construction. In Skete3will describe our authentication scheme. Its security a

2Since the data stream is large, it is divided into fixed-skaenks callecpackets

3We callaugmented packetbe elements sent into the network. They generally consiteobriginal data packets with some redundancy used to
prove the authenticity of the element.

4In order to be processed, packets are gathered into fixedssts calledblocks



recovery property will be studied in Sett. 4. In S&dt. 5, wk eampare our scheme to PRABS, TWMB and TWMDS
as our work can be seen as their extension. Finally, we wiliraarize our contribution to the multicast authentication
problem.

2 Preliminaries

In this section, we introduce the assumptions and congingto be used as subroutines for our scheme. First, wergrese
our network model. Second, we justify our choice of erasodes. Finally, we recall a modified version of the algorithm
Poly-Reconstruct by Guruswami and Sudan since it will pl&gyarole to deal with packet injections aslin [24] 45, 46].

2.1 Network Model

We consider that the communication channel is unsecurdd.iéans that it is under the control of an oppon@nwho

can drop and rearrange packets of his choice as well as njggets data into the network [26]. Our area of investigation
is the multicast stream authentication problem. Thus, weassume that a reasonable number of original augmented
packets reaches the receivers and not too many incorreaeets are injected b§. Indeed, if too many original packets
are dropped then data transmission becomes the main prabkeeat since the small number of received elements would
be probably useless even authenticated. On this other iaf¥dnjects a large number of forged packets then the main
problem to be solved becomes increasing the resistancesa@S attacks. In order to build our signature amortizatio
scheme, we need to split the data stream into blockspdckets:Py, . . ., P,. We define two parametera:(0 < a < 1)
(thesurvivalrate) ands (3 > 1) (thefloodrate). It is assumed that at least a fractioand no more than a multiplé

of the number of augmented packets are received. This meanattieasfa n] original augmented packets are received
amongst a total which does not excegth | elements.

We would like to point out that we are not interested in theesda = 1) and (6 = 1). Indeed, in the first case,
all original data packets are received. Thus we only needstinduish correct elements from bogus ones which can be
achieved using Wong and Lam’s techniquel [48]. In the secasd,¢here are no packet injections frédmThus, using an
erasure code (seel[9] as an example) is sufficient to red@ver . , P,,. Therefore, in this work, we will only study the
casel < a < 1 < . Notice, however, that our construction also works whea 1 andg = 1.

2.2 Code Construction

In this paper, we consider linear codes. A linear code oftlerdg, dimensionkK and minimum distanc® is denoted
[N, K, D]. The Singleton bound states that diy, K, D] code satisfiesD — 1 < N — KJ[25]. It is known that any
[N, K, D] code can correct up t — 1 erasures [50]. Thus,[&, K, D] code cannot correct more thah— K erasures.

In order to maximize the efficiency of our construction, we arterested in codes correcting exacNy— K erasures.
These codes are callédaximum Distance Separab{®DS) codes [[25]. Even if the scheme we propose works with
any MDS code, we suggest to use the construction by Lacan iamesH19] for better practical efficiency (see [46] for
details). Note that any linear code can be representedganarator matrixz. Encodinga message. (represented as a
row vector) means computing the corresponding codewaisic := m G [25].

2.3 Polynomial Reconstruction Algorithm

In [16], Guruswami and Sudan developed an algorifhwty-Reconstrudio solve the polynomial reconstruction problem.
They proved that ifl” points were given as input then their algorithm output teedf all polynomials of degree at most
K passing through at leasf of theT" points providedI’ > + K N. We will use the same modified version of Poly-
Reconstruct as in_[46] where it was named MPR. Deritethe field representing the coefficients of the polynomial.
Every element off;s can be represented as a polynomial of degree at mest overF, [20]. Operations irfFy, are
performed modulo a polynomi&(X) of degreey which is irreducible oveF,.

Note that Poly-Reconstruct runs in time quadratié\irand outputs a list of size at most quadratid\inas well (see
Theorem6.12 and Lemma6.13 from [15]).

3 Our Construction

We need a collision resistant hash functiofi37] and an unforgeable signature scheme (§igverifypy) [43] the key
pair of which (SK,PK) is created by a generator KeyGen as 8 2L 45| 48].



Algorithm 1 MPR

Input:  The maximal degree of the polynomil, the minimal number of agreeable poit¥s 7" points{(z;, y;),1 < i <
T} and the polynomial(X) of degreej.

1. If there are no more thayi K’ N distinct points then the algorithm stops.
2. UsingQ(X), run Poly-Reconstruct on tHE points to get the list of all polynomials of degree at masbverF,;

(wheregq = deg(Q(X))) passing through at least of the previous points.

3. Write the list{ L1 (X), ..., L, (X)} and each elemenk; (X) := Lo+ ...+ Lix XX whereVi € {0,...,K}L;; €
F,q. Form the elementsC; := Liol| - - - || Lixk-

Output: {L4,...,L,}: list of candidates.

3.1 Scheme Overview

We have) blocks of packet§ P, 1, ..., Pi7n}i=1,....x In order to use PH, we proceed backwards. We encode thddakt b
using the[n, [an],n — [an] + 1] code into the codewor(Cy 1, ..., Cy.,,). Then, we append the hashe&y 1), . . .,
h(C) ) to the packets of block — 1 and encode the resulting elements intdCx_1 1,...,Cx—1,,). We repeat this
process to the first block of packets. We generate the fanghasure as in[45]. That is, we compute thdlock hashes
hi == h(h(C;1)| - - |M(Cin)) and sign(hy]| - - - ||y ) into o. We build the family polynomialF(X) of degree at most
pn (for some constant) the coefficients of which represeht|| - - - ||h,||o. In order to allow new members to join the
communication group at block boundaries, we buildlock polynomials5; (X), ..., Bx(X) of degree at mostn such
as the coefficients of eadh;(X) represent(C; 1)|| - - - ||h(Ci.»). The augmented packets of the family)oblocks are
such as:

Vi € {17 - ,)\} Vj S {1, - ,n} APiﬁj = FIDHZH]HCz,y||Bz<])||]:(])

where FID represents the position of the famfty;, . . ., Py ,, within the whole stream.

Upon reception of data for th& block, the receiver adapts his reaction whether or not hevkrits digests.

e If the hashes are known (via PH) then he only needs to filter¢ceived elements and drop those which are
inconsistent with those digests. Finally, he correctswgessusing the MDS code to recover thedata packets
{P;1,...,Pin} as well as thes hashes corresponding to block 1 which updates the values for PH.

e If the hashes are unknown then he proceeds ds in [45]. Tha ifixst checks whether the family signature corre-
sponding to data he obtained is valid by reconstruc#i{d(). If so, he checks whether the block information is
consistent with the previous signature by reconstrudsiy(d(). Then, he sorts the received pieces of data and drops
those which are inconsistent with; (X'). Finally, he corrects erasures using the MDS code to redibnet data
packets{ P, 1, ..., P; ,} as well as the: hashes corresponding to block 1 which updates the values for PH.

3.2 Formal Scheme Construction

We assume that and 3 are rational numbers so that we can represent them over a finihber of bits using their
numerator and denominator. In order to run Poly-Reconsési@a part of MPR, we have to chogse (0, %2). Remark

that it is suggested in_[46] to choope= % to get a small list returned by Poly-Reconstruct. Notice thhas to be
rational sincepn is an integer. We also consider that fhe [an],n — [an] + 1] code is uniquely determined (i.e. its
generator matrixz is known) whem, «, 8 andp are known. Denot&,; the field of this MDS code. The values @fG as
well as the length of the different pads used by our scheméedaund in Appendik’A. Tablel 1 summarizes the scheme
parameters which are assumed to be publicly known.

n: Block length Q(X): Polynomial representing the field for the MDS code

A: Family length P: bit size of data packets

a, 3: Network rates| G: Generating matrix of the MDS code

p: Ratio Q(X): Polynomial representing the field for polynomial interggwdn

Table 1: Public parameters for our authentication scheme.

The hash functiorh as well as Verify and PK are also assumed to be publicly knaWe did not include them in
Table[1 since they can be considered as general parameteisstanceh can be SHA256 while the digital signature is
a 1024-bit RSA signature. We denofi the digest bit length anel the bit length of a signature. Sinéeand the digital
signature are publicly known, so aéands.



Algorithm 2 Authenticator
Input: The family number FID, the secret key SK, the parameters bfe[ and data packef3 1,. .., Py .

[* Packet Encoding */

1. ParsePy 1| - - - | Px,n @SMy 1| - - - || M} [an7 after padding. Encode the messédé, 1, . .., My 4 »7) into the code-
word (C 1, . .., Cx ) using the MDS code.

2. Forifrom\ —1to1ldo

2.1. Compute the hasheégC;;, ;) for 5 € {1,...,n} and append them to packets of blotlas: ISM =
P [[h(Cisa)-

2.2. Parse]3i71|| .- ||P;n as M; 1l - - | M; ran after padding. Encode the messa@dé; i, ..., M; [o,]) into the
codeword(C; 1, ..., C; ») using the MDS code.
I* Block Identification */

3. Fori from1to A do
3.1. Parsé(C11)| - - - ||h(Cs,n) @sbiol - - - ||bs, o n Where eacthh; € Foq after padding and compute the block hash
ash; == h(h(Cy,1)| -+ |~(Cin)).

3.2. Construct the block polynomi#}(X) := b, 0+ b;1 X +--- + b; ,» X?™ and evaluate it at the first points of
Foq.
[* Signature Generation */

4. Write hy ashy := hq||---|/hx. Compute the family signature aso := Signg (R(FID||A||n|la||Bl|pllks)). Parse
hy|lo as fol| - - - || fon Where eacly; € Fyq after padding.

5. Construct the family polynomiat (X) := fo + f1 X +--- + f,, X?™ and evaluate it at the first points ofF2,.
[* Construction of Augmented Packets */
6. Build the augmented packet APas AR, ; := FID||i||]|C; ;||B:(7)||F(j) fori € {1,... A} and forj € {1,...,n}.

Output: The An augmented packet§AP; i1,...,AP, ,} which are sent to the network per block ofelements
{APM,...7APZ-_,n}Z.:1M/\.

Notice that the list of irreducible polynomials ovEs is used at Step of Algorithm[2 when performing polynomial
evaluations oveF,.. Those evaluations work as follows. Since any elemefiofcan be represented agY° + ;Y7 +
...+ Ag=1Y 9"t where each\; belongs tdF,, we define the first elements ag0, ...,0), (1,0,...,0), (0,1,0,...,0)
,(1,1,0,...,0) and so on until the binary decompositionof- 1.

We depict our decoding algorithm in Hig 1. It uses as subnestFilterElements and DecoderBlock. The latter is the
decoding algorithm from TWMB. In our construction, howeviewyvill queried once per family of\ blocks while Fil-
terElements will be run\ — 1 times. This will create a speed-up at the receiver as it oaljopms hash computations and
erasure corrections as well as memory savings since therbdfelements will be consistent with the original codeword
(see proof of Theorefd 2).

In order to verify the correctness of the family signatubhe, teceiver will use the same algorithm VerifySignatureifam
as TWMD [45].

Algorithm 3 VerifySignatureFamily

Input: The family number FID, the public key PK, the elements of &dlil and a set of pairs of field elements
1. Run MPR on{(z;,v;),1 < i < m} to get a listL of candidates for the family signature verification. If MP&ects
this input then the algorithm stops.

2. While the signature has not been verified and thedlisas not been exhausted, pick a new candidiae - - || h,]|5.
If Verify o (h(FID||Al[n||ce]| 8] pl| 21|l - - - [[x), &) = TRUE theng is considered as the authentic family signatziend
the h;'s are memorized within the table HashBlock as the authdahtick digestsh;’s.

3. If the signature has not been verified then our algorittopsst

Output: (o, HashBlocK: family signature and hashes of thélocks.

Our scheme embeds the digests of the codeword related tk blocl into block:. This will enable each receiver
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Figure 1: A sketch of our decoding algorithm DynamicDecddeblock BID.

to filter data in order to speed up the authentication scherdeeduce the number of elements to be buffered. We now
present FilterElements which provides on-the-fly verifmabf received elements.

It should be noticed that the boolean value KnownHashesétek if the table of digests HashCodeword has been
updated. This enables the receiver to switch between lndfedl incoming data elements and on-the-fly validation of
data.

The reader may notice that we only verified the consistenadp@ubstring FIR|BID;||j;|Cgp, ;, to our parame-
ters FID, BID,n and HashCodeword. Since we did not check any conditioBgs, ;, || Feip, ;,» one may think that an
opponent can submit an incorrect element making our degaualiocess fail. We would like to emphasize that it is not
the case. As just noticed, the elements going successfuitiygh this process are written as FBID ||6||Cgip |||y for
somed € {1,...,n}. Nevertheless, the substringy does not play any role in our algorithm since we only % ¢
to recover the original data packets. Therefore, ever|if is a bogus string (i.ex||y # Bgip(#)|F(#)) then it has no
influence whatsoever on the output of FilterElements whielies the attack by the adversary pointless.

The arrayl" is used to dodge duplication attacks by an opponent who waulithit several strings FIBID||6||Caip ¢ |||y
(for different values ofz||y) in order to exhaust the receiver computational power bymgautingh(Cgip ¢) Whereas the
original coordinate&gp ¢ has already been recovered.

We now introduce DecoderBlock used for the first block of #umify. Notice that DecoderBlock is a modification of
DecoderBlock from [45].

Finally, we build our dynamic decoder run by the receiverauthenticate data. We assume that the boolean value
KnownHashes is set to FALSE when a receiver joins the comeation group and re-initialized to FALSE when the
receiver processes the first received block of a new famiy B+ FID).

Algorithm 6 DynamicDecoder
Input: The family number FID, the block number BID, the public key ,PKable[1, a boolean KnownHashes, a table
HashCodeword and a set of received packets RP.
If KnownHashes= FALSE then
Query DecoderBlock on inpyPK; FID, BID, A\, n, «, 3, p, Q(X), RP).

Else
Query FilterElements on inpyFID, BID, A, n, «, 3, p, HashCodewordRP).

Output: The set of identified packetsPyp 1, - - -, Pgp . }» the updated boolean value KnownHashes and the updated
table HashCodeword as output of either DecoderBlock oefHlEments.

Note that when DynamicDecoder stops then the whole confdibok BID is lost. Nevertheless, the definitions of



Algorithm 4 FilterElements
Input: The family number FID, the block number BID, the elements abl€[1, a table HashCodeword and a flow of
packets.

1.1.Setl'(i) :=0fori € {1,...,n}, setC’ := (0,...,0) and KnownHashes= FALSE.

2. Upon reception of a new data packet do
2.1. Write it as FIR||BID;||4:||Cgip
T(j;) = 1 then discard the packet.

ivdi BB|Di,ji fB|Di~,jz" If FID; 7& FID or BID; 75 BID or Ji ¢ {].,...,TL} or

2.21fh(Cyp ;,) = HashCodewor();) then sefl'(j;) = 1 and set thg!" coordinate o’ to Cpp, .-

I* After Reception of all Packets for Valug&1D, BID) */

3. If ¢’ has less thafie n] non-erased coordinates then the algorithm stops.

Else

3.1. Correct the erasures@fusing the MDS decoding process and derdt,p ;, - . . , Méuo,(a n]) the correspond-
ing message.

3.2. Remove the pad frod/gp , || - - - [ Mpp r,,,1 @nd write the resulting string as

Pep 1 llhgipall - |1 Pap nllPgip,,  ifBID # A
Pap 1l 1 Paip otherwise

where eacl’;, ; is P bits long and eachy,, . , ; is H bits long.

3.3. If BID # X then set HashCodewdid = hgp, ; fori € {1,...,n} and set KnownHashes- TRUE.

Output: The set of identified packet&Pgp ¢, - -, Pap .}, the boolean value KnownHashes and HashCodeword con-
taining the digests of the next block.

a and3 ensure that this will never happen (see Thedrém 2). In aipegoint of view, one can choosesmall andg

large enough so that the real threat of the opponent is baumgéhose values. Nevertheless, inaccurate values, such as
a = 1071% and3 = 10'° for instance, will lead to excessive overhead and commrtago, the values and 3 set by

the sender should accurately reflect the opponent actuayabeveloping techniques allowing the determinatiorso€h
values is beyond the scope of this paper.

4 Security and Recovery Analysis

4.1 Security of the Scheme

We adopt the same security definition aslin [45]. It can be ssean extension to the notion of "family of blocks" of the
definitions from[[24, 46]. The definition is as follows:

Definition 1 (KeyGen,Authenticator,DynamicDecodés)a secureand («, 3)-correctmulticast authentication scheme if
no probabilistic polynomial-time opponet can win with a non-negligible probability to the followinguge:

i. Akey pair(SK, PK) is generated bKeyGen

ii. Oisgiven:(a) The public keyPK and (b) Oracle access téuthenticator(but © can only issue at most one query
with the same family identification tdgD).

iii. O outputs(FID,BID, A\, n, o, 8, p, Q(X),RP).

O wins if one of the following happens:

a. (correctness violation)) succeeds to outplRP such that even if it containsyn] packets (amongst a total number
of elements which does not excdeth |) of some authenticated packets 8t for some family identification tag
FID and block identification taglID, the decoder still fails at identifying some of the correatlgets.

b. (security violation)0 succeeds to outpiRP such that the decoder returq€%, 5, . .., Pgp ,, } (for someBID ¢
{1,...,)\}) that was never authenticated Bythenticatoras theBID™ block of a family of\ blocks) for the family
tag BID and parametersi, n, «, 3, p, Q(X)).



Algorithm 5 DecoderBlock
Input: The family number FID, the block number BID, the elementsaifl&1, a set of received packets RP.

[* Signature Verification */

1. Write the packets as FtﬂBIDiHjiHCélDi,ji | Bgip,,;. || Faip,,;; and discard those having FiB4 FID, BID, # BID
orj; ¢ {1,...,n}. Denotem’ the number of remaining packets.nf’ < [an] orm’ > |Gn] then the algorithm
stops.

2. Run VerifySignatureFamily on the’ remaining points{(j;, Feip,j,), 1 < ¢ < m’}. If it rejects the input then the
algorithm stops.

3. Run MPR on the seft(j;, Beip ;,), 1 < ¢ < m’} and get a listL of candidates for block tag verification. If MPR
rejects that set then the algorithm stops.

/* Block Hashes Verification */

4. While the hash for block BID has not been verified and thellisas not been exhausted, we pick a new candidate
¢ = hgpll - ||hEp- If (R(¢) = HashBlocKBID)) then the tag of block BID is verified and we sel, = hjp for

j€{1,...,n}. If Lisexhausted without a successful block tag verification the algorithm stops.
[* Packet Decoding */
5. Set ¢’ := (0,...,0) and KnownHashes := FALSE. For each of them’ remaining packets,

FID||BID||j:||Caip ;,
C"to Cyp ;-

6. Perform Step of FilterElements to recover the data packets as well asitfests of the next block to be stored into
HashCodeword.

Bgip j; || Feip,j;» If M(Chip ;,) = hip for somet € {1,...,n} then set the™™ coordinate of

Output: The set of identified packet&gp 1, - - -, Pgp .}, the boolean value KnownHashes and HashCodeword con-
taining the digests of the next block.

As in [24,[45] 46], we have the following result regarding sleeurity and correctness of our construction whose proof
can be found in AppendixIB.

Theorem 1 Our scheméKeyGen,Authenticator,DynamicDecodés)secure andc, (3)-correct.

4.2 Recovery Property

We now prove that our scheme enables any receiver to redowerdata packets for any of theblocks and the number
of signature verifications to be performed per family)él) as a function of botm and\. As in [45,[46], we introduce
the following definition:

Definition 2 We say that the survival and flood ratgs, 5) are accurateto the network for a flow of symbols if the
following two properties hold:

1. data are sent per block af elements through the network.

2. for any block ofn elements{E,, --- , E, } emitted by the sender, if we dendt&|, . .. ,E’#} the set of received
packets them < |3n| and at leasfan| elements of Fy, - - - , E,,} belong to{ E1, ..., E,,}.

The second condition must be true for each receiver belgngithe communication group.

We now assume thdty, 3) is accurate for our network flow in the remaining of this paper. As shown in[46], itis a
realistic assumption to consider the accuracyof3) for PRABS as well. We have the following result whose proaf ca
be found in Appendik C.

Theorem 2 For anyFID, for anyBID, each receiver recovers theoriginal data packet®%sp 1, . . ., Paip,». INn addition,
the number of signature verifications to be performed forwle family of\ blocks is upper bounded ky(n) :=
min(|Uy(n) |, |Uz(n)]) where:

1 1 3 1
81 PrEmloe)
= s T r T 2B m

which isO(1) as a function of the block lengthand the family length.




5 Comparison of Authentication Protocols

In this section, we will compare our construction to PRABSYNIB and TWMDS as our approach can be seen as
their extension. As underlined in Selct. 1, the computingiefficy and the packet overhead are two important factors to
determine the practicality of a stream authenticationquroit Our comparison focuses on these two factors.

5.1 Computing Efficiency

In the proof of Theorer]2 (see the extended version of thelafibr details), it is shown that DecoderBlock is queried
only once for the whole family ok blocks. Thus, Poly-Reconstruct is run only twice per fanjgce within VerifySig-
natureFamily and once at St8mf DecoderBlock). At the same time, the receiver can filtermants for the remaining
A — 1 blocks. Using PH, our filtering process allows efficient buffig and faster authentication as the receiver:

e treats elements upon reception (on-the-fly verification).
e memorizes only the correct code coordinates.

Table[2 summarizes the benefits provided by the differettemtication schemes. In order to have a fair comparison,
we assumed that PRABS and TWMDS were iterateidnes. Notice that the valug(n) can be found in[18] and is equal

to Hg ZH Remark that a comparison betwdéfin) andV (n) (whenn = 1000) for different pairs(«, 5) can be found
in [46].

Signature Complexity Calls to Filtering Total
Verification Poly-Reconstruct Recovery
Our Scheme U(n) o(1) 2 Yes Yes
PRABS AV (n) O()) N/A No No
TWMB U(n) Oo(1) A1 No No
TWMDS AU(n) O(N) A No Yes

Table 2: Efficiency comparison for multicast stream proteco

5.2 Packet Overhead

In our scheme, augmented packets sent through the netwsriwdten as: FID:|j||C; ;||B:(j)||F (j). The packet over-
head is the length of the extra tag of information used toipigauthentication. Notice that an augmented packet withou
atag is assumed to be written as: KiDj|| P; ;. Remember that the bit size of packéls; is P. Our overhead is:

length(C; ;) + length(B; (7)) + length F(j)) — P

The element; ; belongs to the field used for the MDS code. Thus i IEts long. In addition3;(j) andF(j) areq bits
long. Using the valueg andg (see the extended version of this paper), we deduce thaolepoverhead is:

[n(PJFHW +9 [max(n’l—{,/\HJrsw _p

[an] pn+1

which isO(1) as a function of the block length Notice that whem is large the previous value can be approximated by:

GGl

Table[3 summarizes the overhead comparison of the diffenghentication schemes.

Bit Size Complexity
Our Scheme ( % - P) +2¢ Oo(1)
PRABS nHte | flogy(n)H | ©(logy(n))
TWMB 2q 0o(1)
TwMps | ([ 5] - P) + 2 o(1)

Table 3: Overhead comparison for multicast stream prosocol

[an]

Notice that the valueé[” (PJFH)W - P) and( [ {;Zﬂ — P) correspond to a stretching coefficient roughly equa}yi tel.
This is the price to pay in order to use the MDS code which guaes total recovery of all data packets. The apparent



low overhead of TWMB comes from the fact that scheme does mwige recovery of lost content (see Table 2). Remark
that when the survival rate is close tol (i.e. the channel has a good delivery rate), the previousegajet close té{ and

0 respectively. Thus the packet overhead of our construmiasymptotically(l + %) hashes long.

If we compare our construction to TWMDS then our packet ovadhis one field element plus, rough%, bits longer.
Notice, however, that our field elements are smaller thaselim TWMDS. Indeed can be seen as small in comparison

to the block lengtm and thus; < HQ‘%W

6 Conclusion

In this paper, we presented a stream authentication prioaddoh can be considered as an extension of PRABS, TWMB
and TWMDS presented in [18, 45,146]. Our construction onlynexs the generation of a single signature for every fam-
ily of X\ blocks ofn packets and allows any group member to join the communitaioup at any block boundary as
TWMB. The number of signature verifications to be performethatreceiver and the bit size of our packet overhead are
O(1) as functions of: and\, contrary to PRABS, where they are lineanimnd logarithmic im respectively. These two
advantages already existed for TWMB but our construction allews total recovery of the data packets which is not pro-
vided by either TWMB or PRABS. This feature is beneficial whaa packets represent audio or video information as our
approach prevent audio gaps and frozen images for insteoddermore, using PH, we are able to save memory at the re-
ceiver as those hash chains enable him to decide whethet drapping data packets upon reception which is not possible
for any of PRABS, TWMB and TWMDS. As a consequence, the runriing fat the receiver is decreased since he only
needs to use the erasure code to recover the data packe@rgaatPRABS, TWMB and TWMDS where he must first
build Merkle hash trees (for PRABS) or query Poly-Recorgttior TWMB and TWMDS) before using the erasure code.

It should be noticed that we can improve the running timeatdceiver even further by using a trapdoor hash function
[42] (such as Very Smooth Hadh [8] for instance) instead afaad signature as iri [44].
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A Design of Pads

In this appendix, we study the different pads to be used forscsheme. The field,. is used to represent polynomial
coefficients whildFy; is utilized for the MDS code. We denofethe bit size of any packe®; ;, H the bit size of digests
produced by ands the bit size of signatures as in Sédt. 3.

Polynomial Representation.These pads occur at St8p and Stept of Authenticator. At Ste3.1, the A block hashes
have to be padded. Each of them represertisbits. At Step4, the element || is A'H + s bits long. In both cases, the
padded value is to representedby + 1 elements offy,. We obtaing as:

pn+1
Notice that, in practical applications,will be much larger thar\. Therefore we will haven H > A\'H + s and thus:
B { nH —‘ _H
1= pn+1|  p
which proves that any element Bf. is just a few hashes long.

= {max(nH,)\HJrs)w

Denoteb := max(n H, A’ H + s) modpn + 1. Thus the length of the pad at St&q is ¢ bits where:

/o 0 ifb=0
| pn+1-—0b otherwise
The pad used at Stefpthen represent&: — \) H — s + £ bits.

Erasure Correcting Code.These pads occur at Stéand Ste2.2 of Authenticator. In both cases, we use the same finite
field F,;. Since the elements to be encoded at Stégare larger than those from Stépwe first focus on the sooner.

Each messag@V/; 1, . .., M; [on1) is made offan] field elements and represents the concatenajon - - - || P/, \0‘7
(wherel is the length of the pad). By constructiétf, || - - - [| P/, isn (P + H) bits long.
Denoteb := n (P + H) mod [an]. Thus the length of the patis:
;-0 ifb=0
" | [an] —b otherwise
We get:
- n(P+H) P+H
q= ~
[an] !
Concerning Stef of Authenticator, the quantity to be paddedAs || - - - | Px,» Which isn P bits long. In that case,

the length of the pad ia H + ¢ bits as we want to use the same MDS code (in particular the §iatdgfor all coding
operations.

Important Remark. The reader can notice that information stored in the pulaiclé[1 is sufficient to compute of the
previous pads.

B Proof of Theorem[1

Assume that the scheme is either insecure ofagpf)-correct. By definition, an oppone6t can break the scheme secu-
rity or correctness with a non-negligible probabitityk) wherek is the security parameter setting up the digital signature
and the hash function. Therefore, we must have either cases:

(1) With probability at leastr(k)/2, O breaks the scheme correctness
(2) With probability at leastr(k)/2, O breaks the scheme security

It should be noticed that sineg k) is a non-negligible function of, so isw(k)/2.

Point (1). We claim that ifO can break the scheme correctness in polynomial time theerdite can forge the digital
signature or he can find a collision for the hash function ilypomial time as well.
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This will be proved by turning an attack breaking the 3)-correctness of our construction into a successful attgalnat
either primitive.

For this attack® will have access to the signing algorithm Sigr(but O will not have access to SK itself). He can use
the public key PK as well as the collision resistant hashtiond:. O will be allowed to run Authenticator whose queries
are written agFID;, \;, n;, o4, Bi, pi, Qi:(X), DP;) where DR is the set of\; n; data packets to be authenticated. In or-
der to get the corresponding output, the signature is oddey querying Sigg as a black-box at Stepof Authenticator.

According to our hypothesi€) broke the correctness of the construction. This meansftilatyving the previous process,
O managed to obtain values FIB, n, a, 5, p, Q(X) and a set of received packets ggP(for some BIDe {1,...,A})
such that:

° HZ/ (FIDa )\7 n, o, 57 P, Q(X)) = (FIDM )\i; Ny, O, ﬁia Pis Qz(X))
Denote DP= {P; 1, ..., P\, }(= DP;) the An data packets associated with this query and AP the resparese g
to O. In particular we denote the signature corresponding to DP and generated as iM@teputhenticator.

° ‘RPB|D ﬂAPB|D| > favﬂ and|RPB|D\ < LﬂTLJ

e {Pp1,---> Pap .,y = DynamicDecoddiPK, FID, BID, n, a, 3, p, (X ), KnownHashesHashCodewordRPs p)
wherePé,D’j # Pgp,; for somej € {1,...,n}.

In the previous statement, AR denotes the subfamily of AP related to block number BID. Weild@lso like to draw
the reader’s attention to the fact th@tdoes not have any influence either on the boolean value Knagimés or the
content of HashCodeword as these two elements are updatie lbgceiver personally. Thu€) must succeed in both
following cases:

A. The value of KnownHashes is FALSE

B. The value of KnownHashes id TRUE

Case ADue to the design of DynamicDecoder, the familifs, 5, - - ., Pp ,, } has been returned as an output of De-
coderBlock. SincéRPsip N APgp| > [an] and|RPsp| < |Gn], Stepl ends successfully. Assume that the digital
signature is unforgeable and the hash function is collisésistant. Applying Theoremfrom [45], VerifySignatureFam-
ily recovers the signature and stores in HashBlock theblock hashe&, . .., h) corresponding to DP.

For the same reason as before, the stifi@sip 1)|| - - - ||2(Crip,») Will be included in the listL returned by Poly-
Reconstruct at Step. Sincer is collision resistant, the valuésgp, - - - , hfyp at the end of Steg contain the original
digests, i.e.Yj € {1, e ,TL} hJB|D = h(OB|D7j).

Becauseh is collision resistant anfRPgp N APgp| > [an], the element’ has at leasfa n] non-erased coordinates
and each of them is consistent with the original codewctglp 1, . . ., Ceip,» ). Therefore, at the end of Stépthe family
{Pap.1,---> Paip ) is equal to the original family{ Peip 1, - - -, Peip,» }. We get a contradiction with our hypothesis
which stipulated:

3] S {]., Ce ,TL} PéID,j 75 PBID,j

Therefore, either the hash function is not collision resisor the digital signature is not secure.

Case B.The family {P§p 1, .., Paip ,, } has been returned after a query to FilterElements. Sincedbiean Known-
Hashes is reinitialized to FALSE each time the first block atw family is to be processed, we deduce that DynamicDe-
coder successfully queried DecoderBlock for family tag AllénoteBID the last block tag such that DecoderBlock was
successfully run. We hav&ID = BID — 1 for somep > 1.

For ease of explanation, we assume- 1. That is, DecoderBlock was successfully queried by theivecéor block tag
BID —1. Thus the unforgeability of the digital signature invol¥lat the receiver obtained theblock hashes correspond-
ing to DP while running VerifySignatureFamily and then the original hashes hA(Cgip—-1,1),---,
h(Csip —1,n) at Stepd (see Case A). Thus, the non-erased coordinatéSarke consistent withCgip —1,1,- -, Caib —1.n)

in at leastf an| positions. Therefore, the corrected message is the otigimea(Meip 1.1, - - -, Maip —1,[an])- ThUs, the
elements memorized into HashCodeword at the end of the quejock BID — 1 are the original hashégCgip 1), - . .,
h(Cgip,n)-

Now, we study the case of block BID which is under attackhyAssume that some elements of the outpl{, 4, . . .,
Pip ..} are empty. Due to the design of FilterElements, this hapiiemsi only if the decoding process at Step did not
occur. That means the elemeHthad less thaia ] non-erased coordinates at the end of X@p Nevertheless Rip
contains at leasta n] elements of ABp and HashCodeword= (h(Cgip,1); - - -, h(Ceip.»)). ThereforeC’ must have at
least[a n] non-erased positions. We obtain a contradiction. Theegfwne of the packe{%p 1, - - -, Paip . } IS €mpty.
As a consequence, they were obtained by removing the paddoone messagé\/gpp ;- - - ,Mé,wa n]) at Step3.2.
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Since Fgp ; is an incorrect non-empty packet we haligy, ; # Faip,;- Thus the messagéMgp ;- Mgp 14 ,) 1S
different from the original messag@/gip,1, - . -, Maip,[a n7)- It follows that at least one of the non-erased coordinates o
the codewordCyp 4, - - -, Cgyp ,,) at Step3 is different from the corresponding coordinate(6kip 1, - - -, Ceip,»). That

is:

I:|DHB|D||9||C sip,ol1Boll Fo € RPaip

for someBy and F,
BID,0 7"é CBIDA,Q 0 o

30 € {1,.. }/{

NeverthelessCy, , has been selected at Steg. Therefore:h(Cgp ) = HashCodewor@). Nonetheless, we pre-
viously showed that HashCodeword contained the origingésts of block BID. In particular: HashCodew#(§l =
h(Ceip,0). S0:h(Cgip 4) = h(Caip,0) While Cgp 4 # Caip,e- This contradicts the collision resistance’of

Now, we would like to argue about the cB® = BID — 1 whengy > 1. This means that DynamicDecoder only queried
(successfully) FilterElements for blocks BIB 1 + 1,...,BID — 1. In this case, it is easy to see, by recursion on the
block tag value, that the different updates of HashCodewoecconsistent with the original block hashes of DP. That is,
at the end of query on block td#JD, HashCodeword contains the digests for bl@b + 1 (see before); at the end of
query on block tadID + 1, HashCodeword contains the digests for bl@® -+ 2 and so on. Thus at the beginning
of the query on the block tag BID attacked 6y HashCodeword contains the original hashéSgp 1), - .., 2 (Cgip.n)-
Therefore we obtain a collision for the hash function as joresly.

Point (2).We claim that ifO can break the scheme correctness in polynomial time thberdite can forge the digital
signature or he can find a collision for the hash function ilypomial time as well.

We consider the same kind of reduction as in Point (1). The@ppptO will succeed if one of the following holds:
I. Authenticator was never queried on input FIDn, «, 8, p, Q(X) and the decoding algorithm DynamicDecoder

does notreject Ri, i.e.{ Paip 1, - - -, Pap. .} 7 O Where{Pgp 1, ..., Pgp .} = DynamicDecodgPK, FID, BID,
n,a, 3, p, Q(X), KnownHashesHashCodewordRPgp ).

Il. Authenticator was queried on input FIB, n, o, 8, p, Q(X) for some data packets DB {P; 1,..., Py }. Nev-
ertheless, the output of DynamicDecoder verifigg, ; # Pap,; for some BID € {1,...,\} and somegj €

{1,...,n}.
Case I.As in Point (1), we have two cases to consider according tedahee of KnownHashes.
e Sub-case IAlf the value of KnownHashes is FALSE then DynamicDecodepou{ Py, 4, - - -, Pgp ,, } after querying
DecoderBlock. Since Step of the latter algorithm had to terminate successfully, &ignatureFamily output a pair
(R(FID|[A[|n[latl| Bl| pl| [ - - - ), o) such that:
Verify gy (R(FID[[A[[nlal|Bl[pllha ] - - - [|x), o) = TRUE
If O never queried Authenticator for family tag FID then the jpoerg pair is a forgery of the digital signature.

If O queried Authenticator for family tag FID then dendED, 7, &, 3, p, Q(X)) his query. By hypothesis, we have:

(FID, . 71,@, 3, p, Q(X)) # (FID, A, n, v, B, p, Q(X))

Without loss of generality, we can assume that once the peteasd, n, «, 3, p are known, the polynomial(X) used to
represent field elements is uniquely determined. So, werobta

(5‘7&’ a, Bvﬁ) # ()‘anaaaﬁvp)
Therefore, the pair output by VerifySignatureFamily is egfery of the signature scheme.

e Sub-case IBIf the value of KnownHashes is TRUE then it means that theist®an earlier block (numbereﬁjlvj <

BID which was used to successfully verify a signature forapaeters FIDA, n, «, 3, p, Q(X). In this case, we can per-
form on that earlier block the same reasoning as in the pusviase to obtain a contradiction with the security of either
the signature scheme or the hash function.

Case Il.We have the same situation as Point (1) - Case A.

15



C Proof of Theorem([2

We first show that our scheme allows recovery of all data gacke part of this demonstration will be used to deduce the
bound on the number of signature verifications to be perfdrfaethe whole family.

Packet Recovery et FID be fixed. Sincéa, 3) is accurate, for each BID, the receiver obtains, as set efved packets
RPsip, at least « n] original elements amongst a total not exceedifig: | pieces of data.

e We start focusing on the first block (i.e. BIB- 1). As it is the first block of a new family, DynamicDecoder gesr
DecoderBlock as a subroutine. Since;RRs at leasfa n] correct elements an&®P;| < |3 n |, Stepl ends successfully.
Applying Theoren® of [45], VerifySignatureFamily recovers the family signeg and fills in HashBlock with the digests
of the original blocks, i.e.:

Vi e {1,..., A} HashBlocKi) = h(h(C;1)|| - - - ||R(Cin))

The accuracy ofa, ) involves that the lisL. output by Poly-Reconstruct at Stancludes the strin@g(C; 1)|| - - - | h(Ci.n)-
Due to the collision resistance of the hash function and timéemt of HashBlock, we deduce thd, . . . , b7 from Step4
are such asti € {1,...,n} hi = h(C1,).

The collision resistance df also implies that the non-empty coordinateg”6fat the end of Step) are consistent with
those of the original codewor@ 1, ..., C1 ). The accuracy of«, 3) involves that there are at legst n| non-erased
elements. Thus, the MDS code can correct the erasures at Stephat the message recovered by the receiver is the
original one(Mi 1, ..., My ).

As a consequence, the outp®; ;, ..., P; ,,} of DecoderBlock is the original s€tP; 1, ..., P, } (total recovery for
block 1), the boolean KnownHashes is set to TRUE and HashCodewstitisasy: € {1,...,n} HashCodeword:) =
h(Ca,).

e We consider the second block (i.e. BIB= 2). Since KnownHashes is TRUE, DynamicDecoder queriesrEike
ments as a subroutine. The non-empty coordinated at the end of Stef.2 must be consistent with the content of
HashCodeword= (h(C2.4,),-..,h(C2y)). Since(a, B) is accurate, RPcontains at leadto ] original elements. Thus,
the MDS code can correct the erasures at Stépso that the message recovered by the receiver is the origimel
(]\42717 ey Mg)n).

As a consequence, the outpu®; ;, ..., P, ,, } of DecoderBlock is the original sgt? 1, ..., %, } (total recovery for
block2), the boolean KnownHashes is still set to TRUE and HashCodtis such as?i € {1, ...,n} HashCodeword:)
= h(C3,).

¢ We see that when iterating this process we obtain total exgaf data for blocks, ..., \ as well.
Signature VerificationThe previous proof showed that VerifySignatureFamilyris/@ueried once per family of blocks.

Therefore the number of signature verifications is uppended by the size of the list constructed by VerifySignature-
Family. We apply Theorerf from [46] to get:

1. the list size is upper bounded bi(n).
2. U(n) € O(1) as a function of the block length

SinceU (n) is independent from the family length we deduce thal’ (n) € O(1) as a function ofz as well.
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