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Abstract

We study the multicast stream authentication problem when an opponethitogameorder and introduce data packets
into the communication channel. In such a model, packet overheadoamgluting efficiency are two parameters to be
taken into account when designing a multicast stream protocol. In this,pep@ropose to use two families of erasure
codes to deal with this problem, namely, rateless codes and maximumcdist@parable codes. Our constructions will
have the following advantages. First, our packet overhead will be sBedbnd, the number of signature verifications to
be performed at the receiver@(1). Third, every receiver will be able to recover all the original data pteckmitted by
the sender despite losses and injection occurred during the transmissitormation.

Keywords: Stream Authentication, Polynomial Reconstruction, RetelCodes, Erasure Codes.

1 Introduction

Multicast protocols enable data to be transmitted from @meler to many receivers via a communication network such as
the Internet. The applications are as various as pay-T\heglames and military defense systems for instance. Nevert
less, large-scale broadcasts prevent lost content frong lsetransmitted since the loss of any piece of data couldrgés

an overwhelming number of redistribution requests at thelee In addition, the network can be under the influence
of malicious users performing harmful actions on the datsash. Thus, the security of broadcast transmission schemes
depends on both network properties and opponents’ conigughipower. In this paper, we will consider that opponents
have bounded computational abilities.

Some applications for television or stock market will diéua long stream of data whose content is to be authenticated
by the receivers within a short period of time upon receptiince many multicast protocols transfer private or sesit
information, non-repudiation of the sender is requiredhfimist of them. In addition, it should also be pointed out thasim
channels used for multicast only provide a best effort égjivof data like the Internet with the User Datagram Protocol

Two important concerns of the multicast authenticatiorbfgm are the network bandwidth availability and the re-
ceivers’ computational abilities. Indeed, large packeay greate irregular throughput of data which sometimedtsesu
congestion of the network information flow. On the other haedeivers with limited computational abilities will reige
more time to authenticate data delaying the stream playeftie, a stream authentication protocol is to minimizehbot

*This paper is the extended version of the artidles[[65, 6ggaping in the proceedings of IWSEC 2006 and CANS 2006. I¢tgrai version appears
in the International Journal of Information Security, valnd. 4, pp 265 - 283, August 2008, Springer - Verlag.



packeﬁ overhead and computational cost.

In recent years, several protocols were designed to delaltiwgt multicast authentication problem [11]. The simplest
technique to ensure non-repudiation of information is gm®&ach packet using a digital signatusg(i-each approagh
Unfortunately, this solution is impractical as digital is&gures are time expensive to generate and verify whiiene
signatures exhibit a large length [19] 57]. That is why a camm@pproach is to generate a single signature and to amortize
its communication and computation overheads over sevackgts using hash functions for instance.

By appending the hash of each packet to several followersrditgy to some specific patterns, Pereigal. [50,(51],
Golle and Modadugu_[20] and Miner and Staddonl [40] desigmb@mmes dealing with packet loss. One signature was
generated from time to time and was always assumed to beveelcén these contributions, authors modeled the network
packet loss by &-state Markov chairi [17, 49, 69] and provided bounds on tloégtaauthentication probability. Gao and
Yao [18] proposed to use online/offline signature to speesigming and verifying time for these schemes. Unforturyatel
all these protocols rely on reception of signed packets.

To overcome this problem, one solution is to split the sigreatnto . smaller parts where only of them (¢ < k)
are enough for recovery. Along this line, several schemee weveloped [2, 45, 46, 47,!48] but none of them tolerates a
single packet injection. 18003, Lysyanskayeat al.[35] designed a technique (called in this paper LTT) resisiapacket
loss and data injections using Reed-Solomon cades [55]emter number of signature verifications to be performed
per blocl turns out to beD(1) as a function of the block length. In 2004, Karlof et al. developed a protocol called
PRABS [27] using a Maximum Distance Separable (MDS) codealeith a one-way accumulatar! [5, (7,142, 43] based
on a Merkle hash treé¢ [39] requiring less signature verificatthan LTT. Unfortunately, PRABS's augmented packets
must carry[log, n] hashes which is much larger than for the constructions wegs®in this paper. Note that the elliptic
curve-based accumulator developed by Nguyeh [42] oversdhiedrawback. Like PRABS, each received element has to
be sorted according to its accumulated value. For Nguyemisteuction, this requires to evaluate two pairings whécthe
cost of verifying one signature produced by Bomtlal.s digital signature schemgl[8]. Nevertheless, Boeeal. noticed
that this operation was much slower than a RSA signaturécegipn which was reinforced by Barre¢val. [6]. So, using
Nguyen'’s accumulator is not suitable in our context sin@ndhe prohibitive sign-each approach would be more efficien

Our approach is motivated by the following observation. Aessary condition for all these schemes to authenticate
a packetP (at the receiver) is to get an elemeRtcontainingP along with some hashes [40,140] 51] 67] or code sym-
bols [35,[4%]6B]. IfP is dropped therP is definitely lost since such & is unique for each scheme. We propose to
use erasure correcting codes to overcome this problem.eA\pretvious techniques, we will process the data stream per
block of n packets:Py, ..., P,. The two constructions we propose can be seen as extengibh$ and PRABS which
enable any receiver to recover all data packets .., P, despite loss incurred during transmission. This constitat
major improvement from existing approaches in the way teegivers not only authenticate what they received but also
reconstruct what was lost. This is particularly beneficiabwP , . . ., P,, represent audio or video information where our
techniques prevent frozen images and audio gaps to happen.

In both constructions, a digital signature will be used tewre non-repudiation and to enable new members to join
the communication group at any block boundary.

Our first scheme usdsuby Transform(LT) codes to encode blocks afdata packetsd, ..., P, into A/ symbols
Ey, ..., Ex (the value of\ is specified in_Secfion 4). LT codes were introduced by LUt#} E& the first practical real-
ization of rateless codes to illustrate the Digital Foumtzncept/[9]. These codes are constructed in such a wayhtirat t
exists a threshold value (depending om) such that any subset 1, ..., Exr} having at leastn distinct elements can
be used to recover all original packetsP;, . .., P, with good probability. By representing, . .., £y as coefficients
of a particular polynomial and carefully choosing, the receiver will be able to run a reconstruction algoritthae to
Guruswami and Sudan_[24] and will recover that polynomiapiie potential data injections performed by malicious
users.

Since we will use the same opponent model as Lysyansiigh we will prove that our scheme is as secure as LTT
and exhibits a minimal lower bound on the packet authentiogirobability which can be chosen arbitrary closelto
Since the security of our construction depends on the demsig of the LT decoding (while LLT relies on Reed-Solomon
codes’ one), we will compare LT codes to other families oélegs codes including Online and Raptor codes|[317, 60].
We will show that it is possible to achieve reasonable packethead by using a modified version of LT codes. We will
also enlighten that Raptor codes can provide good pradtigaémentations for our scheme if they are used instead of LT
codes. The reader may be aware that Raptor codes have ydweerl used in many applications related to the distribution

1Since the stream size is large, it is divided into small fixiza-entities callegpackets

2|n order to be processed, packets are gathered into fixedssts calledblocks

3We callaugmented packetbe elements sent into the network. They generally consisteobriginal data packets with some redundancy used to
prove the authenticity of the element.



of digital content|[1] 68].

As we will see, rateless codes only requires packet XOR-iagmcode and decode data which is suitable for de-
vices with limited computational power. Nevertheless, wheceivers have hardware allowing more complex arithmetic
operations to be performed (such as field operations foarcst), one may think about using an approach similar to
PRABS. Our second protocol will allow complete recoveryluf tvhole data stream (with probability using a MDS
codes construction developed by Lacan and FimeX)id. Based on their work [30], we will argue that applying their
code construction results in a better encoding/decodingpéexity than using most other MDS codes. When compared
to Reed-Solomon codes (as used for LTT) our technique wilegate a slight increase of computing complexity at the
sender (which can be compensated by his larger computhafiomger) whereas the complexity at the receivers will be
reduced. We will also see that our packet overhead is snhHerPRABS for practical applications.

Contrary to[[35] where only an asymptotic study of LTT wasfpened, we will derive an upper bound on the number
of signature verifications to be executed per block for batemes. This bound will be valid for any block length and
will turn out to beO(1) as for LTT and PRABS. Such a bound is valuable for practicpliegtions since the block length
is always finite. It allows receivers to get an upper bounchertime spent to verify signatures and therefore on the lé]elay
between reception of information and authentication ofaxirpackets.

This paper is organized as follows. In the next section, vesgmt our network model as well as a few results from
[30, [32]. In[SecfionB, we describe our general approach ¢asthream authentication problem. Our constructions are
presented ii- Section 4 and Sect. 5 where we demonstrateséweirity and study their efficiency. [n_Secfidn 6, we com-
pare the benefits and drawbacks of our two schemes. The tgirsevill summarize our contributions to the multicast
authentication problem.

2 Preliminaries

We now introduce the terminology and assumptions we willingkis paper. First, we need to define our network model.
Then, we will describe the two code constructions by Luby eachn and Fimes. Finally, we will recall an algorithm by
Guruswami and Sudan achieving polynomial reconstrucéasrin [35,[63], it will be used to deal with packet injections.

2.1 Network Model

We stated in the introduction of this paper that the elemsens into the network consists of the original data packéts w
some redundancy used to provide authenticity and are callgthented packets. We consider that the communication
channel is under control of an opponé&htvho can drop and rearrange packets of his choice. He is dtsoeal to inject
bogus data into the network. Since our primary concern igrthticast authentication problem, we can assume that a
reasonable number of original augmented packets reachesdhivers and not too many incorrect elements are injected
by O. Indeed, if too many original packets are dropped then datesinission becomes the main domain of investiga-
tion since the small number of received elements would bbairly useless even authenticated. On this other had?l, if
injects a large number of forged packets then the main pnolddebe solved becomes increasing the resistance against
denial-of-service attacks. In order to build our signatmrertization schemes, we need to split the data streamlintés

of n packets:Py, ..., P,.

We define two parameters:(0 < « < 1) (thesurvivalrate) and3 (3 > 1) (thefloodrate). It is assumed that at least
a fractiona and no more than a multiplé of the number of augmented packets are received. This meahahen4d
augmented packets are sent into the network, at [ead] of them are received amongst a total which does not exceed
|BA] elements. Notice that we will havé = n for our MDS code-based scheme while> n using LT codes.

We also draw the reader’s attention to the fact that we arénterested in the caséa = 1) and(3 = 1). Indeed, in
the first case, all original data packets are received. Thesnly need to distinguish correct elements from bogus.ones
This can be done using Wong and Lam’s techniue [67]. In thergcase, there are no packet injections fl@nThus,
using an erasure code (aslin][13] for instance) is enougictives all augmented packets andRQ. . ., P,. Therefore,
in this work, we will only study the cas@:< o < 1 < .

2.2 Code Construction
2.2.1 LT Codes

We briefly describe how to generate outputs for LT codes amdtbalecode data. A complete description of both pro-
cesses can be found in[32].

4This delay is calle@wthentication delapf the scheme.



Encoding.We have a fixed number of input symbols denotedfiy. ., Ix. In order to generate a new encoding symbol
E, we use a probabilistic distribution called the RobusttBaldistribution to choose the dedﬁeeof the symbolE. We
randomly pickd elements amongst the input symbdls; . .. ,Iidlﬁ. We generaté’ as the XOR ofl;, , .. ., I;,. Using this
process, we can generate as many encoding symbols as weinggnive only need to run the Robust Soliton distribution
to get a new one.

Decoding.When the receiver get§ encoding symbol#, ..., Ey, he first builds the bipartite graph used to compute
Ey,... ,ENE. We would like to point out that it can happen that not evgrig on the left hand side. This is true in partic-
ular if N is small and the encoding symbols have small degrees. Atabibing of the decoding process, hgs have
been coverdd They are initialized witt0’s. We first releas®all E,'s with a single adjacent vertex to cover their unique
neighbor. The set of covered input symbols not yet proceissedlled theripple and denotedr. All previous covered
symbols belong ta&k. At each step, one elemefitis processed as follows:

1. Each neighbolV/ of J; has its value XOR-ed witt;’s.

2.1; is removed as a neighbor of these eleme‘v‘yfsThat is, the corresponding edges are removed from the graph

3. For eacer having one remaining neighbor in the new gramj,is released from the graph and covers its remaining
neighbors which are added fo(for those which were not already in).

4.1; is released fronk (because it has no neighbors any longer).

Steps3 and4 make the size oR vary. The decoding process ends whers empty. It is successful wheR, . .., Ik
have been released froR We will use the following theorem to deal with packet losswting during data transfer.

Theorem 1 ([32]) For § € (0, 1), the decoding process fails with probability at méstom any set ofV := K + (R +
&4 ..+ Z£2)In (£) encoding symbols whet := ¢ In (£) /K for a positive constant determined within the
Robust Soliton distribution.

In [10], it is proved that has to be chosen as:

o VKR L VK
K—1 Wn(K/5) =2 In(K/d)
In this paper we consider
1 vK 1 K"
[ S G I —
K—-1 In(K/0) = — 2 In(K/))

for some constant (independent frdti) valuer in (0, %) so that our packet overhead remains reasonablg (see AppEndi

2.2.2 MDS Codes

In this part, we focus on linear codes. A linear code of len§thdimensionK and minimum distancé is denoted
[N, K, D]. The Singleton bound states that iV, K, D] code satisfiesD — 1 < N — K[38]. It is known that any
[N, K, D] code can correct up tB — 1 erasures[70]. Thus, &, K, D] code cannot correct more thah— K erasures.
In order to maximize the efficiency of our construction, we Bterested in codes correcting exacNy— K erasures.
These codes are callddaximum Distance Separab{MDS) codes|[36].

Now, we describe the MDS code construction developed_ih [3@] will work over the fieldFy,. Every element of
Fo« can be represented as a polynomial of degree at qnest overFs [31]]. Operations irf;. are performed modulo a
polynomial Q(X) of degregy which is irreducible oveFs. From [30], we have:

Theorem 2 LetV(aq,...,ax) be anon-singulai x K Vandermonde matrix and 1&f(b;,...,by_x) be aK x (N —
i=1,...,

K') matrix (b{’l)zzl fé_K (with conventior)® = 1). Consider theK x K identity matrix/x. Then, the linear code
defined by the generator matrix:

G:=[Ix|V(ar,...,ax) 'V(b1,...,bn_x)]

is MDS if and only if they;, b; are IV pairwise distinct elements.

5Any LT code can be represented as a bipartite graph With. . , I'¢ as the left hand side vertices and all encoding symbols as higihd side
vertices. An edge is drawn betweénand the encoding symbd if I; has been used to compute I; is said to be aeighborof £ (and vice versa).
We use the terrdegreeto denote the number of neighbors a symbol has.

6This is how we build the bipartite graph representing the tles

"The positions of the input symbols XOR-ed to build an encodiyrgbol E; are sent along witt; [25].

8An input symboll; is said to becoveredwhen it is the only adjacent vertex of an encoding symBipl The covering operation is a XOR of the
current value off ; with £,.

9A symbol is said to beeleasedvhen we remove its representing vertex from the graph.



Notice that due to the presence of the identity malgix each message to be encoded will appear as a part of its
corresponding codeword. This means that this MDS code is spstematidorm. We now introduce the algorithms
EncodeMDS and DecodeMDS which will be used as subroutinesiirwork. We will encodes” symbolsSy, ..., Sk
into N modified symbolsSy, ..., Sy. EachS; andS; belongs taF..)". The choice of the efficiency parametewill be
explained inSection] 5.

Algorithm 1 EncodeMDS

Input: The code length and dimensidnand K, the polynomialQ (X)) of degree;, the generating matrig, K symbols
S, ..., Sk and the efficiency parameter

1. Parse each symbg}; into r field elements asS; := S}||---||S}. Build » messages a¥j € {1,...,7} m; =
(51 Sk).

2. Encode the messages intp codewords as?j € {1,...,7} ¢; := m; G.

3. Write each codeword asic; := (¢]---¢)) and build the N modified symbols as:

Vie{l,...,N}S;:==d]||--|ci.

Output: N modified symbolsSy, ..., Sy.

Algorithm 2 DecodeMDS

Input:  The code length and dimensiov and K, the polynomialQ(X) of degreegy, the generating matrig, 7'(> K)
elements{(j;, 5,),1 < < T} and the efficiency parameter

1. Reorder thel' elements to have; < ... < jr and pick the firstK elements. Parse théjz.’s as:Vi €
{1,...,K}S;, =cJ|| -+ ||cf and write:Vi € {1,...,7} ¢, == (c]*---I¥).
2. Build G as the restricion of G to columns j;,...,5xk and compute r messages as:

Vie{l,....rym;:=c, G "

3. Write each message as; := (m/ ---m[<) where eachn/ is ded Q(X)) bits long. Recover thé& symbols as:
Vie{l,...,K} S;=mi|-|md.

Output: K symbols:Sy, ..., Sk.

Notice that the polynomia®(X) is used at Step of EncodeMDS and DecodeMDS when performing field operations

2.3 Polynomial Reconstruction Problem

In [24], Guruswami and Sudan developed an algorithm to sihiggpolynomial reconstruction problem. They proved that
if 7" points were given as input then their algoritfialy-Reconstrucbutput the list of all polynomials of degree at most
K passing through at leadt of theT" points provided? > v/ K N. We will use a modified version of Poly-Reconstruct
that we callMPR. DenoteFs. the field representing the coefficients of the polynomial b&fore, we denot@(X) the
polynomial used to perform operations in that field.

Algorithm 3 MPR

Input: The maximal degre& of the polynomial, the minimal numbeé¥ of agreeable pointg; points{(z;,y;),1 <i <
T} and the polynomial(X) of degree;.

1. If there are no more thavi X' N distinct points then the algorithm stops.

2. UsingQ(X), run Poly-Reconstruct on tHE points to get the list of all polynomials of degree at masbverFs,
passing through at least of the points.

3. Giventhe lis{{ L, (X), ..., L,(X)} obtained at Step. For each polynomiaL;(X) := L, o+ ...+ L; k X* where
Vi € {0, ce ,K}ﬁi}j € Fyq, form the elementst; .= Ei,OH i HL‘i,K-

Output: {L4,...,L,}: list of candidates

3 Overview of our Approach

In this section, we give a general overview of our two protscés in [27,[35] 63], we need a collision resistant hash
function i [52] and an unforgeable digital signature scheme (igrerifypy) [61] the key pair of which (SK,PK) is



generated by an algorithm KeyGen.

LT Code-based Construction.From then data packetd, ..., P,, we want to generatel = N augmented packets
APy, ..., APy such that if at mostV' — [aN'] of them are lost during transmission then the receiver diiretover

all the P;'s with probability at leasti — § (with 0 close to0). Thus, to deal with erasures, we need to generate at least
N =[] symboISEy, ..., Ey from P,..., P, using the LT code wherer := n+ (R+ & + .- + L) In (&)
andR := ¢ In (%) v/n (see Theorem|1). In order to provide non-repudiation ancetd with bogus |nject|ons, we hash
the symbols along with the positions of their neighbors éssary to rebuild the graph when decoding) and sign the
concatenatiorh || - - - ||har. As in [35], we build a polynomialA(X) of degree at mospA” (for some rational con-
stantp), the coefficients of which represeht| - - - ||hx||o (o is the signature). We build th&” augmented packets
as:Vi € {1,...,NYAP; := BID||i||E;||N!|| - - - || N{"|| A(s) where BID represents the position of the bldek ..., P,

within the whole data stream ailg is the degree oF;.

Upon reception of data, the receiver checks the signaturednnstructing the polynomial (X') using MPR. Once
the signaturer is verified, the receiver knows the original hashes. .., k. Thus, he can identify the corregl’s and
their corresponding neighbors’ positiong, . . . ,Nidi from the list of elements he has got. According to the detiniof
a andN, there must be at least correct symbols frony, . . ., E in his list. Finally, he corrects the erasures using the
LT code and recovers thedata packet$’, . .., P, with probability at least — §.

MDS Code-based Construction.From then data packetd,..., P,, we will construct4 = n augmented packets
APy, ..., AP, such that if at most — [an| of them are lost during transmission then the receiver dlinestover all the
P;’s. Thus, we need to encode theseackets using &, [an],n — [an] + 1] code. To perform this encoding, the size
of elements forming the code’s alphabet will be larger thendize of a data packet. In order to provide non-repudiation
and to deal with bogus injections, we hash the modified symbal. .., S, (generated by the MDS code) and sign
the concatenatioh, || - - - ||h,,. As before, we build a polynomiad(X) of degree at mosin, the coefficients of which
represent, || - - - ||, ||o (o is the signature). We build the augmented packetsias: {1, ...,n} AP; := BID||i[|S;| A(i).

As previously, upon reception of data, the receiver cheltesignature by reconstructing the polynondalX') using
MPR. Once the signatureis verified, the receiver knows the original hashes. . ., h,,. Thus, he can identify the correct
Sy's amongst the list of elements he has got. According to tfi@itlen of «, there must be at leastvn| symbols from
Sl, .. Sn in his list. Finally, he corrects the erasures using the MD&cand recovers thedata packet#, ..., P,.

4 LT Codes for Multicast Stream Authentication

In this section, we will describe a multicast authenticaaotocol using LT codes which is robust against packet loss
and data injection. Our technique also allows any new usgrinadhe communication group at any block boundary. We
will demonstrate its security, exhibit a minimal bound fbetpacket recovery probability and show that the number of
signature verifications per block at the receiveDid ) as a function of the block length Finally, we compare LT codes

to other families of rateless codes to be used in our context.

4.1 Our Authentication Protocol

The data stream is processed per block gfackets:Py, ..., P,. For our construction, we assume thats and¢ are
rational numbers. Thus, we can represent them over a finitebau of bits using their numerator and denominator. In
order to run Poly-Reconstruct as a subroutine of MPR, we taehdoosey € (0, %2). Notice thatp has to be rational
sincepV is an integer. Sinceis a fixed value of the Robust Soliton distributidvi,only depends on, § anda. Therefore,
without loss of generality, one can consider that the valiseuniquely determined when «, 3 andé are known[_Tablel1
summarizes the scheme parameters which are assumed toliotypatown.

n: Block length | §: Decoding failure probability
«: Survival rate| (. Flood rate
A list of irreducible polynomials ovelf,

Table 1: Public parameters for our LT code-based scheme.

The hash functiork as well as Verify and PK are also assumed to be publicly kn&e.did not include them in
[Table 1 since they can be considered as general parameteisstanceh can be SHA256 [41] while the digital signa-
ture can be d024-bit RSA signature[56]. We denof¥ the digest bit length and the bit length of a signature. Since
h and the digital signature are publicly known, so &endS. We denoterp, the tag representing the communication
parameters, namelyya, := nlj||3]|0. It is assumed that the list of polynomials contains a sipglgnomial Q(X) per
degree value dé@(X)). We now present the algorithm used by the sender.



Algorithm 4 Authenticatorl
Input: The secret key SK, the block number B[D, Table 1 ardhta packet#’, ..., B,.

1. ComputeV := [2] wherem is defined i Sectionl3. Consider thepackets as input symbols for the LT code
and build A encoding symbolsEs, ..., Ex. Each symbolE; is associated with the positions of it neighbors
N},...,N%. Compute the hashegi € {1,... N} h; := h(E;||N}| - -- | N¥).

2. Compute the block signatureas: o = Signy(h(BID||7pal|h1]| - - - ||har)) and form the authentication tag =
hall -+ hwllo.

3. Denotet the smallest element &f such that:

HN +8+¢
T T > >
[ N1 | = os V] (1)
Denoteq the left hand side ¢f Inequality (1). Writeas the concatenatian|| - - - [|a, - Of (p N + 1) elements offy,

after suitable padding. Form the polynomi|X) := ap+-- -+ a, X*N and evaluate it in the first” points ofFy,:
Vie{l,...,. N}y := A(i).

4. Construct the augmented packets as:

Vi€ {l,....,.N'} AP;:=BID|i[| Bi||N}| - | N{"

Yi

Output: {APy,..., AP }: set of augmented packets.

We first notice that, even when the channel ratgs change, the structure of the LT code does not need to be nobdifie
since we keep working with the same inp#ts . .., P, and the same valuefor the Robust Soliton distribution. Only
the number\/ of encoding symbols to be generated increases. This is amtadye over LTT and PRABS since the size
of their field as well as the rate of their code have to be upbatease of modifications of network rates. In addition,
it can be shown that the rat'@lﬁ (as a function ofz) is asymptotically bounded by a constant (see Appendlix AYide
that the list of irreducible polynomials ov&s is used at Step when performing polynomial evaluations oy, . Those
evaluations work as follows. Since any elemenfef can be represented asY° + \1Y; + ...+ \,—1Y 9~ where each
A; belongs tdF,, we define the firstV" elements a$0,...,0), (1,0,...,0),(0,1,0,...,0),(1,1,0,...,0) and so on
until the binary decomposition gf” — 1.

The justification for the choice af and the length of the pad efcan be found i Appendix D} 1. It should be noticed
that the public values ¢f Tablé 1 are sufficient to compudad the pad length.

We now describe the algorithm run by the receivers to auitetetdata they collected.

4.2 Security and Recovery of the Scheme

Security of the SchemeWe will now analyze the security of our authentication scheWile want the receivers to authen-
ticate data despite malicious actions performedbysimilarly to [35], we give the following definition:

Definition 1 The collection of algorithm@eyGen, Authenticator, Decoderpnstitutes &ecureand(«, 3)-correctprob-
abilistic multicast authentication scheme if no probaiiti polynomial-time opponei® can win with a non-negligible
probability the following game:

i) A key pair (SK,PK) is generated li{eyGen

i) Ois given:(a) The public keyPK and (b) Oracle access téuthenticator(but O can only issue at most one query
with the same block identification t&jD).

i) O outputs(BID, n, a, 8, p, 5, RP).

O wins if one of the following happens:

a) (violation of the correctness propert§) succeeds to outptRP such that even if it containgy A| packets amongst
a total not exceeding3.N | elements) of some authenticated packetdgtfor block identification tagdID, de-
coding failure probabilityy and parameters, «, 3, p, the decoder authenticates some incorrect packets.

b) (violation of the security propertyy) succeeds to outplRP such that the decoder outpuf$;, ..., P.} which
is non-empty and was never authenticatedAloyhenticatorfor the valueBID, the probabilityé and parameters

naaaﬂa p-



Algorithm 5 Decoderl
Input: The public key PK, the block number BID, Table 1 and the seeoéived packets RP.

1. ComputeV’. Write the received elements as BID; || £, | N} || -- - [| N | 7, and discard those having BJB- BID
orj; ¢ {1,...,N}. DenoteN the number of remaining packets.(IN < [an| or N > |3n]) then the algorithm
stops.

2. Rename the set of received packe{dﬁl,...,ﬁw} and write each element asAP;, =

BID|jil| Ej, | N || - | N{" |7, wherej; € {1,...,N}. Computeq as in Step3 of Authenticatorl. Get the ir-
reducible polynomial of degregfrom the sender’s public list and run MPR on the §6t,7;,),1 <i < N} togeta
list {c1,...,c,} of candidates for signature verification. If MPR rejectd t&t then the algorithm stops.

3. Initialize v, :=  for j € {1,...,N} andi := 1. While the list has not been exhausted (and the signature
not verified yet), picke; and write it ashi||--- ||h%/||c" after removing the pad where eash is H bits long. If
Verifypy (h(BID | pad | R ]| - - - [|hy), o) = TRUE then we seb/; = h’ for j € {1,...,N'} and break out the loop.
Otherwise, incremeritby 1 and start again the while loop.

4.0f (W4, By) = (0,....0) then the algorithm stops. Otherwise, #&t := 0 for A € {1,...,\'}. For eachAP;
written as at Step, if h(E;, | N1 ||---[|N;"*) = hy thenE} = Ej,, dy = d;, andvé € {1,...,d;,}N}* = N&.

5. Pick the firstfa\'] non-empty element#;, and decode the LT code using ti#'s as encoding symbols with

degreed,, and adjacent vertices positioi\sll, ey NP’Ld“. Getn input symbols{ P}, ..., P.} (where some of them can
be empty).

Output: {Pj,..., P! }: set of authenticated packets.

The difference from the definition given ih_[35] is that theckats are authenticated by the receiver with certain
probability. In short, even if the receiver gets a set RP gt least{a.\'] original elements, the whole original set
{P,...,P,} is recovered with some probability. Nevertheldss, Debnifl involves that no incorrect packets can be
authenticated. That is to sayi € {1,...,n} P/ € {0, P;} whereP; denotes thé" packet output by Decoderl. Lysyan-
skayaet al. showed that LTT was secure afd, 3)-correct. Following their arguments, we obtain the follog/result the

proof of which is given if Appendix B.

Theorem 3 The schem&eyGen, Authenticatorl, Decoderi)secure anda, 3)-correct.

Thus, our authentication scheme is as secure and corre@ilai\le will now study the packet authentication proba-
bility of our protocol.

Recovery Property. We will now demonstrate that our scheme enables any redeivecover the: data packets with a
good probability and the number of signature verificatianbe performed per block ©(1) (as for LTT and PRABS).
We also provide a non-asymptotic bound on this number ofiigations. We now present our main theorem for this

construction the proof of which is given[in Appendik C.

Theorem 4 Given the schem@eyGen, Authenticatorl, Decoderpr anyBID, each receiver recovers theoriginal
data packetd, . . ., P, with probability at leasti — 4. In addition, the number of signature verifications to befpaned
is upper bounded by:

UN) :=min(|[U1(N)], [U2(N)])

where:

v (1 _68 1
Ul(N)_pN< a? — fp 1>+a2—ﬁp+p
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which isO(1) as a function of the block lengih

4.3 Other Families of Rateless Codes

In this section, we will compare the complexity in encoddegoding of LT, Online and Raptor codes. Indeed, the secu-
rity, correctness and recovery property of our scheme ogbhedd on the fact that the LT decoding algorithm is consisten
which is also the case for Online and Raptor codes. In additi@ will also compare these families to the modified LT
codes introduced by Harrelsemnal. [25]. In their work, they changed the construction of LT cedéven by Luby[[32] to



fit them to their practical implementations without altgritmeir optimality (i.e. if we generate enough symbols then w
can have) ~ 0). Their technique consists of modifying the way the neigklaf each encoding symbd@ are chosen.
As in [32], the degred is chosen using the Robust Soliton distribution. Insteadrniformly choosing thel neighbors,
Harrelsonet al. proposed to uniformly choose two integer&ndb and to generate the positions of ttieeighbors as
ai+bforie {1,...,d}. Thus, itis useless to append the neighbors to the encodingd for transmission since only
E||la||b||d needs to be sent. This means that the overhead per encoditplsias a fixed and much smaller size than
in [32]. This is of particular interest in our case (Stepf Authenticatorl) since our overhead per packet is pdetibu
limited and such a fixed size helps to avoid data congestiertairregular flow of information within the network.

Contrary to block codes which use finite field operations tooele and decode data, these families of rateless codes
rely on XOR operations over packets. Based on the work doifig5yi32,[37/60], we builE Tablel 2. Both Raptor and
Online codes require preprocessing of data before encollif@7], Maymounkov proposed two different ways to do so
for Online codes. The complexities showrin Tafle 2 corradgo the second method since the first technigue involves
a dependence between the packet authentication probatitit the number of packets per block. The notatipmeans
that the element depends on the decoding failure probabibut is independent from.

Average numbet Number of encoding Decoding | Encoding
XOR operations symbols generated failure symbol
for decoding (m) probability | overhead
LT codes | O(nlog(n/d)) n + O(y/nlog®(n/s)) 5 variable
LT codes | O(nlog(n/d)) | n+ O(n°/° polylog(n,1/6)) 5 constant
(modified)
Online O(nlog(1/es)) (I1+e€5)n o) variable
codes (fixedes > 0) (fixedn > 0)
Raptor | O(nlog(1/es)) (1+e€5)n ) variable
codes (fixedes > 0)

Table 2: Complexity comparison for different classes oflegs codes.

According to[Table?, Online and Raptor codes seem to haverbecoding and decoding complexities than LT
codes. Nevertheless, Raptor codes were designed for tlaeyBittrasure channel (BEC) since the efficiency of its pre-
processing part relies on the existence on good pre-codashteve linear time for both encoding and decoding process.
That is, the property which is achieved by Tornado codes o@ 4, 60]. Given our opponent model, it is unlikely that
BEC accurately model the actions performed®yNevertheless, a recent work by Palanki and Yed|dia [44¢eats that
Raptor codes can still be practically more efficient than ad@ies for our authentication scheme. Indeed, they implesdent
both classes of codes on Additive White Gaussian Noise ChandeBinary Symmetric Channel and noticed that, even
on these channels, Raptor codes outperformed LT codesdoditg). Etesanet al. [15] performed analogous implemen-
tations and their results exhibited the same behavior. @lsgyshowed that Raptor codes could perform quite well on any
arbitrary symmetric channel. This behavior was confirmefil6)29,/33]. The performance of Raptor codes over other
communication channels has been studied in[[58, 66]. A tetemey by Demir and Aktas showed that Raptor codes also
outperformed Reed-Solomon codes (as used in LTT) for sonttnnedia applicationd [14].

As suggested by Harrelsat al. [25], it is possible to reduce the size of information to ensmitted and achieve
a regular packet overhead at the cost of extra symbols fardileg (se€ Table]2). Since achieving a uniform throughput
within the communication channel avoids data congestiobstituting original LT codes by their modifications in our
authentication protocol is recommended. Since Raptorcadethe concatenation of an erasure code (as Tornado codes
for instance) and a LT code, these modifications can also pkedpto these codes. Therefore, we believe that practical
implementations of the authentication scheme describ&Epiion # will be even more efficient when substituting LT
codes by Raptor codes (exhibiting the same modificationthtar internal LT coding).

As proved il Section 412, the valu¢ = [Z] represents the number of encoded symbols the sender hasate cr
so that each receiver is guaranteed to obtain at least them. This enables each receiver to recoventhiata packets
Py,..., P, with probability at least — §. Nevertheless, the threshold valuesdepicted i Tablel2 can be too large for
some applications. Indeed, the largeis, the larger the number of elements to be stored at thevexcaid the longer the
time spent by the sender to build the augmented packets arpeKal. [28] gave a formula expressing the probability of
non-decoding: packets amongst after receiving a fixed value of encoding symbols which caohmesen by the sender.
This can be useful if the application which will run the re@sl packets has a tolerance rate for loss of content. In such a
situation, the sender computes the numbgf< A/) of packets he has to transmit in order to achieve at mostalesaf
non-recovered packets reducing his processing time arstah&ge requirement at the receiver.



5 MDS Codes for Multicast Stream Authentication

In this section, we will describe a multicast authenticatiwotocol using MDS codes which is robust against packet los
and data injection. As ih_Sectioh 4, our technique allows a@y user to join the communication group at any block
boundary. We will demonstrate its security, recovery progpand show that the number of signature verifications per
block at the receiver i$)(1) as a function of the block length. Finally, we justify our choice for Lacan and Fimes’
construction.

5.1 Our Authentication Protocol

The values:, «, 3 andp are the same asin Sectionl4.1. In particular, we assume thamiquely determined whem, «
and 3 are known. In order to havgn | symbols of equal length for encoding, we must gad - - - || 7, with ¢ zeros
appropriately (see Steipof[Algorithm ). Then, we can spli®, || - - - | P, [|0° into n symbolsSy, . . ., Sp, 1 Where eacts;

is ¢ bits long withg := [%] . The efficiency parameteris chosen by the sender as a divisofsuch that the receivers

can efficiently perform computations over the fiélgh wheres := g Notice that the smaller is, the larger the number
of messages to be encoded at Stepf EncodeMDS id. Table] 3 summarizes the scheme parametégk afe assumed to
be publicly known. We denotg,,, the tag representing the communication parameters, namgly= n||«||3||P.

n: Block length r: Efficiency parameter of the MDS code

«: Survival rate 3: Flood rate

‘P: Packet size (in bits) G: Generating matrix of the MDS code
A list of irreducible polynomials ovelf,

Table 3: Public parameters for our MDS code-based scheme.

Algorithm 6 Authenticator2

Input: The secret key SK, the block number B[D, Table 3 ardhta packet#’, ..., P,.
1. Computeh = nP mod[an]. Denotel as? := (0if b = 0) or ([an] — b otherwise. Write P, || - - || P, |0¢ as
Sl -+ 1|Stan) Where eact; is G := [ nP W bits long.

[an]

2. Pick the polynomial O(X) of degree s = from the list. Compute (Si,---,5,) =

EncodeMD$n, [an], Q(X), G, S1, ..., Stan]s7)-

S ke

3. Compute¥: € {1,...,n}h; = h(S;) and form the authentication tag:= h1|| - - - || h,,||c Wheres is computed as:
o = Signg (h(BID [ 7par |1 | - - - [[ )

4. Denotet the smallest element &f such that:

[HTH—S%—E

e R @

Denoteq the left hand side df Tnequality (2). Writeas the concatenatiany|| - - - ||a, - Of (0 N + 1) elements off.
after suitable padding. Form the polynomiX) := ag + - - - + a,, X*™ and evaluate it in the first points of[Fy.:
Vie{l,...,n}y; = A(i).

5. Construct the augmented packets as:
Vie{l,...,n} AP;:=BID|i|S;|y:

Output: {AP,,... AP, }: set of augmented packets.

The value ofq as well as the pad occurring at Stégan be found ifi Appendix Dj.2. For our construction, we can
assume, without loss of generality, that, when the fieldytleiand dimension of the MDS code are known then the couple
(G, ) is unique so that knowingp, a, 3, P) (representingypar) is enough to determine each step of Authenticator2.

Upon reception of data, the receivers use Algorithm 7 toentthate information.

5.2 Security and Recovery of the Scheme

Security of the SchemeSimilarly to [35], we give the following definition:
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Algorithm 7 Decoder2
Input: The public key PK, the block number BID, Table 3 and the seeoéived packets RP.

1. Write the packets as Blilpji||§»i y;, and discard those having BJBD# BID or j; ¢ {1,...,n}. DenoteN the
number of remaining elements.(IV < [an] or N > |8 n]) then the algorithm stops.

2. Rename the remaining elements{@l, . ,,&TDN} and write each element adP; = BID||j]|S;, yj, wWhere
Ji € {1,...,n}. Computeq as in Step3 of Authenticator2. Get the irreducible polynomial of degrefrom the
sender’s public list and run MPR on the $¢J;,7;,),1 <i < N} togetalist{cy,...,c,} of candidates for signature
verification. If MPR rejects that set then the algorithm stop

3. Initialize 1, = 0 for j € {1,...,n}. While the list has not been exhausted (and the signature em®t v
ified yet), pick ¢; and write it as:hi|---|hé|o? after removing the pad where eadly is H bits long. If
Verifypy (h(BID || 7pad R[] - - - [|2},), 0*) = TRUE then seb/; = h’ for j € {1,...,n} and break out the loop. Oth-
erwise, incrementby 1 and start again the while loop.

4.1f (B},...,h.) = (0,...,0) then the algorithm stops. Otherwise, $ét:= () for all k € {1,...,n}. For eachAP;

written as at Stef, if 7(S;,) = hy thenS; = S;,.

5. If we have less thafie n] non-empty symbols then the algorithm stops. Otherwiseotdaef?}@l, ey SZ’,w the non-
empty elements. Decode them &7, ..., S,,,)) = DecodeMDn, [an], QX), G, (p1, S (4. ) )o7)
after computingj and choosin@(X) as in Authenticator2.

6. Remove the pad frorfii || - - - || 57, ,,; and write the remaining string d¥|| - - - | P}, where eactP] is P bits long.

Output: {Pj,..., P/ }: set of authenticated packets.

Definition 2 The collection of algorithméeyGen, Authenticator, Decoderdnstitutes aecureand («, 5)-correctmul-
ticast authentication scheme if no probabilistic polynahktime opponen® can win with a non-negligible probability the
following game:

i) A key pair (SK,PK) is generated §eyGen

ii) O is given:(a) The public key PK anf) Oracle access téuthenticator(but © can only issue at most one query
with the same block identification t&)JD).

iii) O outputs(BID, n,«, 3, p, P, Q(X), Q(X),G,r,RP).

O wins if one of the following happens:

a) (violation of the correctness propert{) succeeds to outp@®Psuch that even if it containgy /] packets (amongst
a total not exceedingdn elements) of some authenticated packetAdet for block identification tagBID and
parameters, o, 3, p, P, the decoder fails to authenticate all the correct packets.

b) (violation of the security property) succeeds to outp®RP such that the decoder outpuf®’;, ..., P/} that was
never authenticated bfuthenticatorfor the valueBID and parameters., «, 3, p, P.

The difference betwedn Definitioh 1 ahd Definifidn 2 is that thtter requires total recovery of all data elements.
In Definiion 3, Points a) and b) mean that the decoder canatpub packets?,; such thatP! ¢ {0, P;}. This is the
same definition as for LTT. Our new definition stipulates tihaannot output packetE’Jf # P;. This is due to the fact
that we use an erasure correcting code allowing complet/eeg of the streani._ Definitiod 2 can be seen as the gen-
eralization of Definition I when the decoding failure prottib ¢ is 0. As a consequence, if an authentication scheme
(KeyGen,Authenticator,Decodeis secure and correct as specified by Definifibn 2 then itde abcure and correct ac-
cording td Definition 1. We have the following result for ouD® code-based protocol.

Theorem 5 Our scheméKeyGen, Authenticator2, Decoderi)secure andc, 3)-correct.

The proof is analogous to the prooflof Theorem 3 and omitted.

Recovery Property. We will now demonstrate that our scheme enables any receivecover the: data packets (as in
[27]) and the number of signature verifications to be perfetmer block i<0(1) (as in [27]35]). As if Section 4.2, we
provide a non-asymptotic bound on the number of verification

Theorem 6 Given the schem@eyGen, Authenticator2, Decoder2pr anyBID, each receiver recovers theoriginal

data packets”y, ..., P,. In addition, the number of signature verifications to befpemed is upper bounded Hy(n)
(where the functio/(-) is defined il Theoreni 4) whichd¥(1) as a function of the block length
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The proof is given ifi Appendix|C. It should be noticed thas thdund is also valid for LTT.

5.3 Coding Complexity

The field used by the MDS code % wheres is defined as iii Secfion .1. Our results are based on thesimalyne
in [30]. Encoding a single message, requiresO(nlogn) field operations. Therefore, encoding thenessages needs
O(rnlogn) field operations. Similarly, decoding a singlerequiresO(n log? n) field operations. Since of them must
be decoded, we g€ (r nlog® n) as total decoding complexity. Itis clear that O(1) as a function of.. So, the previous
two complexities becomé (n log n) andO(n log® n), respectively.

In [27], it was suggested to use Reed-Solomon codes as eresdes for PRABS. Since Reed-Solomon codes are
MDS [36], it is natural to compare their efficiency to our MD&Je’s one. Notice that the messages processed by PRABS’s
code have the same number of symbols than ours but these lsyanbdaken from a smaller field than for our construc-
tion. In our survey, however, we focus on the number of fieldrapions to encode/decode data as it is the standard tool
in coding theory to compare the efficiency of two coding teéghas since a fair comparison presumes that both codes are
used over the same field.

In their work, Karlofet al. referred to the original paper by Reed and Solonion [55] toéeklecode data. Based on
this consideration encoding/decoding a singlgc’ requiresO(n?) field operations. Then, it is clear that our complexity
for encoding/decoding are better. However, Reed-Solonooles can be processed in a more efficient way than_in [55]
using the technique developed by Guruswami and Sudanlin T4 technique which was used in[35] enables any mes-
sagem; to be encoded i (n log® n) field operations and any codeworfito be decoded usin@(n?) field operations.

If their technique is to be used to encode/decode data in FSRABN the encoding complexity of our protocol represents
an increase by factdogn (for the whole set ofr messages) whereas the decoding complexity is reduced bsta fa
@ (for the whole set of- codewords). We claim that, even in this case, the code weamglstill gives more benefits
than PRABS’s one. Indeed, in our network model the sendessaraed to be more computationally powerful than the
receivers. Therefore, he can cope with the small incredsictgr log n sincen will be roughly 1000 in practical appli-
cations. At the same time, the receivers take advantage afdimplexity reduction from quadratic (using Reed-Solomon
codes) to sub-quadratic (with our technique).

After treating the case of Reed-Solomon codes, it remaiasgoe that our MDS code construction gives better com-
plexity for encoding/decoding than other MDS codes usedaetral implementations. In [30], Lacan and Fimes pointed
out that in computer communication, erasure codes wereinsggtematic form. They also emphasized that systematic
MDS codes employed in practical applications relied onegitbauchy or Vandermonde matrices to generate the redun-
dancy symbols. They proved that their code constructioib@&el better complexity for both encoding and decodingntha
any other systematic MDS code relying on either matrix aomesion.

Based on these observations, we claim that using Lacan amesFcodes for our authentication scheme gives us an
optimal erasure correcting technique for data streamimg awnulticast network.

6 Comparison of Schemes

In this section, we compare our two authentication schelivessurvey three critical points: the signature complexity,
packet overhead and the computational cost of our erasurectiog codes.

6.1 Signature Complexity

In Section 5.2, we explained that(n) was also a bound for LTT. According to Theorehfrom [27] the number of

signature verifications for PRABS is upper boundedviy) := {%J +1 = HZ—ZH SinceV(n) < 2, itis

clear thatV(n) is O(1) andV'(n) < |Ui(n)]. We compare the uppers bounds on the number of signatufeeagans
to be performed per block 4. As [n]51], we chase= 1000. We considereg equal t010%, 30%, 50%, 70%
and90% of the thresholo“ﬂ—2 for each couplda, 3). The reader may notice that some valti@g0 p are not integers (as
it should be for our scheme). We committed this abuse beaawrseain goal was to exhibit the behavior@fn) for a
realistic valuen. If we had been to be consistent with the fact thatis an integer then the smallest integevalid for
all couples(a, ) in our table should have bed32,000 which is not a realistic assumption for the block lengthin
addition, we set the valuefor the LT code as the middle of the allowed interval, i.e.:
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and picked) = 0.1 andn = 1.

Notice that, as claimed [n_Section P2is independent of both ratesand/3. Thus, it is not affected by variations of
those values which provides stability for the code struethroughout the communication process.

(a, )
(0.5,1.1) | (0.5,1.25) | (0.5,1.5) | (0.5,2) || (0.75,1.1) | (0.75,1.25) | (0.75,1.5) | (0.75,2)
10% | 48[48]2 | 565|552 | 66]66[3 | 88[88[4 || 21[21[1 24]24[1 20[29]2 | 39]39]2
30% | 2020]2 | 23|23]2 | 28|28|3 | 38/38]4 9|9|1 10/10|1 1212]2 | 16]16]2
50% | 1717]2 | 19]19]2 | 23[23]3 | 31/31]4 7/7|1 8[8|1 10[10]2 | 14/14]2
70% | 2020]2 | 23[23]2 | 28]28|3 | 38/38]4 9[9|1 10/10|1 121212 | 16]16]2
90% | 48[48]2 | 55[55)2 | 660|663 | 88[88]4 | 21|211 24]24|1 28]28]2 | 36/36|2
(a, )
(0.8,1.1) | (0.8,1.25) | (0.8,1.5) | (0.8,2) || (0.9,1.1) | (0.9,1.25) | (0.9,1.5) | (0.9,2)
10% | 19[19]1 | 21[21]T | 26]26]1 | 34[34]2 || 15[15[1 17]17]1 20[20]T | 27]27]2
30% | 88|l 9|9|1 11]11[1 | 14/14]2 6/6/1 7)7|1 8[8|1 11]11]2
50% | 6]6]1 771 991 | 12]12)2 5/5/1 6/6]1 7|71 9/9[2
70% | 8[8[1 9|9|1 10[10[1 | 14/14]2 6/6/1 7)7|1 8[8|1 11]11]2
90% | 1919]1 | 21j21]1 | 206]26]1 | 34]34]2 | 15]15]1 17]17)1 20201 | 27[27]2

Table 4: Upper bounds for our LT code-based scheme, our M@8-based scheme and PRABS.

We first notice that/ (M) andU (n) are identical for our choice of parameters. This can be @xgpibby the fact that
N andn only interfere via denominators. Therefore, the behavidr,dN') andU; (n) is controlled byazfﬁp + % while

Uz (N) andUz(n) mainly depend o% + %.E@ also clearly shows thki(n) is much smaller that/(n) (and
U(N)). Nevertheless, this low value &f(n) is precisely due to the fact that each augmented packeeshigin hashes
since the hashes are used to partition the received elemém{at most)V’(n) sets. Thus, a logarithmic number of hashes
per augmented packet is the price paid by Kaeltol. to achieve low number of signature verifications. As notetiera

their approach based on Merkle hash trees is impracticaé such large packets can cause congestion in the network

throughput{_Tablel4 results suggest thidi) is minimal wherp is roughly half the threshold valt%i.

6.2 Packet Overhead

The packet overhead is the length of the extra tag of infdonmatsed to provide authentication. Notice that an augntente
packet without a tag is assumed to be written as:|B|[’;. Remember that the bit size of packéls; is P.

6.2.1 LT Code-based Scheme

Its augmented packets are written as:

BID [l Bl N7 [ - - N5 [l

whereFE; has the same length as the original packets, é@’bl& {1,...,n} andy; € Faq. S0, our packet overhead is:

bty 1)+ [ 46]

pN +1

As d; varies from symbol to symbol, this yields to an irregular inad. However, if we use the modified version
of LT codes proposed by Harrelset al. [25], then the augmented packets are written as|BIB; ||a||b||d;||y;, where
a,b,d; € {1,...,n} (sedSection 413). In that case, the bit size of the overread i

(g 1)+ [HATES €1,

p N +1

whereN” .= [%’] with m/(> m) being the new bound guaranteeing decoding failure with gdvdity at mosts and¢’
is the smallest element &f such that:

pN+1

Based on the work by Harrelsat al., we deduce that:’ is equal to:

{HNM’NW > Mogy N

Alogy(n/8) M (logyn)®n
n 36 A3 B2

2
+ 0o M/2 4 43—‘ ,
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where:

M = max(20,2(8 —log,(6/6))/logyn)
A = Can®(logyn)"? (logy(n/8)) /> M/
B = Cpn Y% (logyn)"’* (logy(n/s))"/? M1/

provided that the elements, andC'g verify that:

nl/6
Cp <
4 (logy n)"/* (logy (n/8))"/? M1/0
/3] 1 )
2 3 € M 0gy 1 logy(n/0)
C5Ca = 36 nl/3
6.2.2 MDS Code-based scheme
The augmented packets are written as: A
BID [4[|.S5]l i

The bit size of the elemen is ["Z:ffq (as for LTT) and$,; is slightly larger tharP; since it is[ [ZZJ bits long. So,
our packet overhead is:

WP [nHEStE

[an] np+1

Notice that the differenc%%w —P comes from the fact that we use an code correcting up to adract « of erasures.

6.2.3 Comparison

We showed above that our augmented packet size is slighgigrithan those from LTT. We would like to draw the reader’s
attention to an important fact. When studying the packettweaa of their scheme, Lysyanskastaal. claimed that it was

% + O(1) bits long. Unfortunately, this is incorrect. Indeed, as im oonstruction, the fiel@». must contain at least
points for polynomial evaluation. Therefore, their constion also requires: < 27 which demonstrate that their packet
overhead if2(log, n). In fact, it is easy to see that the packet overhead for LT®(ieg, n) like our construction due to
the choice of the intege.

PRABS augmented packets are written as:
Py silw
wherew; is the concatenation dlog, n] hashes ang!, is a field element of the MDS code used to correct up to a fractio

1—« of erasures[27]. The message to be encoded by PRABS is#BM)|| - - - ||h(Py,)||o. If we do not take into account
packet numbering (whose size is negligible with respedig¢aést of the string) then the bit size of the field elemengsius

in PRABS is {”(Zjijﬁﬂ which leads to a packet overhead for PRABS to be approxiyiatel

{n?‘[—i—S

[OLTL] -‘ + |—10g2n~| H

We chosen, a, 3, 6, as infTable U. We also pickegdas half the threshold val%2 . We considered the (heuristically)
collision resistant hash function SH266, a 1024-bit RSA signature (s .1) and the packetsBias64 bytes
as in [45/50]. With the values, the paramet€isandCp must verify:

Cg < 0.0416
C%C% > 27142

We choseC' 4 = 0.04 andC's = 11.93. Our results are shown 5.

6.3 Coding Efficiency

In [Section 5.8, we saw that the MDS code construction by LarahFimes require®(n log, n) field operations for
encoding and)(n log3 n) field operations for decoding. The field of computation84s wheres € O(§). As any field
operation oveif,s can be implemented i0(s?) bit operations[[38], the complexity of encoding@¥n s log, n) bit

operations while decoding can be achieve®im s log3 n) bit operations.
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0.5 0.75 0.8 0.9

1.1 | 2266/2755|3075 | 1032|1173]2903 | 912]|1009|2882 728|754/2846

8| 1.25 | 2566|3057]3075 | 1167|1309]|2903 | 1031]1129|2882 | 823|848|2846

1.5 | 3063]3560(3075 | 1391]|1535/2903 | 1228|1328|2882 | 979|1006]2846
2 4048|4560[3075 | 1837|1986|2903 | 1621]1725/2882 | 1291]1321|2846

Table 5: Bit size of the packet overhead for our LT code-basbéme, our MDS code-based scheme and PRABS.

Harrelsoret al. showed that the average number of packet XOR-ings@\a$ log(N/§)) for both encoding and de-
coding. Notice that this value is also valid for the origib@ilcodes designed by Luby [32]. Since each XOR-ing requires
P bit operations, the total number of bit operations for oteless code based schem®ic\ log(N'/§) P).

The main difference between these two approaches rely obitltemplexity of basic operations which is linear in
the input size for the rateless code construction while éobges quadratic for the MDS code scheme. Therefore if the
receivers have limited computational power then the firptagch is to be privileged.

We are aware of the existence of linear time encoding/dego@ion-linear) codes [3, 22, 123,126, 58]. We did not use
them for our protocol because their construction pararsetere not flexible enough to fit our network parameters. In
addition, these codes are not MDS which involves extra-ggioz of symbols to achieve the same capacity of correction
Thus, the use of such erasure correcting codes would leathtger packet overhead thar(in Sectior 6.2[and Tdble 5.

7 Conclusion

In this paper, we presented two multicast stream autheiaticparotocols which can be considered as extensions of LTT
and PRABS. Our constructions provide non-repudiation efsgnder and enable new members to join the communication
group at any block boundary. Unlike LTT, our technique aBawcovery of the original data packets. In addition, only
O(1) signature verifications are performed per block. At the séime, our packet overheads are lower than PRABS’s
which reduces the risk of network congestion. When perfogmiitleo or audio streaming for instance, the recovery
property can be used to prevent audio gaps or frozen images playing the stream content. We also derived a non-
asymptotic upper bound on the number of signature verifinatto be performed which can be used in practice to obtain
an upper bound on the authentication delay our schemesiexhib

We proposed to use two different classes of codes. Our figbaph, relying on rateless codes, exhibits a low com-
plexity arithmetic while keeping reasonable overhead Aod tepresents an interesting solution for end-users imiteld
computational power. Our second construction is basedarklmodes with the following advantages. First, MDS codes,
by definition, are optimal for correcting erasures. Sectimel, MDS code construction by Lacan and Fimes was proved
in [30] to have a better complexity than most MDS codes useqataatice. When compared to Reed-Solomon codes (as
used in[[35]), our erasure code encoding exhibited a slidatger complexity which can however be compensated by the
computational capacities of the sender. At the same tineedéitoding complexity is much smaller than Reed-Solomon
one which benefits to all receivers. We would like to point it the discovery of faster encoding/decoding codes could
improve the performance of our schemes.

Another point deserving investigation is the developmédriast and space efficient accumulators as any scheme re-
lying on such primitives will exhibi¥/ (n) signature verifications per block like PRABS which is quiteadl (sed Tablel4).

Finally, it is worth studying alternative techniques toithfysignatures such as trapdoor hash function$ [59] for in-
stance. Indeed, in [62], Very Smooth Hashi[12] was used toaethe time needed to exhaust the list of §ife) output
by MPR.
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A Asymptotic Behavior of the Ratio %/

In this appendix, we demonstrate that the ratio for our estetode construction frdm Secfionl4.1 turns out t&bE) as
a function of the block length.

Due to the definition of\/, we have:

1
N lm
n a n

Thus, it is sufficient to prove thd¥ is O(1) as a function of.. We have:

=z = 1+% (c In(5) In <W)> Cji)

We can find an upper bound on the sum as follows:

—~1 1 "1
=< -<1 —dr<1—-1In2+1
Y iEyiste [ Jarsiomaimn

Asn < % andJ is a constant, we obtain our result.

B Proof of[Theorem 3

Assume that the scheme is either insecure or{apt)-correct. By definition, a probabilistic polynomial-timgmonent
O can break the scheme security or correctness with a noigiidglprobabilityr (k) wherek is the security parameter
setting up the digital signature and the hash function. Abability is a measure [4, 54], we must have either cases:

(1) With probability at leastr(k)/2, O breaks the scheme correctness.

(2) With probability at leastr(k)/2, O breaks the scheme security.

It should be noticed that sineg k) is a non-negligible function of, so isw(k)/2.

Point (1).We will demonstrate by contradiction that(if can break the scheme correctness in polynomial time thieereit
he can forge the digital signature or he can find a collisioritfe hash function in polynomial time as well.

This will be proved by turning an attack breaking flae 3)-correctness of our construction into a successful attgaknat
either the digital signature or the hash function.
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For this attack® will have access to the signing algorithm Sigr{but O will not have access to SK itself). He can use
the public key PK as well as the collision resistant hashtiong.. O will be allowed to run Authenticatorl whose queries
are written a§BID;, n;, «;, B, pi, 0;, DP;) where DR is the set of; data packets to be authenticated. In order to get the
corresponding output, the signature is obtained by quergigry, as a black-box at Stepof Authenticatorl.

According to our hypothesig) broke the correctness of the construction. This meansfttlayving the previous process,
O managed to obtain values BJID, «, 3, p, § and a set of received packets RP such that:

o Ji: (BID7 n, «, ﬁa P 5) = (BID“ ng, &y, ﬁia Pis 51)
Denote DP= { P, ..., P,}(= DP;) then data packets associated with this query and AP the resparesetg O.
In particular, we denote the signature corresponding to DP and generated as ireSteAuthenticatorl.

e |RPNAP| > [aN]and|RPR < |BN].
e {Pj,..., P} = DecoderlPK,BID,n,«, 3, p, 4, List, RP) whereP; ¢ {0, P;} for somej € {1,...,n}.

In the previous statement, List designates the list of irc#nle polynomials froni_Tablel 1. As said [in_Secfionl4.1, it is
assumed that List contains only one polynon@HlX) per degree value and the elemenfsand ¢ as well as the pad
length/ can be determined from the content of that table.

Assume that the digital signature is unforgeable and thi fuaction is collision resistant.

Since|RPN AP| > [aN| and|RP < |BN |, Stepl of DecoderLTscheme ends successfully. The consistencylgf P
Reconstruct involves that the list returned by MPR at t@pntains the elemerit; | - - - ||hxr||o corresponding to DP
after removing the pad of length

As the digital signature is unforgeable and the hash funésicollision resistant, the pair message/signature gbiragigh
the verification process at St8orrespond to DP. Therefore, at the end of that step, we have:

Vie{l,...,.N} hi=h(E]||N}---|N&)
For the same reason as before, at the end of tejpher £/ = ) or we have:
E| = E; andd, = d; andV¢ € {1,...,d;} N/* = N¢

There are at leaginA'] < m non-empty elements. So, at Stepeither the LT decoder output theoriginal packets
Py, ..., P, (which happens with probability at least— §) or outputy elements along witm — x empty symbols.
Nevertheless, when looking at the LT decoding process [82]notice that they non-empty elements must belong to
{P,...,P,} since they represent the data packets which were releamedte ripple when it vanished (in other words,
the decoding process of LT codes is consistent). Thereferget:

Vie{l,...,n} P €{0 P}
We obtain a contradiction with our original hypothesis whatipulated:
3je{l,...n} Pj¢{0 P}

As a consequence, we deduce that either the hash functioh éelfision resistant or the digital signature is not secur

Point (2).We will demonstrate by contradiction that(if can break the scheme correctness in polynomial time thieereit
he can forge the digital signature or he can find a collisioritfe hash function in polynomial time as well.

We consider the same kind of reduction as in Point (1). TheppptO breaks the security of the scheme if one of the
following holds:

I. Authenticatorl was never queried on input BtD«, 3, p, 6 and the decoding algorithm Decoderl does not reject
RP,i.e{P],..., P.} # 0 where:
{P{,..., P} = Decoder1PK,BID,n, «, 3, p, o, List, RP).

Il. Authenticatorl was queried on input BIB, «, 3, p, § for some data packets DB { Py, ..., P,}. Nevertheless,
the output of Decoderl verifie3 ¢ {(), P;} for somej € {1,...,n}.
Case 1.Since Decoderl output some non-empty packets, $teqd to terminate successfully. Thus, it has been found a
pair (h(BID||n||c||3]|8]|R1]| - - - [|har), o) such that:
Verifypy (R(BID [[n|al|B[|5]|ha | - - lhar), o) = TRUE
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If O never queried Authenticatorl for block tag BID then the pyes pair is a forgery of the digital signature.

If O queried Authenticatorl for block tag BID then den¢BD, 7, &, B, p, 5) his query. By hypothesis, we have:

(BID, 7, @, 3, p,8) # (BID, n,a, B, p, 5)
As p is uniquely determined whem, « andg are given, we get:
(BID, A, @, 3,9) # (BID, n, a, 3,)

Therefore, the previous pair is a forgery of the signatuheste.

Case Il.We have the same situation as Point (1).

C Proof of[Theorem 4 and Theorem 6

We decompose this proof into three parts. In the first one vledeionstrate the recovery property of our two schemes.
In the second one, we will prove th&t(\') andU (n) are upper bounds on the number of signature verificationgto b
performed per block for our two constructions. Finally, wid show that those bounds a(1) as functions of the block
lengthn. Since our results have to be valid for any value BID, we startproof by picking a value BID which will remain
fixed throughout this proof.

C.1 Packet Recovery

We first focus on the LT code construction as the proof for tH29vbased scheme will be analogous. By definition of
the rates, at leastvV'| of the original element$AP;, ..., AP} are received by the receiver amongst a total of no-more
than| 3N | elements. Thus, the demonstratioh of Theorém 3 shows thaideel returnd, . . ., P, with probability at
leastl — ¢ since the digital signature is unforgeable and the hashifamis collision resistant.

The difference for our MDS code-based construction is #iagtep6, Decoder2 recovers all packetsP;, ..., P,
with probability 1 as decoding performed at Stgjis deterministic.

C.2 Signature Verifications

Since at most one signature verification is performed penefe of the list output by MPR, it is sufficient to prove that
U(N) andU (n) are upper bounds on the size of that list for our respectiierses.

As in the previous section, we first focus on the LT code-bgwetbcol. DenoteV the number of points on which
Poly-Reconstruct is run arifl the number of original elements in this list. By definitioncofind 3 we haveT > [aN]
andN < |BN]. As noticed before we hav&: > /(p N') N which guarantees Poly-Reconstruct to be run successfully.
DenoteL (N, T') the size of the list output by Poly-Reconstruct. We want wvprL(T, N) < U(N).

According to the proof of Propositiafi 15 in Guruswami's thesis [21], we havé(T, N) < L%J where:

b=rT—-1
P kN ++\/k2N2+4(T2 —kN)
" 2(T2 —kN)

In our case: = p . Therefore, an upper ob(T, N) is given by:

T (| NN+ ONPN T AT = pANN) ) 1 -
o 2(12 = (pN) N) N

15 bound:We have¥(a,b) € Rt x Rt va+ b < \/a + v/b. We deduce thak(T, N) is upper bounded by:

T 4o (PN) _ 1
p N pNN NGE pN p N

UsingT > [aN], we deduce thal™? — (p N) N is lower bounded byW? (a? — 3 p). This element is positive since
p < & .Thus:

L(T,N) < iN <1+ (pN

1

NW) PN
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SinceT < N andN < |BN ], U;(N) is an upper bound of the right hand side of the previous inégudince L(7T', N)
is an integer we gett (T, N) < |U;(N)].

2" hound:We start again froni{3). SincE < N we have:plN < %. The numerator of the fraction is upper bounded by

BpN + \/(6;7/\/2)2 +4 (N2 — paN?2). As beforeT? — (p N') N is lower bounded b2 (a2 — 3 p). Therefore:

Br B0’ 4= -pa)\ 1
2(a? - Bp) pN

1
P

The right hand side of the previous inequality is equal4@\). Therefore we havel (T, N) < [Ua(N)].
Finally, we obtain:L(7, N) < min(|U;(N)], [U2(N)]) which meand. (T, N) < U(N).

Concerning our MDS code-based scheme, it is easy to sed/thgtis an upper bound oi.(T, N) in that case by
substituting\/ by n in the above proof.

C.3 Asymptotic Analysis

In this section, we start studying the MDS code constructfanin [35], we consider that is a constant when studying
the asymptotic behavior @f (n). Neverthelesg n must be an integer. Therefore the limitiéf») can only be studied for
valuesn inZ := {n/pn € N}. A necessary and sufficient condition to study the limitHto is to have an infinite number
of elements irZ sinceZ is a subset oN. Remember thap is a (positive) rational number. Thus we can wyite= %ﬁ
whereu, andv, are elements af. If we consideNwv,, the subset oN representing the multiples of,, then:Nv, C 7.
SinceNuw, is infinite, so isZ. Therefore, we can study the asymptotic behavidy 6f) as soon ag is a rational number.

We have:

nl{l}poo (\/62 + p24n2 (1= pa)> =

These two equations involve thék(n) has a finite limit whem tends to+oo (andn € 7). Thus we gel/(n) € O(1)
and then Usz(n)] € O(1).

The left hand side equality involves thdt (n) has a finite limit whem tends to+oo (andn € Z). As before we obtain:
[U1(n)]| € O(1).

SinceU (n) = min(|U1(n) |, [U2(n)]), we finally deducel/ (n) € O(1) as a function of.

Concerning the LT code-based scheme, we could similarlyotistrate that/(A) € O(1) as a function of\/. By
construction we havé/ > n. In[Appendix A, we showed that the rati wasO(1) as a function of.. This involves that
N € O(n). Therefore N andn have the same order as functionsudf.e. A € ©(n)). As a consequencé;,(N) € O(1)
as a function o, as well.

D Pad Design

In this appendix, we detail the padding occurring for our Bmthentication schemes. We recall tiratlenotes the bit size
of any packetP;, H the bit size of digests produced hyandsS the bit size of signatures.
D.1 LT Code-based Authentication Scheme

We describe the length of the pad occurring at StepjAlgorithm 4 as well as the size of the corresponding figjd for
polynomial evaluation.

At Step3, one has to represent:= hy|| - - - || hxr||c overp N + 1 field elements. So, we have:
HN +S
> -
| pN+1
It should be noticed that(X) is evaluated at distinct points off'y.. Thus, we must have:
q = [logy V]
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Therefore, we need to have:

{H/\/JFS
pN +1

| = rtog, 41 @

The previous equation represents a constructibility meguent for our scheme. Everf if Inequality|(4) is verified ingtho
practical situations, we need to ensure the construdyitofi our approach for any case. The solution to this problem i
simple. Indeed, one needs to pre-pagith ¢ zeros as-||0¢ where¢ is the smallest element i¥ such that:

[HN+S+£

| 2 o ©

Note that Inequality Tnequality (#) corresponds to the ¢ase0 in[Inequality (5). Notice thdt Tnequality (5) is the same
agTnequality (1) appearing at Stapf[Algorithm 4. Denoteéh := HAN + S + £ mod (p N + 1). Thus, the length of the
pad to be appended toat Step3 is ¢ bits where:

y_ 0 if =0
| pN +1-0b otherwise

So, we get:
[HN+S8+¢
7= pN +1

Important Remark. We can notice that information stored in the public Table duifficient to compute of the previous
pad of lengttY andq.

D.2 MDS Code-based Authentication Scheme

We describe the length of the pad occurring at StepjAlgorithm § as well as the size of the corresponding fiéld for
polynomial evaluation.

At Step3, one has to represent= h4|| - - - || h,,||oc overpn+1 field elements and performevaluations of the polynomial
A(X). Applying the same reasoning a$n Appendix|D.1, we needsetpadr with £ zeros as ||0° wheref is the smallest
element inN such that:

Hn+S+¢
- >
S L] > fogy
The above inequality is the samq as Inequality (2) appeatiSgeps of[Algorithm 6. Denoté := Hn+S+£ mod (pn+
1). Thus, the length of the pad to be appended &b Step3 is ¢ bits where:
0 0 ifb=0
| pn+1-—0 otherwise

So, we get:
_[Hn+S+¢
B pn+1

As for the LT code-based authentication scheme, the infoomatored in the public_Tablg 3 is sufficient to compute of
the previous pad of lengthandg.
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