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Abstract

We study the multicast stream authentication problem when an opponent candrop, reorder and introduce data packets
into the communication channel. In such a model, packet overhead and computing efficiency are two parameters to be
taken into account when designing a multicast stream protocol. In this paper, we propose to use two families of erasure
codes to deal with this problem, namely, rateless codes and maximum distance separable codes. Our constructions will
have the following advantages. First, our packet overhead will be small.Second, the number of signature verifications to
be performed at the receiver isO(1). Third, every receiver will be able to recover all the original data packets emitted by
the sender despite losses and injection occurred during the transmission of information.

Keywords: Stream Authentication, Polynomial Reconstruction, Rateless Codes, Erasure Codes.

1 Introduction

Multicast protocols enable data to be transmitted from one sender to many receivers via a communication network such as
the Internet. The applications are as various as pay-TV, online games and military defense systems for instance. Neverthe-
less, large-scale broadcasts prevent lost content from being retransmitted since the loss of any piece of data could generate
an overwhelming number of redistribution requests at the sender. In addition, the network can be under the influence
of malicious users performing harmful actions on the data stream. Thus, the security of broadcast transmission schemes
depends on both network properties and opponents’ computational power. In this paper, we will consider that opponents
have bounded computational abilities.

Some applications for television or stock market will diffuse a long stream of data whose content is to be authenticated
by the receivers within a short period of time upon reception. Since many multicast protocols transfer private or sensitive
information, non-repudiation of the sender is required formost of them. In addition, it should also be pointed out that most
channels used for multicast only provide a best effort delivery of data like the Internet with the User Datagram Protocol.

Two important concerns of the multicast authentication problem are the network bandwidth availability and the re-
ceivers’ computational abilities. Indeed, large packets may create irregular throughput of data which sometimes results in
congestion of the network information flow. On the other hand, receivers with limited computational abilities will require
more time to authenticate data delaying the stream play. Therefore, a stream authentication protocol is to minimize both

∗This paper is the extended version of the articles [65, 64] appearing in the proceedings of IWSEC 2006 and CANS 2006. Its original version appears
in the International Journal of Information Security, vol. 7, no. 4, pp 265 - 283, August 2008, Springer - Verlag.
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packet1 overhead and computational cost.

In recent years, several protocols were designed to deal with the multicast authentication problem [11]. The simplest
technique to ensure non-repudiation of information is to sign each packet using a digital signature (sign-each approach).
Unfortunately, this solution is impractical as digital signatures are time expensive to generate and verify whilek-time
signatures exhibit a large length [19, 57]. That is why a common approach is to generate a single signature and to amortize
its communication and computation overheads over several packets using hash functions for instance.

By appending the hash of each packet to several followers according to some specific patterns, Perriget al. [50, 51],
Golle and Modadugu [20] and Miner and Staddon [40] designed schemes dealing with packet loss. One signature was
generated from time to time and was always assumed to be received. In these contributions, authors modeled the network
packet loss by ak-state Markov chain [17, 49, 69] and provided bounds on the packet authentication probability. Gao and
Yao [18] proposed to use online/offline signature to speed upsigning and verifying time for these schemes. Unfortunately,
all these protocols rely on reception of signed packets.

To overcome this problem, one solution is to split the signature intok smaller parts where onlyℓ of them(ℓ < k)
are enough for recovery. Along this line, several schemes were developed [2, 45, 46, 47, 48] but none of them tolerates a
single packet injection. In2003, Lysyanskayaet al.[35] designed a technique (called in this paper LTT) resistant to packet
loss and data injections using Reed-Solomon codes [55] where the number of signature verifications to be performed
per block2 turns out to beO(1) as a function of the block lengthn. In 2004, Karlof et al. developed a protocol called
PRABS [27] using a Maximum Distance Separable (MDS) code along with a one-way accumulator [5, 7, 42, 43] based
on a Merkle hash tree [39] requiring less signature verifications than LTT. Unfortunately, PRABS’s augmented packets3

must carry⌈log2 n⌉ hashes which is much larger than for the constructions we propose in this paper. Note that the elliptic
curve-based accumulator developed by Nguyen [42] overcomes this drawback. Like PRABS, each received element has to
be sorted according to its accumulated value. For Nguyen’s construction, this requires to evaluate two pairings which is the
cost of verifying one signature produced by Bonehet al.’s digital signature scheme [8]. Nevertheless, Bonehet al.noticed
that this operation was much slower than a RSA signature verification which was reinforced by Barretoet al.[6]. So, using
Nguyen’s accumulator is not suitable in our context since even the prohibitive sign-each approach would be more efficient.

Our approach is motivated by the following observation. A necessary condition for all these schemes to authenticate
a packetP (at the receiver) is to get an elementP̃ containingP along with some hashes [20, 40, 51, 67] or code sym-
bols [35, 45, 63]. IfP̃ is dropped thenP is definitely lost since such ãP is unique for each scheme. We propose to
use erasure correcting codes to overcome this problem. As the previous techniques, we will process the data stream per
block of n packets:P1, . . . , Pn. The two constructions we propose can be seen as extensions of LTT and PRABS which
enable any receiver to recover all data packetsP1, . . . , Pn despite loss incurred during transmission. This constitutes a
major improvement from existing approaches in the way that receivers not only authenticate what they received but also
reconstruct what was lost. This is particularly beneficial whenP1, . . . , Pn represent audio or video information where our
techniques prevent frozen images and audio gaps to happen.

In both constructions, a digital signature will be used to ensure non-repudiation and to enable new members to join
the communication group at any block boundary.

Our first scheme usesLuby Transform(LT) codes to encode blocks ofn data packetsP1, . . . , Pn into N symbols
E1, . . . , EN (the value ofN is specified in Section 4). LT codes were introduced by Luby [32] as the first practical real-
ization of rateless codes to illustrate the Digital Fountain concept [9]. These codes are constructed in such a way that there
exists a threshold valuem (depending onn) such that any subset of{E1, . . . , EN } having at leastm distinct elements can
be used to recover alln original packetsP1, . . . , Pn with good probability. By representingE1, . . . , EN as coefficients
of a particular polynomial and carefully choosingN , the receiver will be able to run a reconstruction algorithmdue to
Guruswami and Sudan [24] and will recover that polynomial despite potential data injections performed by malicious
users.

Since we will use the same opponent model as Lysyanskayaet al., we will prove that our scheme is as secure as LTT
and exhibits a minimal lower bound on the packet authentication probability which can be chosen arbitrary close to1.
Since the security of our construction depends on the consistency of the LT decoding (while LLT relies on Reed-Solomon
codes’ one), we will compare LT codes to other families of rateless codes including Online and Raptor codes [37, 60].
We will show that it is possible to achieve reasonable packetoverhead by using a modified version of LT codes. We will
also enlighten that Raptor codes can provide good practicalimplementations for our scheme if they are used instead of LT
codes. The reader may be aware that Raptor codes have recently been used in many applications related to the distribution

1Since the stream size is large, it is divided into small fixed-size entities calledpackets.
2In order to be processed, packets are gathered into fixed-size sets calledblocks.
3We callaugmented packetsthe elements sent into the network. They generally consist ofthe original data packets with some redundancy used to

prove the authenticity of the element.

2



of digital content [1, 68].

As we will see, rateless codes only requires packet XOR-ingsto encode and decode data which is suitable for de-
vices with limited computational power. Nevertheless, when receivers have hardware allowing more complex arithmetic
operations to be performed (such as field operations for instance), one may think about using an approach similar to
PRABS. Our second protocol will allow complete recovery of the whole data stream (with probability1) using a MDS
codes construction developed by Lacan and Fimes in2004. Based on their work [30], we will argue that applying their
code construction results in a better encoding/decoding complexity than using most other MDS codes. When compared
to Reed-Solomon codes (as used for LTT) our technique will generate a slight increase of computing complexity at the
sender (which can be compensated by his larger computational power) whereas the complexity at the receivers will be
reduced. We will also see that our packet overhead is smallerthan PRABS for practical applications.

Contrary to [35] where only an asymptotic study of LTT was performed, we will derive an upper bound on the number
of signature verifications to be executed per block for both schemes. This bound will be valid for any block length and
will turn out to beO(1) as for LTT and PRABS. Such a bound is valuable for practical applications since the block length
is always finite. It allows receivers to get an upper bound on the time spent to verify signatures and therefore on the delay4

between reception of information and authentication of correct packets.

This paper is organized as follows. In the next section, we present our network model as well as a few results from
[30, 32]. In Section 3, we describe our general approach to the stream authentication problem. Our constructions are
presented in Section 4 and Sect. 5 where we demonstrate theirsecurity and study their efficiency. In Section 6, we com-
pare the benefits and drawbacks of our two schemes. The last section will summarize our contributions to the multicast
authentication problem.

2 Preliminaries

We now introduce the terminology and assumptions we will usein this paper. First, we need to define our network model.
Then, we will describe the two code constructions by Luby andLacan and Fimes. Finally, we will recall an algorithm by
Guruswami and Sudan achieving polynomial reconstruction.As in [35, 63], it will be used to deal with packet injections.

2.1 Network Model

We stated in the introduction of this paper that the elementssent into the network consists of the original data packets with
some redundancy used to provide authenticity and are calledaugmented packets. We consider that the communication
channel is under control of an opponentO who can drop and rearrange packets of his choice. He is also allowed to inject
bogus data into the network. Since our primary concern is themulticast authentication problem, we can assume that a
reasonable number of original augmented packets reaches the receivers and not too many incorrect elements are injected
by O. Indeed, if too many original packets are dropped then data transmission becomes the main domain of investiga-
tion since the small number of received elements would be probably useless even authenticated. On this other hand, ifO
injects a large number of forged packets then the main problem to be solved becomes increasing the resistance against
denial-of-service attacks. In order to build our signatureamortization schemes, we need to split the data stream into blocks
of n packets:P1, . . . , Pn.

We define two parameters:α (0 < α ≤ 1) (thesurvivalrate) andβ (β ≥ 1) (thefloodrate). It is assumed that at least
a fractionα and no more than a multipleβ of the number of augmented packets are received. This means that, whenA
augmented packets are sent into the network, at least⌈αA⌉ of them are received amongst a total which does not exceed
⌊βA⌋ elements. Notice that we will haveA = n for our MDS code-based scheme whileA > n using LT codes.

We also draw the reader’s attention to the fact that we are notinterested in the cases(α = 1) and(β = 1). Indeed, in
the first case, all original data packets are received. Thus,we only need to distinguish correct elements from bogus ones.
This can be done using Wong and Lam’s technique [67]. In the second case, there are no packet injections fromO. Thus,
using an erasure code (as in [13] for instance) is enough to recover all augmented packets and soP1, . . . , Pn. Therefore,
in this work, we will only study the case:0 < α < 1 < β.

2.2 Code Construction

2.2.1 LT Codes

We briefly describe how to generate outputs for LT codes and how to decode data. A complete description of both pro-
cesses can be found in [32].

4This delay is calledauthentication delayof the scheme.
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Encoding.We have a fixed number of input symbols denoted byI1, . . . , IK . In order to generate a new encoding symbol
E, we use a probabilistic distribution called the Robust Soliton distribution to choose the degree5 d of the symbolE. We
randomly pickd elements amongst the input symbols:Ii1 , . . . , Iid

6. We generateE as the XOR ofIi1 , . . . , Iid
. Using this

process, we can generate as many encoding symbols as we want since we only need to run the Robust Soliton distribution
to get a new one.

Decoding.When the receiver getsN encoding symbolsE1, . . . , EN , he first builds the bipartite graph used to compute
E1, . . . , EN

7. We would like to point out that it can happen that not everyIi is on the left hand side. This is true in partic-
ular if N is small and the encoding symbols have small degrees. At the beginning of the decoding process, noIj ’s have
been covered8. They are initialized with0’s. We first release9 all Eℓ’s with a single adjacent vertex to cover their unique
neighbor. The set of covered input symbols not yet processedis called theripple and denotedR. All previous covered
symbols belong toR. At each step, one elementIj is processed as follows:
1. Each neighborN ℓ

j of Ij has its value XOR-ed withIj ’s.
2. Ij is removed as a neighbor of these elementsN ℓ

j . That is, the corresponding edges are removed from the graph.
3. For eachN ℓ

j having one remaining neighbor in the new graph,N ℓ
j is released from the graph and covers its remaining

neighbors which are added toR (for those which were not already in).
4. Ij is released fromR (because it has no neighbors any longer).

Steps3 and4 make the size ofR vary. The decoding process ends whenR is empty. It is successful whenI1, . . . , IK

have been released fromR. We will use the following theorem to deal with packet loss occurring during data transfer.

Theorem 1 ([32]) For δ ∈ (0, 1), the decoding process fails with probability at mostδ from any set ofN := K + (R +
R
2 + · · · + R

K−R ) ln
(

R
δ

)
encoding symbols whereR := c ln

(
K
δ

)√
K for a positive constantc determined within the

Robust Soliton distribution.

In [10], it is proved thatc has to be chosen as:

1

K − 1
·

√
K

ln(K/δ)
≤ c ≤ 1

2
·

√
K

ln(K/δ)

In this paper we consider
1

K − 1
·

√
K

ln(K/δ)
≤ c ≤ 1

2
· Kη

ln(K/δ)

for some constant (independent fromK) valueη in (0, 1
2 ) so that our packet overhead remains reasonable (see Appendix A).

2.2.2 MDS Codes

In this part, we focus on linear codes. A linear code of lengthN , dimensionK and minimum distanceD is denoted
[N,K,D]. The Singleton bound states that any[N,K,D] code satisfies:D − 1 ≤ N − K[36]. It is known that any
[N,K,D] code can correct up toD − 1 erasures [70]. Thus, a[N,K,D] code cannot correct more thanN − K erasures.
In order to maximize the efficiency of our construction, we are interested in codes correcting exactlyN − K erasures.
These codes are calledMaximum Distance Separable(MDS) codes [36].

Now, we describe the MDS code construction developed in [30]. We will work over the fieldF2q . Every element of
F2q can be represented as a polynomial of degree at mostq − 1 overF2 [31]. Operations inF2q are performed modulo a
polynomialQ(X) of degreeq which is irreducible overF2. From [30], we have:

Theorem 2 LetV (a1, . . . , aK) be a non-singularK ×K Vandermonde matrix and letV (b1, . . . , bN−K) be aK × (N −
K) matrix (bj−1

i )
j=1,...,K

i=1,...,N−K (with convention00 = 1). Consider theK × K identity matrixIK . Then, the linear code
defined by the generator matrix:

G := [IK |V (a1, . . . , aK)
−1

V (b1, . . . , bN−K)]

is MDS if and only if theai, bj areN pairwise distinct elements.

5Any LT code can be represented as a bipartite graph withI1, . . . , IK as the left hand side vertices and all encoding symbols as right hand side
vertices. An edge is drawn betweenIj and the encoding symbolE if Ij has been used to computeE. Ij is said to be aneighborof E (and vice versa).
We use the termdegreeto denote the number of neighbors a symbol has.

6This is how we build the bipartite graph representing the LT code.
7The positions of the input symbols XOR-ed to build an encodingsymbolEi are sent along withEi [25].
8An input symbolIj is said to becoveredwhen it is the only adjacent vertex of an encoding symbolEℓ. The covering operation is a XOR of the

current value ofIj with Eℓ.
9A symbol is said to bereleasedwhen we remove its representing vertex from the graph.
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Notice that due to the presence of the identity matrixIk, each message to be encoded will appear as a part of its
corresponding codeword. This means that this MDS code is in asystematicform. We now introduce the algorithms
EncodeMDS and DecodeMDS which will be used as subroutines inour work. We will encodeK symbolsS1, . . . , SK

into N modified symbolŝS1, . . . , ŜN . EachSi andŜj belongs to(F2q )
r. The choice of the efficiency parameterr will be

explained in Section 5.

Algorithm 1 EncodeMDS
Input: The code length and dimensionN andK, the polynomialQ(X) of degreeq, the generating matrixG, K symbols

S1, . . . , SK and the efficiency parameterr.

1. Parse each symbolSi into r field elements as:Si := S1
i ‖ · · · ‖Sr

i . Build r messages as:∀j ∈ {1, . . . , r} mj :=

(Sj
1 · · ·Sj

K).

2. Encode ther messages intor codewords as:∀j ∈ {1, . . . , r} cj := mj G.

3. Write each codeword as:cj := (cj
1 · · · cj

N ) and build the N modified symbols as:
∀j ∈ {1, . . . , N} Ŝj := cj

1‖ · · · ‖cj
r.

Output: N modified symbols:̂S1, . . . , ŜN .

Algorithm 2 DecodeMDS
Input: The code length and dimensionN andK, the polynomialQ(X) of degreeq, the generating matrixG, T (≥ K)

elements{(ji, Ŝji
), 1 ≤ i ≤ T} and the efficiency parameterr.

1. Reorder theT elements to havej1 < . . . < jT and pick the firstK elements. Parse thêSji
’s as: ∀i ∈

{1, . . . ,K} Ŝji
= cji

1 ‖ · · · ‖cji
r and write:∀i ∈ {1, . . . , r} c′i := (cj1

i · · · cjK

i ).

2. Build G′ as the restriction of G to columns j1, . . . , jK and compute r messages as:
∀i ∈ {1, . . . , r} mi := c′i G′−1.

3. Write each message as:mj := (m1
i · · ·mK

i ) where eachmj
i is deg(Q(X)) bits long. Recover theK symbols as:

∀i ∈ {1, . . . ,K} Si = mi
1‖ · · · ‖mi

r.

Output: K symbols:S1, . . . , SK .

Notice that the polynomialQ(X) is used at Step2 of EncodeMDS and DecodeMDS when performing field operations.

2.3 Polynomial Reconstruction Problem

In [24], Guruswami and Sudan developed an algorithm to solvethe polynomial reconstruction problem. They proved that
if T points were given as input then their algorithmPoly-Reconstructoutput the list of all polynomials of degree at most
K passing through at leastN of theT points provided:T >

√
KN . We will use a modified version of Poly-Reconstruct

that we callMPR. DenoteF2q the field representing the coefficients of the polynomial. Asbefore, we denoteQ(X) the
polynomial used to perform operations in that field.

Algorithm 3 MPR
Input: The maximal degreeK of the polynomial, the minimal numberN of agreeable points,T points{(xi, yi), 1 ≤ i ≤

T} and the polynomialQ(X) of degreeq.

1. If there are no more than
√

K N distinct points then the algorithm stops.

2. UsingQ(X), run Poly-Reconstruct on theT points to get the list of all polynomials of degree at mostK overF2q

passing through at leastN of the points.

3. Given the list{L1(X), . . . , Lµ(X)} obtained at Step2. For each polynomialLi(X) := Li,0 + . . .+Li,KXK where
∀i ∈ {0, . . . ,K}Li,j ∈ F2q , form the elements:Li := Li,0‖ · · · ‖Li,K .

Output: {L1, . . . ,Lµ}: list of candidates

3 Overview of our Approach

In this section, we give a general overview of our two protocols. As in [27, 35, 63], we need a collision resistant hash
function h [52] and an unforgeable digital signature scheme (SignSK,VerifyPK) [61] the key pair of which (SK,PK) is
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generated by an algorithm KeyGen.

LT Code-based Construction.From then data packetsP1, . . . , Pn, we want to generateA = N augmented packets
AP1, . . . , APN such that if at mostN − ⌈αN⌉ of them are lost during transmission then the receiver can still recover
all thePi’s with probability at least1 − δ (with δ close to0). Thus, to deal with erasures, we need to generate at least
N := ⌈m

α ⌉ symbolsE1, . . . , EN from P1, . . . , Pn using the LT code wherem := n + (R + R
2 + · · · + R

n−R ) ln
(

R
δ

)

andR := c ln
(

n
δ

)√
n (see Theorem 1). In order to provide non-repudiation and to deal with bogus injections, we hash

the symbols along with the positions of their neighbors (necessary to rebuild the graph when decoding) and sign the
concatenationh1‖ · · · ‖hN . As in [35], we build a polynomialA(X) of degree at mostρN (for some rational con-
stantρ), the coefficients of which representh1‖ · · · ‖hN ‖σ (σ is the signature). We build theN augmented packets
as:∀i ∈ {1, . . . ,N}APi := BID‖i‖Ei‖N1

i ‖ · · · ‖Ndi

i ‖A(i) where BID represents the position of the blockP1, . . . , Pn

within the whole data stream anddi is the degree ofEi.
Upon reception of data, the receiver checks the signature byreconstructing the polynomialA(X) using MPR. Once

the signatureσ is verified, the receiver knows the original hashesh1, . . . , hN . Thus, he can identify the correctEi’s and
their corresponding neighbors’ positionsN1

i , . . . , Ndi

i from the list of elements he has got. According to the definition of
α andN , there must be at leastm correct symbols fromE1, . . . , EN in his list. Finally, he corrects the erasures using the
LT code and recovers then data packetsP1, . . . , Pn with probability at least1 − δ.

MDS Code-based Construction.From then data packetsP1, . . . , Pn, we will constructA = n augmented packets
AP1, . . . , APn such that if at mostn− ⌈αn⌉ of them are lost during transmission then the receiver can still recover all the
Pi’s. Thus, we need to encode thesen packets using a[n, ⌈αn⌉, n − ⌈αn⌉ + 1] code. To perform this encoding, the size
of elements forming the code’s alphabet will be larger than the size of a data packet. In order to provide non-repudiation
and to deal with bogus injections, we hash the modified symbols Ŝ1, . . . , Ŝn (generated by the MDS code) and sign
the concatenationh1‖ · · · ‖hn. As before, we build a polynomialA(X) of degree at mostρn, the coefficients of which
representh1‖ · · · ‖hn‖σ (σ is the signature). We build the augmented packets as:∀i ∈ {1, . . . , n}APi := BID‖i‖Ŝi‖A(i).

As previously, upon reception of data, the receiver checks the signature by reconstructing the polynomialA(X) using
MPR. Once the signatureσ is verified, the receiver knows the original hashesh1, . . . , hn. Thus, he can identify the correct
Ŝi’s amongst the list of elements he has got. According to the definition of α, there must be at least⌈αn⌉ symbols from
Ŝ1, . . . , Ŝn in his list. Finally, he corrects the erasures using the MDS code and recovers then data packetsP1, . . . , Pn.

4 LT Codes for Multicast Stream Authentication

In this section, we will describe a multicast authentication protocol using LT codes which is robust against packet loss
and data injection. Our technique also allows any new user tojoin the communication group at any block boundary. We
will demonstrate its security, exhibit a minimal bound for the packet recovery probability and show that the number of
signature verifications per block at the receiver isO(1) as a function of the block lengthn. Finally, we compare LT codes
to other families of rateless codes to be used in our context.

4.1 Our Authentication Protocol

The data stream is processed per block ofn packets:P1, . . . , Pn. For our construction, we assume thatα, β andδ are
rational numbers. Thus, we can represent them over a finite number of bits using their numerator and denominator. In
order to run Poly-Reconstruct as a subroutine of MPR, we haveto chooseρ ∈ (0, α2

β ). Notice thatρ has to be rational
sinceρN is an integer. Sincec is a fixed value of the Robust Soliton distribution,N only depends onn, δ andα. Therefore,
without loss of generality, one can consider that the valueρ is uniquely determined whenn, α, β andδ are known. Table 1
summarizes the scheme parameters which are assumed to be publicly known.

n: Block length δ: Decoding failure probability
α: Survival rate β: Flood rate

A list of irreducible polynomials overF2

Table 1: Public parameters for our LT code-based scheme.

The hash functionh as well as Verify and PK are also assumed to be publicly known.We did not include them in
Table 1 since they can be considered as general parameters. For instance,h can be SHA-256 [41] while the digital signa-
ture can be a1024-bit RSA signature [56]. We denoteH the digest bit length andS the bit length of a signature. Since
h and the digital signature are publicly known, so areH andS. We denoteτpar the tag representing the communication
parameters, namely:τpar := n‖α‖β‖δ. It is assumed that the list of polynomials contains a singlepolynomialQ(X) per
degree value deg(Q(X)). We now present the algorithm used by the sender.
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Algorithm 4 Authenticator1
Input: The secret key SK, the block number BID, Table 1 andn data packetsP1, . . . , Pn.

1. ComputeN := ⌈m
α ⌉ wherem is defined in Section 3. Consider then packets as input symbols for the LT code

and buildN encoding symbols:E1, . . . , EN . Each symbolEi is associated with the positions of itsdi neighbors
N1

i , . . . , Ndi

i . Compute the hashes:∀i ∈ {1, . . .N}hi := h(Ei‖N1
i ‖ · · · ‖Ndi

i ).

2. Compute the block signatureσ as:σ = SignSK(h(BID‖τpar‖h1‖ · · · ‖hN )) and form the authentication tagτ =
h1‖ · · · ‖hN ‖σ.

3. Denoteξ the smallest element ofN such that:
⌈HN + S + ξ

ρN + 1

⌉
≥ ⌈log2 N⌉ (1)

Denoteq the left hand side of Inequality (1). Writeτ as the concatenationa0‖ · · · ‖aρN of (ρN + 1) elements ofF2q

after suitable padding. Form the polynomialA(X) := a0 + · · ·+aρN XρN and evaluate it in the firstN points ofF2q :
∀i ∈ {1, . . . ,N} yi := A(i).

4. Construct the augmented packets as:

∀i ∈ {1, . . . ,N} APi := BID‖i‖Ei‖N1
i ‖ · · · ‖Ndi

i ‖yi

Output: {AP1, . . . , APN }: set of augmented packets.

We first notice that, even when the channel ratesα, β change, the structure of the LT code does not need to be modified
since we keep working with the same inputsP1, . . . , Pn and the same valuec for the Robust Soliton distribution. Only
the numberN of encoding symbols to be generated increases. This is an advantage over LTT and PRABS since the size
of their field as well as the rate of their code have to be updated in case of modifications of network rates. In addition,
it can be shown that the ratioNn (as a function ofn) is asymptotically bounded by a constant (see Appendix A). Notice
that the list of irreducible polynomials overF2 is used at Step3 when performing polynomial evaluations overF2q . Those
evaluations work as follows. Since any element ofF2q can be represented asλ0Y

0 + λ1Y1 + . . . + λq−1Y
q−1 where each

λi belongs toF2, we define the firstN elements as(0, . . . , 0) , (1, 0, . . . , 0) , (0, 1, 0, . . . , 0) , (1, 1, 0, . . . , 0) and so on
until the binary decomposition ofN − 1.

The justification for the choice ofq and the length of the pad ofτ can be found in Appendix D.1. It should be noticed
that the public values of Table 1 are sufficient to computeq and the pad length.

We now describe the algorithm run by the receivers to authenticate data they collected.

4.2 Security and Recovery of the Scheme

Security of the Scheme.We will now analyze the security of our authentication scheme. We want the receivers to authen-
ticate data despite malicious actions performed byO. Similarly to [35], we give the following definition:

Definition 1 The collection of algorithms(KeyGen, Authenticator, Decoder)constitutes asecureand(α, β)-correctprob-
abilistic multicast authentication scheme if no probabilistic polynomial-time opponentO can win with a non-negligible
probability the following game:

i) A key pair (SK,PK) is generated byKeyGen.

ii) O is given:(a) The public keyPK and(b) Oracle access toAuthenticator(butO can only issue at most one query
with the same block identification tagBID).

iii) O outputs(BID, n, α, β, ρ, δ, RP).

O wins if one of the following happens:

a) (violation of the correctness property)O succeeds to outputRPsuch that even if it contains⌈αN⌉ packets amongst
a total not exceeding⌊β N⌋ elements) of some authenticated packet setAPi for block identification tagBID, de-
coding failure probabilityδ and parametersn, α, β, ρ, the decoder authenticates some incorrect packets.

b) (violation of the security property)O succeeds to outputRP such that the decoder outputs{P ′
1, . . . , P

′
n} which

is non-empty and was never authenticated byAuthenticatorfor the valueBID, the probabilityδ and parameters
n, α, β, ρ.
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Algorithm 5 Decoder1
Input: The public key PK, the block number BID, Table 1 and the set of received packets RP.

1. ComputeN . Write the received elements as BIDi‖ji‖Ẽji
‖Ñ1

ji
‖ · · · ‖Ñ d̃ji

ji
‖ỹji

and discard those having BIDi 6= BID
or ji /∈ {1, . . . ,N}. DenoteN the number of remaining packets. If(N < ⌈α n⌉ or N > ⌊β n⌋) then the algorithm
stops.

2. Rename the set of received packets{ÃP1, . . . , ÃPN} and write each element as:̃APi =

BID‖ji‖Ẽji
‖Ñ1

ji
‖ · · · ‖Ñ d̃ji

ji
‖ỹji

where ji ∈ {1, . . . ,N}. Computeq as in Step3 of Authenticator1. Get the ir-
reducible polynomial of degreeq from the sender’s public list and run MPR on the set{(ji, ỹji

), 1 ≤ i ≤ N} to get a
list {c1, . . . , cµ} of candidates for signature verification. If MPR rejects that set then the algorithm stops.

3. Initialize h′
j := ∅ for j ∈ {1, . . . ,N} and i := 1. While the list has not been exhausted (and the signature

not verified yet), pickci and write it ashi
1‖ · · · ‖hi

N ‖σi after removing the pad where eachhi
k is H bits long. If

VerifyPK(h(BID‖τpar‖hi
1‖ · · · ‖hi

N ), σi) = TRUE then we seth′
j = hi

j for j ∈ {1, . . . ,N} and break out the loop.
Otherwise, incrementi by 1 and start again the while loop.

4. If (h′
1, . . . , h

′
N ) = (∅, . . . , ∅) then the algorithm stops. Otherwise, setE′

λ := ∅ for λ ∈ {1, . . . ,N}. For eachÃPi

written as at Step2, if h(Ẽji
‖Ñ1

ji
‖ · · · ‖Ñ d̃ji

ji
) = hλ thenE′

λ = Ẽji
, d′λ = d̃ji

and∀ξ ∈ {1, . . . , d̃ji
}N ′

λ
ξ

= Ñ ξ
ji

.

5. Pick the first⌈αN⌉ non-empty elementsE′
µ and decode the LT code using theE′

µ’s as encoding symbols with

degreedµ and adjacent vertices positionsN ′
µ
1
, . . . , N ′

µ
dµ . Getn input symbols{P ′

1, . . . , P
′
n} (where some of them can

be empty).

Output: {P ′
1, . . . , P

′
n}: set of authenticated packets.

The difference from the definition given in [35] is that the packets are authenticated by the receiver with certain
probability. In short, even if the receiver gets a set RP having at least⌈αN⌉ original elements, the whole original set
{P1, . . . , Pn} is recovered with some probability. Nevertheless, Definition 1 involves that no incorrect packets can be
authenticated. That is to say:∀i ∈ {1, . . . , n}P ′

i ∈ {∅, Pi} whereP ′
i denotes theith packet output by Decoder1. Lysyan-

skayaet al.showed that LTT was secure and(α, β)-correct. Following their arguments, we obtain the following result the
proof of which is given in Appendix B.

Theorem 3 The scheme(KeyGen, Authenticator1, Decoder1)is secure and(α, β)-correct.

Thus, our authentication scheme is as secure and correct as LTT. We will now study the packet authentication proba-
bility of our protocol.

Recovery Property.We will now demonstrate that our scheme enables any receiverto recover then data packets with a
good probability and the number of signature verifications to be performed per block isO(1) (as for LTT and PRABS).
We also provide a non-asymptotic bound on this number of verifications. We now present our main theorem for this
construction the proof of which is given in Appendix C.

Theorem 4 Given the scheme(KeyGen, Authenticator1, Decoder1), for anyBID, each receiver recovers then original
data packetsP1, . . . , Pn with probability at least1− δ. In addition, the number of signature verifications to be performed
is upper bounded by:

U(N ) := min(⌊U1(N )⌋, ⌊U2(N )⌋)
where: 




U1(N ) =
1

ρN

(
1√

α2 − βρ
− 1

)
+

β

α2 − βρ
+

1

ρ

U2(N ) =
β

2(α2 − βρ)
+

1

ρ
+

√
β2 + 4

ρ2 N2 (1 − ρα)

2(α2 − βρ)
−

1

ρN

which isO(1) as a function of the block lengthn.

4.3 Other Families of Rateless Codes

In this section, we will compare the complexity in encoding/decoding of LT, Online and Raptor codes. Indeed, the secu-
rity, correctness and recovery property of our scheme only depend on the fact that the LT decoding algorithm is consistent
which is also the case for Online and Raptor codes. In addition, we will also compare these families to the modified LT
codes introduced by Harrelsonet al. [25]. In their work, they changed the construction of LT codes given by Luby [32] to
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fit them to their practical implementations without altering their optimality (i.e. if we generate enough symbols then we
can haveδ ≃ 0). Their technique consists of modifying the way the neighbors of each encoding symbolE are chosen.
As in [32], the degreed is chosen using the Robust Soliton distribution. Instead ofuniformly choosing thed neighbors,
Harrelsonet al. proposed to uniformly choose two integersa andb and to generate the positions of thed neighbors as
a i + b for i ∈ {1, . . . , d}. Thus, it is useless to append the neighbors to the encoding symbol for transmission since only
E‖a‖b‖d needs to be sent. This means that the overhead per encoding symbol has a fixed and much smaller size than
in [32]. This is of particular interest in our case (Step4 of Authenticator1) since our overhead per packet is particularly
limited and such a fixed size helps to avoid data congestion due to irregular flow of information within the network.

Contrary to block codes which use finite field operations to encode and decode data, these families of rateless codes
rely on XOR operations over packets. Based on the work done in[25, 32, 37, 60], we built Table 2. Both Raptor and
Online codes require preprocessing of data before encoding. In [37], Maymounkov proposed two different ways to do so
for Online codes. The complexities shown in Table 2 correspond to the second method since the first technique involves
a dependence between the packet authentication probability and the number of packets per block. The notationǫδ means
that the element depends on the decoding failure probability δ but is independent fromn.

Average number Number of encoding Decoding Encoding
XOR operations symbols generated failure symbol

for decoding (m) probability overhead
LT codes O(n log(n/δ)) n + O(

√
n log2(n/δ)) δ variable

LT codes O(n log(n/δ)) n + O(n5/6 polylog(n, 1/δ)) δ constant
(modified)

Online O(n log(1/ǫδ)) (1 + ǫδ)n O(δη) variable
codes (fixed ǫδ > 0) (fixedη > 0)
Raptor O(n log(1/ǫδ)) (1 + ǫδ)n δ variable
codes (fixed ǫδ > 0)

Table 2: Complexity comparison for different classes of rateless codes.

According to Table 2, Online and Raptor codes seem to have better encoding and decoding complexities than LT
codes. Nevertheless, Raptor codes were designed for the Binary Erasure channel (BEC) since the efficiency of its pre-
processing part relies on the existence on good pre-codes toachieve linear time for both encoding and decoding process.
That is, the property which is achieved by Tornado codes on BEC [34, 60]. Given our opponent model, it is unlikely that
BEC accurately model the actions performed byO. Nevertheless, a recent work by Palanki and Yedidia [44] suggests that
Raptor codes can still be practically more efficient than LT codes for our authentication scheme. Indeed, they implemented
both classes of codes on Additive White Gaussian Noise Channel and Binary Symmetric Channel and noticed that, even
on these channels, Raptor codes outperformed LT codes for decoding. Etesamiet al.[15] performed analogous implemen-
tations and their results exhibited the same behavior. Theyalso showed that Raptor codes could perform quite well on any
arbitrary symmetric channel. This behavior was confirmed in[16, 29, 33]. The performance of Raptor codes over other
communication channels has been studied in [53, 66]. A recent survey by Demir and Aktaş showed that Raptor codes also
outperformed Reed-Solomon codes (as used in LTT) for some multimedia applications [14].

As suggested by Harrelsonet al. [25], it is possible to reduce the size of information to be transmitted and achieve
a regular packet overhead at the cost of extra symbols for decoding (see Table 2). Since achieving a uniform throughput
within the communication channel avoids data congestion, substituting original LT codes by their modifications in our
authentication protocol is recommended. Since Raptor codes are the concatenation of an erasure code (as Tornado codes
for instance) and a LT code, these modifications can also be applied to these codes. Therefore, we believe that practical
implementations of the authentication scheme described inSection 4 will be even more efficient when substituting LT
codes by Raptor codes (exhibiting the same modifications fortheir internal LT coding).

As proved in Section 4.2, the valueN = ⌈m
α ⌉ represents the number of encoded symbols the sender has to create

so that each receiver is guaranteed to obtain at leastm of them. This enables each receiver to recover then data packets
P1, . . . , Pn with probability at least1 − δ. Nevertheless, the threshold valuesm depicted in Table 2 can be too large for
some applications. Indeed, the largerm is, the larger the number of elements to be stored at the receiver and the longer the
time spent by the sender to build the augmented packets are. Karpet al. [28] gave a formula expressing the probability of
non-decodingu packets amongstn after receiving a fixed value of encoding symbols which can bechosen by the sender.
This can be useful if the application which will run the received packets has a tolerance rate for loss of content. In such a
situation, the sender computes the numberNu(< N ) of packets he has to transmit in order to achieve at most this rate of
non-recovered packets reducing his processing time and thestorage requirement at the receiver.
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5 MDS Codes for Multicast Stream Authentication

In this section, we will describe a multicast authentication protocol using MDS codes which is robust against packet loss
and data injection. As in Section 4, our technique allows anynew user to join the communication group at any block
boundary. We will demonstrate its security, recovery property and show that the number of signature verifications per
block at the receiver isO(1) as a function of the block lengthn. Finally, we justify our choice for Lacan and Fimes’
construction.

5.1 Our Authentication Protocol

The valuesn, α, β andρ are the same as in Section 4.1. In particular, we assume thatρ is uniquely determined whenn, α
andβ are known. In order to have⌈α n⌉ symbols of equal length for encoding, we must padP1‖ · · · ‖Pn with ℓ̃ zeros
appropriately (see Step1 of Algorithm 6). Then, we can splitP1‖ · · · ‖Pn‖0ℓ̃ into n symbolsS1, . . . , S⌈α n⌉ where eachSi

is q̃ bits long withq̃ :=
⌈

nP
⌈αn⌉

⌉
. The efficiency parameterr is chosen by the sender as a divisor ofq̃ such that the receivers

can efficiently perform computations over the fieldF2s wheres := q̃
r . Notice that the smallerr is, the larger the number

of messages to be encoded at Step2 of EncodeMDS is. Table 3 summarizes the scheme parameters which are assumed to
be publicly known. We denoteτpar the tag representing the communication parameters, namely: τpar := n‖α‖β‖P.

n: Block length r: Efficiency parameter of the MDS code
α: Survival rate β: Flood rate
P: Packet size (in bits) G: Generating matrix of the MDS code

A list of irreducible polynomials overF2

Table 3: Public parameters for our MDS code-based scheme.

Algorithm 6 Authenticator2
Input: The secret key SK, the block number BID, Table 3 andn data packetsP1, . . . , Pn.

1. Compute:̃b = nP mod⌈α n⌉. Denoteℓ̃ as ℓ̃ := (0 if b̃ = 0) or (⌈α n⌉ − b̃ otherwise). Write P1‖ · · · ‖Pn‖0ℓ̃ as

S1‖ · · · ‖S⌈α n⌉ where eachSi is q̃ :=
⌈

nP
⌈α n⌉

⌉
bits long.

2. Pick the polynomial Q̃(X) of degree s = q̃
r from the list. Compute (Ŝ1, · · · , Ŝn) =

EncodeMDS(n, ⌈αn⌉, Q̃(X), G, S1, . . . , S⌈α n⌉, r).

3. Compute:∀i ∈ {1, . . . , n}hi = h(Ŝi) and form the authentication tagτ := h1‖ · · · ‖hn‖σ whereσ is computed as:
σ = SignSK(h(BID‖τpar‖h1‖ · · · ‖hn)).

4. Denoteξ the smallest element ofN such that:
⌈Hn + S + ξ

ρ n + 1

⌉
≥ ⌈log2 n⌉ (2)

Denoteq the left hand side of Inequality (2). Writeτ as the concatenationa0‖ · · · ‖aρN of (ρN + 1) elements ofF2q

after suitable padding. Form the polynomialA(X) := a0 + · · · + aρ n Xρ n and evaluate it in the firstn points ofF2q :
∀i ∈ {1, . . . , n} yi := A(i).

5. Construct the augmented packets as:

∀i ∈ {1, . . . , n} APi := BID‖i‖Ŝi‖yi

Output: {AP1, . . . , APn}: set of augmented packets.

The value ofq as well as the pad occurring at Step4 can be found in Appendix D.2. For our construction, we can
assume, without loss of generality, that, when the field, length and dimension of the MDS code are known then the couple
(G, r) is unique so that knowing(n, α, β,P) (representingτpar) is enough to determine each step of Authenticator2.

Upon reception of data, the receivers use Algorithm 7 to authenticate information.

5.2 Security and Recovery of the Scheme

Security of the Scheme.Similarly to [35], we give the following definition:

10



Algorithm 7 Decoder2
Input: The public key PK, the block number BID, Table 3 and the set of received packets RP.

1. Write the packets as BIDi‖ji‖S̃ji
‖ỹji

and discard those having BIDi 6= BID or ji /∈ {1, . . . , n}. DenoteN the
number of remaining elements. If(N < ⌈α n⌉ or N > ⌊β n⌋) then the algorithm stops.

2. Rename the remaining elements as{ÃP1, . . . , ÃPN} and write each element as:̃APi = BID‖ji‖S̃ji
‖ỹji

where
ji ∈ {1, . . . , n}. Computeq as in Step3 of Authenticator2. Get the irreducible polynomial of degree q from the
sender’s public list and run MPR on the set{(ji, ỹji

), 1 ≤ i ≤ N} to get a list{c1, . . . , cµ} of candidates for signature
verification. If MPR rejects that set then the algorithm stops.

3. Initialize h′
j = ∅ for j ∈ {1, . . . , n}. While the list has not been exhausted (and the signature not ver-

ified yet), pick ci and write it as:hi
1‖ · · · ‖hi

n‖σi after removing the pad where eachhi
k is H bits long. If

VerifyPK(h(BID‖τpar‖hi
1‖ · · · ‖hi

n), σi) = TRUE then seth′
j = hi

j for j ∈ {1, . . . , n} and break out the loop. Oth-
erwise, incrementi by 1 and start again the while loop.

4. If (h′
1, . . . , h

′
n) = (∅, . . . , ∅) then the algorithm stops. Otherwise, setŜ′

k := ∅ for all k ∈ {1, . . . , n}. For eachÃPi

written as at Step2, if h(S̃ji
) = hλ thenŜ′

λ = S̃ji
.

5. If we have less than⌈α n⌉ non-empty symbols then the algorithm stops. Otherwise, denote Ŝ′
p1

, . . . , Ŝ′
pγ

the non-

empty elements. Decode them as:(S′
1, . . . , S

′
⌈α n⌉) = DecodeMDS(n, ⌈α n⌉, Q̃(X), G, (p1, Ŝ

′
p1

), . . . , (pγ , Ŝ′
pγ

), r)

after computing̃q and choosing̃Q(X) as in Authenticator2.

6. Remove the pad fromS′
1‖ · · · ‖S′

⌈α n⌉ and write the remaining string asP ′
1‖ · · · ‖P ′

n where eachP ′
i is P bits long.

Output: {P ′
1, . . . , P

′
n}: set of authenticated packets.

Definition 2 The collection of algorithms(KeyGen, Authenticator, Decoder)constitutes asecureand(α, β)-correctmul-
ticast authentication scheme if no probabilistic polynomial-time opponentO can win with a non-negligible probability the
following game:

i) A key pair (SK,PK) is generated byKeyGen.

ii) O is given:(a) The public key PK and(b) Oracle access toAuthenticator(butO can only issue at most one query
with the same block identification tagBID).

iii) O outputs(BID, n, α, β, ρ,P,Q(X), Q̃(X), G, r, RP).

O wins if one of the following happens:

a) (violation of the correctness property)O succeeds to outputRPsuch that even if it contains⌈αN⌉ packets (amongst
a total not exceedingβ n elements) of some authenticated packet setAPi for block identification tagBID and
parametersn, α, β, ρ,P, the decoder fails to authenticate all the correct packets.

b) (violation of the security property)O succeeds to outputRPsuch that the decoder outputs{P ′
1, . . . , P

′
n} that was

never authenticated byAuthenticatorfor the valueBID and parametersn, α, β, ρ,P.

The difference between Definition 1 and Definition 2 is that the latter requires total recovery of all data elements.
In Definition 1, Points a) and b) mean that the decoder cannot output packetsP ′

j such thatP ′
j /∈ {∅, Pj}. This is the

same definition as for LTT. Our new definition stipulates thatit cannot output packetsP ′
j 6= Pj . This is due to the fact

that we use an erasure correcting code allowing complete recovery of the stream. Definition 2 can be seen as the gen-
eralization of Definition 1 when the decoding failure probability δ is 0. As a consequence, if an authentication scheme
(KeyGen,Authenticator,Decoder) is secure and correct as specified by Definition 2 then it is also secure and correct ac-
cording to Definition 1. We have the following result for our MDS code-based protocol.

Theorem 5 Our scheme(KeyGen, Authenticator2, Decoder2)is secure and(α, β)-correct.

The proof is analogous to the proof of Theorem 3 and omitted.

Recovery Property.We will now demonstrate that our scheme enables any receiverto recover then data packets (as in
[27]) and the number of signature verifications to be performed per block isO(1) (as in [27, 35]). As in Section 4.2, we
provide a non-asymptotic bound on the number of verifications.

Theorem 6 Given the scheme(KeyGen, Authenticator2, Decoder2), for anyBID, each receiver recovers then original
data packetsP1, . . . , Pn. In addition, the number of signature verifications to be performed is upper bounded byU(n)
(where the functionU(·) is defined in Theorem 4) which isO(1) as a function of the block lengthn.
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The proof is given in Appendix C. It should be noticed that this bound is also valid for LTT.

5.3 Coding Complexity

The field used by the MDS code isF2s wheres is defined as in Section 5.1. Our results are based on the analysis done
in [30]. Encoding a single messagemi requiresO(n log n) field operations. Therefore, encoding ther messages needs
O(r n log n) field operations. Similarly, decoding a singlec′i requiresO(n log2 n) field operations. Sincer of them must
be decoded, we getO(r n log2 n) as total decoding complexity. It is clear thatr ∈ O(1) as a function ofn. So, the previous
two complexities becomeO(n log n) andO(n log2 n), respectively.

In [27], it was suggested to use Reed-Solomon codes as erasure codes for PRABS. Since Reed-Solomon codes are
MDS [36], it is natural to compare their efficiency to our MDS code’s one. Notice that the messages processed by PRABS’s
code have the same number of symbols than ours but these symbols are taken from a smaller field than for our construc-
tion. In our survey, however, we focus on the number of field operations to encode/decode data as it is the standard tool
in coding theory to compare the efficiency of two coding techniques since a fair comparison presumes that both codes are
used over the same field.

In their work, Karlofet al. referred to the original paper by Reed and Solomon [55] to encode/decode data. Based on
this consideration encoding/decoding a singlemi/c′j requiresO(n2) field operations. Then, it is clear that our complexity
for encoding/decoding are better. However, Reed-Solomon codes can be processed in a more efficient way than in [55]
using the technique developed by Guruswami and Sudan in [24]. This technique which was used in [35] enables any mes-
sagemi to be encoded inO(n log2 n) field operations and any codewordc′j to be decoded usingO(n2) field operations.
If their technique is to be used to encode/decode data in PRABS then the encoding complexity of our protocol represents
an increase by factorlog n (for the whole set ofr messages) whereas the decoding complexity is reduced by a factor
log2 n

n (for the whole set ofr codewords). We claim that, even in this case, the code we employed still gives more benefits
than PRABS’s one. Indeed, in our network model the sender is assumed to be more computationally powerful than the
receivers. Therefore, he can cope with the small increasingfactor log n sincen will be roughly1000 in practical appli-
cations. At the same time, the receivers take advantage of the complexity reduction from quadratic (using Reed-Solomon
codes) to sub-quadratic (with our technique).

After treating the case of Reed-Solomon codes, it remains toargue that our MDS code construction gives better com-
plexity for encoding/decoding than other MDS codes used in practical implementations. In [30], Lacan and Fimes pointed
out that in computer communication, erasure codes were usedin systematic form. They also emphasized that systematic
MDS codes employed in practical applications relied on either Cauchy or Vandermonde matrices to generate the redun-
dancy symbols. They proved that their code construction exhibited better complexity for both encoding and decoding than
any other systematic MDS code relying on either matrix construction.

Based on these observations, we claim that using Lacan and Fimes’ codes for our authentication scheme gives us an
optimal erasure correcting technique for data streaming over a multicast network.

6 Comparison of Schemes

In this section, we compare our two authentication schemes.We survey three critical points: the signature complexity,the
packet overhead and the computational cost of our erasure correcting codes.

6.1 Signature Complexity

In Section 5.2, we explained thatU(n) was also a bound for LTT. According to Theorem3 from [27] the number of

signature verifications for PRABS is upper bounded byV (n) :=
⌊
⌊β n⌋−⌈α n⌉

⌈α n⌉

⌋
+ 1 =

⌊
⌊β n⌋
⌈α n⌉

⌋
. SinceV (n) ≤ β

α , it is

clear thatV (n) is O(1) andV (n) ≤ ⌊U1(n)⌋. We compare the uppers bounds on the number of signature verifications
to be performed per block in Table 4. As in [51], we chosen = 1000. We consideredρ equal to10%, 30%, 50%, 70%

and90% of the thresholdα2

β for each couple(α, β). The reader may notice that some values1000 ρ are not integers (as
it should be for our scheme). We committed this abuse becauseour main goal was to exhibit the behavior ofU(n) for a
realistic valuen. If we had been to be consistent with the fact thatρn is an integer then the smallest integern valid for
all couples(α, β) in our table should have been132, 000 which is not a realistic assumption for the block lengthn. In
addition, we set the valuec for the LT code as the middle of the allowed interval, i.e.:

c =
1

2 ln(n/δ)

(
nη

2
+

√
n

n − 1

)
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and pickedδ = 0.1 andη = 1
4 .

Notice that, as claimed in Section 2.2,c is independent of both ratesα andβ. Thus, it is not affected by variations of
those values which provides stability for the code structure throughout the communication process.

(α, β)
(0.5, 1.1) (0.5, 1.25) (0.5, 1.5) (0.5, 2) (0.75, 1.1) (0.75, 1.25) (0.75, 1.5) (0.75, 2)

10% 48|48|2 55|55|2 66|66|3 88|88|4 21|21|1 24|24|1 29|29|2 39|39|2
30% 20|20|2 23|23|2 28|28|3 38|38|4 9|9|1 10|10|1 12|12|2 16|16|2
50% 17|17|2 19|19|2 23|23|3 31|31|4 7|7|1 8|8|1 10|10|2 14|14|2
70% 20|20|2 23|23|2 28|28|3 38|38|4 9|9|1 10|10|1 12|12|2 16|16|2
90% 48|48|2 55|55|2 66|66|3 88|88|4 21|21|1 24|24|1 28|28|2 36|36|2

(α, β)
(0.8, 1.1) (0.8, 1.25) (0.8, 1.5) (0.8, 2) (0.9, 1.1) (0.9, 1.25) (0.9, 1.5) (0.9, 2)

10% 19|19|1 21|21|1 26|26|1 34|34|2 15|15|1 17|17|1 20|20|1 27|27|2
30% 8|8|1 9|9|1 11|11|1 14|14|2 6|6|1 7|7|1 8|8|1 11|11|2
50% 6|6|1 7|7|1 9|9|1 12|12|2 5|5|1 6|6|1 7|7|1 9|9|2
70% 8|8|1 9|9|1 10|10|1 14|14|2 6|6|1 7|7|1 8|8|1 11|11|2
90% 19|19|1 21|21|1 26|26|1 34|34|2 15|15|1 17|17|1 20|20|1 27|27|2

Table 4: Upper bounds for our LT code-based scheme, our MDS code-based scheme and PRABS.

We first notice thatU(N ) andU(n) are identical for our choice of parameters. This can be explained by the fact that
N andn only interfere via denominators. Therefore, the behavior of U1(N ) andU1(n) is controlled by β

α2−βρ + 1
ρ while

U2(N ) andU2(n) mainly depend on β
2(α2−βρ) + 1

ρ . Table 4 also clearly shows thatV (n) is much smaller thanU(n) (and
U(N )). Nevertheless, this low value ofV (n) is precisely due to the fact that each augmented packet carrieslog n hashes
since the hashes are used to partition the received elementsinto (at most)V (n) sets. Thus, a logarithmic number of hashes
per augmented packet is the price paid by Karlofet al. to achieve low number of signature verifications. As noted earlier,
their approach based on Merkle hash trees is impractical since such large packets can cause congestion in the network
throughput. Table 4 results suggest thatU(n) is minimal whenρ is roughly half the threshold valueα

2

β .

6.2 Packet Overhead

The packet overhead is the length of the extra tag of information used to provide authentication. Notice that an augmented
packet without a tag is assumed to be written as: BID‖i‖Pi. Remember that the bit size of packetsPi,j is P.

6.2.1 LT Code-based Scheme

Its augmented packets are written as:
BID‖i‖Ei‖N1

i ‖ · · · ‖Ndi

i ‖yi

whereEi has the same length as the original packets, eachN j
i ∈ {1, . . . , n} andyi ∈ F2q . So, our packet overhead is:

di (⌊log2 n⌋ + 1) +

⌈HN + S + ξ

ρN + 1

⌉

As di varies from symbol to symbol, this yields to an irregular overhead. However, if we use the modified version
of LT codes proposed by Harrelsonet al. [25], then the augmented packets are written as BID‖i‖Ei‖a‖b‖di‖yi, where
a, b, di ∈ {1, . . . , n} (see Section 4.3). In that case, the bit size of the overhead is:

3 (⌊log2 n⌋ + 1) +

⌈HN ′ + S + ξ′

ρN ′ + 1

⌉
,

whereN ′ := ⌈m′

α ⌉ with m′(> m) being the new bound guaranteeing decoding failure with probability at mostδ andξ′

is the smallest element ofN such that: ⌈HN ′ + S + ξ′

ρN ′ + 1

⌉
≥ ⌈log2 N ′⌉

Based on the work by Harrelsonet al., we deduce thatm′ is equal to:

⌈
A log2(n/δ)

n
+

M (log2 n)
3
n2

36A3 B2
+ n9−M/2 + 4B

⌉
,
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where:
M := max(20, 2 (8 − log2(δ/6))/ log2 n)

A := CA n5/6 (log2 n)
1/2

(log2(n/δ))
−1/2

M1/6

B := CB n−1/6 (log2 n)
1/2

(log2(n/δ))
1/2

M1/6

provided that the elementsCA andCB verify that:

CB <
n1/6

4 (log2 n)
1/2

(log2(n/δ))
1/2

M1/6

C2
B C3

A ≥ e

36

M1/3 log2 n log2(n/δ)

n1/3

6.2.2 MDS Code-based scheme

The augmented packets are written as:
BID‖i‖Ŝi‖yi

The bit size of the elementyi is
⌈

nH+S+ξ
nρ+1

⌉
(as for LTT) andŜi is slightly larger thanPi since it is

⌈
nP
⌈αn⌉

⌉
bits long. So,

our packet overhead is: ⌈
nP
⌈αn⌉

⌉
− P +

⌈
nH + S + ξ

nρ + 1

⌉

Notice that the difference
⌈

nP
⌈αn⌉

⌉
−P comes from the fact that we use an code correcting up to a fraction 1−α of erasures.

6.2.3 Comparison

We showed above that our augmented packet size is slightly larger than those from LTT. We would like to draw the reader’s
attention to an important fact. When studying the packet overhead of their scheme, Lysyanskayaet al.claimed that it was
H
ρ + O(1) bits long. Unfortunately, this is incorrect. Indeed, as in our construction, the fieldF2q must contain at leastn
points for polynomial evaluation. Therefore, their construction also requires:n ≤ 2q which demonstrate that their packet
overhead isΩ(log2 n). In fact, it is easy to see that the packet overhead for LTT isΘ(log2 n) like our construction due to
the choice of the integerξ.

PRABS augmented packets are written as:
Pi‖s′i‖wi

wherewi is the concatenation of⌈log2 n⌉ hashes ands′i is a field element of the MDS code used to correct up to a fraction
1−α of erasures [27]. The message to be encoded by PRABS is BID‖h(P1)‖ · · · ‖h(Pn)‖σ. If we do not take into account
packet numbering (whose size is negligible with respect to the rest of the string) then the bit size of the field elements used

in PRABS is
⌈

nH+S
⌈α n⌉

⌉
which leads to a packet overhead for PRABS to be approximately:

⌈
nH + S
⌈α n⌉

⌉
+ ⌈log2 n⌉H

We chosen, α, β, δ, η as in Table 4. We also pickedρ as half the threshold valueα
2

β . We considered the (heuristically)
collision resistant hash function SHA-256, a1024-bit RSA signature (see Section 4.1) and the packets sizeP as64 bytes
as in [45, 50]. With the values, the parametersCA andCB must verify:

CB < 0.0416

C2
B C3

A ≥ 2.7142

We choseCA = 0.04 andCB = 11.93. Our results are shown in Table 5.

6.3 Coding Efficiency

In Section 5.3, we saw that the MDS code construction by Lacanand Fimes requiredO(n log2 n) field operations for
encoding andO(n log2

2 n) field operations for decoding. The field of computations isF2s wheres ∈ O(q̃). As any field
operation overF2s can be implemented inO(s2) bit operations [38], the complexity of encoding isO(n s2 log2 n) bit
operations while decoding can be achieved inO(n s2 log2

2 n) bit operations.
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α
0.5 0.75 0.8 0.9

1.1 2266|2755|3075 1032|1173|2903 912|1009|2882 728|754|2846
β 1.25 2566|3057|3075 1167|1309|2903 1031|1129|2882 823|848|2846

1.5 3063|3560|3075 1391|1535|2903 1228|1328|2882 979|1006|2846
2 4048|4560|3075 1837|1986|2903 1621|1725|2882 1291|1321|2846

Table 5: Bit size of the packet overhead for our LT code-basedscheme, our MDS code-based scheme and PRABS.

Harrelsonet al.showed that the average number of packet XOR-ings wasO(N log(N/δ)) for both encoding and de-
coding. Notice that this value is also valid for the originalLT codes designed by Luby [32]. Since each XOR-ing requires
P bit operations, the total number of bit operations for our rateless code based scheme isO(N log(N/δ)P).

The main difference between these two approaches rely on thebit complexity of basic operations which is linear in
the input size for the rateless code construction while it becomes quadratic for the MDS code scheme. Therefore if the
receivers have limited computational power then the first approach is to be privileged.

We are aware of the existence of linear time encoding/decoding (non-linear) codes [3, 22, 23, 26, 58]. We did not use
them for our protocol because their construction parameters were not flexible enough to fit our network parameters. In
addition, these codes are not MDS which involves extra-generation of symbols to achieve the same capacity of correction.
Thus, the use of such erasure correcting codes would lead to alarger packet overhead than in Section 6.2 and Table 5.

7 Conclusion

In this paper, we presented two multicast stream authentication protocols which can be considered as extensions of LTT
and PRABS. Our constructions provide non-repudiation of the sender and enable new members to join the communication
group at any block boundary. Unlike LTT, our technique allows recovery of the original data packets. In addition, only
O(1) signature verifications are performed per block. At the sametime, our packet overheads are lower than PRABS’s
which reduces the risk of network congestion. When performing video or audio streaming for instance, the recovery
property can be used to prevent audio gaps or frozen images when playing the stream content. We also derived a non-
asymptotic upper bound on the number of signature verifications to be performed which can be used in practice to obtain
an upper bound on the authentication delay our schemes exhibit.

We proposed to use two different classes of codes. Our first approach, relying on rateless codes, exhibits a low com-
plexity arithmetic while keeping reasonable overhead and thus represents an interesting solution for end-users with limited
computational power. Our second construction is based on block codes with the following advantages. First, MDS codes,
by definition, are optimal for correcting erasures. Second,the MDS code construction by Lacan and Fimes was proved
in [30] to have a better complexity than most MDS codes used inpractice. When compared to Reed-Solomon codes (as
used in [35]), our erasure code encoding exhibited a slightly larger complexity which can however be compensated by the
computational capacities of the sender. At the same time, the decoding complexity is much smaller than Reed-Solomon
one which benefits to all receivers. We would like to point outthat the discovery of faster encoding/decoding codes could
improve the performance of our schemes.

Another point deserving investigation is the development of fast and space efficient accumulators as any scheme re-
lying on such primitives will exhibitV (n) signature verifications per block like PRABS which is quite small (see Table 4).

Finally, it is worth studying alternative techniques to digital signatures such as trapdoor hash functions [59] for in-
stance. Indeed, in [62], Very Smooth Hash [12] was used to reduce the time needed to exhaust the list of sizeU(n) output
by MPR.
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A Asymptotic Behavior of the Ratio N
n

In this appendix, we demonstrate that the ratio for our rateless code construction from Section 4.1 turns out to beO(1) as
a function of the block lengthn.

Due to the definition ofN , we have:
N
n

≤ 1 +
1

α

m

n

Thus, it is sufficient to prove thatmn is O(1) as a function ofn. We have:

m

n
= 1 +

1√
n

(
c ln

(
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δ

)
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We can find an upper bound on the sum as follows:

n−R∑
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Therefore, whenn is large, we get:
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Due to our choice ofc in Section 2.2, we get:

m

n
≤ 1 +

(
ln
(

n
δ

))2

n
1
2−η

As η < 1
2 andδ is a constant, we obtain our result.

B Proof of Theorem 3

Assume that the scheme is either insecure or not(α, β)-correct. By definition, a probabilistic polynomial-time opponent
O can break the scheme security or correctness with a non-negligible probabilityπ(k) wherek is the security parameter
setting up the digital signature and the hash function. As a probability is a measure [4, 54], we must have either cases:

(1) With probability at leastπ(k)/2, O breaks the scheme correctness.

(2) With probability at leastπ(k)/2, O breaks the scheme security.

It should be noticed that sinceπ(k) is a non-negligible function ofk, so isπ(k)/2.

Point (1).We will demonstrate by contradiction that ifO can break the scheme correctness in polynomial time then either
he can forge the digital signature or he can find a collision for the hash function in polynomial time as well.

This will be proved by turning an attack breaking the(α, β)-correctness of our construction into a successful attack against
either the digital signature or the hash function.
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For this attack,O will have access to the signing algorithm SignSK (butO will not have access to SK itself). He can use
the public key PK as well as the collision resistant hash function h.O will be allowed to run Authenticator1 whose queries
are written as(BIDi, ni, αi, βi, ρi, δi, DPi) where DPi is the set ofni data packets to be authenticated. In order to get the
corresponding output, the signature is obtained by querying SignSK as a black-box at Step2 of Authenticator1.

According to our hypothesis,O broke the correctness of the construction. This means that,following the previous process,
O managed to obtain values BID, n, α, β, ρ, δ and a set of received packets RP such that:

• ∃i : (BID, n, α, β, ρ, δ) = (BIDi, ni, αi, βi, ρi, δi).
Denote DP= {P1, . . . , Pn}(= DPi) then data packets associated with this query and AP the response given toO.
In particular, we denoteσ the signature corresponding to DP and generated as in Step2 of Authenticator1.

• |RP∩ AP| ≥ ⌈αN⌉ and|RP| ≤ ⌊β N⌋.

• {P ′
1, . . . , P

′
n} = Decoder1(PK, BID, n, α, β, ρ, δ, List, RP) whereP ′

j /∈ {∅, Pj} for somej ∈ {1, . . . , n}.

In the previous statement, List designates the list of irreducible polynomials from Table 1. As said in Section 4.1, it is
assumed that List contains only one polynomialQ(X) per degree value and the elementsN andq as well as the pad
lengthℓ can be determined from the content of that table.

Assume that the digital signature is unforgeable and the hash function is collision resistant.

Since|RP∩ AP| ≥ ⌈αN⌉ and|RP| ≤ ⌊β N⌋, Step1 of DecoderLTscheme ends successfully. The consistency of Poly-
Reconstruct involves that the list returned by MPR at Step2 contains the elementh1‖ · · · ‖hN ‖σ corresponding to DP
after removing the pad of lengthℓ.

As the digital signature is unforgeable and the hash function is collision resistant, the pair message/signature goingthrough
the verification process at Step3 correspond to DP. Therefore, at the end of that step, we have:

∀i ∈ {1, . . . ,N} h′
i = h(Ei‖N1

i ‖ · · · ‖Ndi

i )

For the same reason as before, at the end of Step4, eitherE′
i = ∅ or we have:

E′
i = Ei andd′i = di and∀ξ ∈ {1, . . . , di} N ′

i
ξ

= N ξ
i

There are at least⌈αN⌉ ≤ m non-empty elements. So, at Step5, either the LT decoder output then original packets
P1, . . . , Pn (which happens with probability at least1 − δ) or outputχ elements along withn − χ empty symbols.
Nevertheless, when looking at the LT decoding process [32],we notice that theχ non-empty elements must belong to
{P1, . . . , Pn} since they represent the data packets which were released from the ripple when it vanished (in other words,
the decoding process of LT codes is consistent). Therefore,we get:

∀i ∈ {1, . . . , n} P ′
i ∈ {∅, Pi}

We obtain a contradiction with our original hypothesis which stipulated:

∃j ∈ {1, . . . , n} P ′
j /∈ {∅, Pj}

As a consequence, we deduce that either the hash function is not collision resistant or the digital signature is not secure.

Point (2).We will demonstrate by contradiction that ifO can break the scheme correctness in polynomial time then either
he can forge the digital signature or he can find a collision for the hash function in polynomial time as well.

We consider the same kind of reduction as in Point (1). The opponentO breaks the security of the scheme if one of the
following holds:

I. Authenticator1 was never queried on input BID, n, α, β, ρ, δ and the decoding algorithm Decoder1 does not reject
RP, i.e.{P ′

1, . . . , P
′
n} 6= ∅ where:

{P ′
1, . . . , P

′
n} = Decoder1(PK, BID, n, α, β, ρ, δ, List, RP).

II. Authenticator1 was queried on input BID, n, α, β, ρ, δ for some data packets DP= {P1, . . . , Pn}. Nevertheless,
the output of Decoder1 verifiesP ′

j /∈ {∅, Pj} for somej ∈ {1, . . . , n}.

Case I.Since Decoder1 output some non-empty packets, Step3 had to terminate successfully. Thus, it has been found a
pair (h(BID‖n‖α‖β‖δ‖h1‖ · · · ‖hN ), σ) such that:

VerifyPK(h(BID‖n‖α‖β‖δ‖h1‖ · · · ‖hN ), σ) = TRUE
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If O never queried Authenticator1 for block tag BID then the previous pair is a forgery of the digital signature.

If O queried Authenticator1 for block tag BID then denote(BID, n̂, α̂, β̂, ρ̂, δ̂) his query. By hypothesis, we have:

(BID, n̂, α̂, β̂, ρ̂, δ̂) 6= (BID, n, α, β, ρ, δ)

As ρ is uniquely determined whenn, α andβ are given, we get:

(BID, n̂, α̂, β̂, δ̂) 6= (BID, n, α, β, δ)

Therefore, the previous pair is a forgery of the signature scheme.

Case II.We have the same situation as Point (1).

C Proof of Theorem 4 and Theorem 6

We decompose this proof into three parts. In the first one we will demonstrate the recovery property of our two schemes.
In the second one, we will prove thatU(N ) andU(n) are upper bounds on the number of signature verifications to be
performed per block for our two constructions. Finally, we will show that those bounds areO(1) as functions of the block
lengthn. Since our results have to be valid for any value BID, we startour proof by picking a value BID which will remain
fixed throughout this proof.

C.1 Packet Recovery

We first focus on the LT code construction as the proof for the MDS-based scheme will be analogous. By definition of
the rates, at least⌈αN⌉ of the original elements{AP1, . . . , APN } are received by the receiver amongst a total of no-more
than⌊βN⌋ elements. Thus, the demonstration of Theorem 3 shows that Decoder1 returnsP1, . . . , Pn with probability at
least1 − δ since the digital signature is unforgeable and the hash function is collision resistant.

The difference for our MDS code-based construction is that,at Step6, Decoder2 recovers alln packetsP1, . . . , Pn

with probability1 as decoding performed at Step5 is deterministic.

C.2 Signature Verifications

Since at most one signature verification is performed per element of the list output by MPR, it is sufficient to prove that
U(N ) andU(n) are upper bounds on the size of that list for our respective schemes.

As in the previous section, we first focus on the LT code-basedprotocol. DenoteN the number of points on which
Poly-Reconstruct is run andT the number of original elements in this list. By definition ofα andβ we have:T ≥ ⌈αN⌉
andN ≤ ⌊βN⌋. As noticed before we have:T >

√
(ρN )N which guarantees Poly-Reconstruct to be run successfully.

DenoteL(N,T ) the size of the list output by Poly-Reconstruct. We want to prove:L(T,N) ≤ U(N ).

According to the proof of Proposition6.15 in Guruswami’s thesis [21], we have:L(T,N) ≤ ⌊ ℓ
k ⌋ where:





ℓ = r T − 1

r = 1 +

⌊
k N +

√
k2 N2 + 4(T 2 − k N)

2 (T 2 − k N)

⌋

In our casek = ρN . Therefore, an upper onL(T,N) is given by:

T

ρN

(
1 +

(ρN )N +
√

(ρN )2 N2 + 4(T 2 − (ρN )N)

2 (T 2 − (ρN )N)

)
− 1

ρN (3)

1st bound:We have:∀(a, b) ∈ R
+ × R

+
√

a + b ≤ √
a +

√
b. We deduce thatL(T,N) is upper bounded by:

T

ρN

(
1 +

(ρN )N

T 2 − (ρN )N
+

1√
T 2 − (ρN )N

)
− 1

ρN

Using T ≥ ⌈αN⌉, we deduce thatT 2 − (ρN )N is lower bounded byN 2 (α2 − β ρ). This element is positive since
ρ < α2

β . Thus:

L(T,N) ≤ T

ρN

(
1 +

ρN

N (α2 − β ρ)
+

1

N
√

α2 − β ρ

)
− 1

ρN
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SinceT ≤ N andN ≤ ⌊β N⌋, U1(N ) is an upper bound of the right hand side of the previous inequality. SinceL(T,N)
is an integer we get:L(T,N) ≤ ⌊U1(N )⌋.

2nd bound:We start again from (3). SinceT ≤ N we have: T
ρN ≤ 1

ρ . The numerator of the fraction is upper bounded by

β ρN +

√
(β ρN 2)

2
+ 4 (N 2 − ραN 2). As beforeT 2 − (ρN )N is lower bounded byN 2 (α2 − β ρ). Therefore:

L(T,N) ≤ 1

ρ


1 +

β ρ +
√

(β ρ)
2

+ 4
N 2 (1 − ρα)

2 (α2 − β ρ)


− 1

ρN

The right hand side of the previous inequality is equal toU2(N ). Therefore we have:L(T,N) ≤ ⌊U2(N )⌋.

Finally, we obtain:L(T,N) ≤ min(⌊U1(N )⌋, ⌊U2(N )⌋) which meansL(T,N) ≤ U(N ).

Concerning our MDS code-based scheme, it is easy to see thatU(n) is an upper bound onL(T,N) in that case by
substitutingN by n in the above proof.

C.3 Asymptotic Analysis

In this section, we start studying the MDS code construction. As in [35], we consider thatρ is a constant when studying
the asymptotic behavior ofU(n). Neverthelessρn must be an integer. Therefore the limit ofU(n) can only be studied for
valuesn in I := {n/ρn ∈ N}. A necessary and sufficient condition to study the limit in+∞ is to have an infinite number
of elements inI sinceI is a subset ofN. Remember thatρ is a (positive) rational number. Thus we can writeρ =

uρ

vρ

whereuρ andvρ are elements ofN. If we considerNvρ, the subset ofN representing the multiples ofvρ, then:Nvρ ⊂ I.
SinceNvρ is infinite, so isI. Therefore, we can study the asymptotic behavior ofU(n) as soon asρ is a rational number.
We have:

lim
n→+∞

n∈I

(
1

ρn

)
= 0

lim
n→+∞

n∈I

(√
β2 +

4

ρ2 n2
(1 − ρα)

)
= β

These two equations involve thatU2(n) has a finite limit whenn tends to+∞ (andn ∈ I). Thus we getU2(n) ∈ O(1)
and then⌊U2(n)⌋ ∈ O(1).

The left hand side equality involves thatU1(n) has a finite limit whenn tends to+∞ (andn ∈ I). As before we obtain:
⌊U1(n)⌋ ∈ O(1).

SinceU(n) = min(⌊U1(n)⌋, ⌊U2(n)⌋), we finally deduce:U(n) ∈ O(1) as a function ofn.

Concerning the LT code-based scheme, we could similarly demonstrate thatU(N ) ∈ O(1) as a function ofN . By
construction we haveN ≥ n. In Appendix A, we showed that the ratioNn wasO(1) as a function ofn. This involves that
N ∈ O(n). Therefore,N andn have the same order as functions ofn (i.e.N ∈ Θ(n)). As a consequence,U(N ) ∈ O(1)
as a function ofn as well.

D Pad Design

In this appendix, we detail the padding occurring for our twoauthentication schemes. We recall thatP denotes the bit size
of any packetPi, H the bit size of digests produced byh andS the bit size of signatures.

D.1 LT Code-based Authentication Scheme

We describe the length of the pad occurring at Step3 of Algorithm 4 as well as the size of the corresponding fieldF2q for
polynomial evaluation.

At Step3, one has to representτ := h1‖ · · · ‖hN ‖σ overρN + 1 field elements. So, we have:

q ≥
⌈HN + S

ρN + 1

⌉

It should be noticed thatA(X) is evaluated atN distinct points ofF2q . Thus, we must have:

q ≥ ⌈log2 N⌉

22



Therefore, we need to have:
⌈HN + S

ρN + 1

⌉
≥ ⌈log2 N⌉ (4)

The previous equation represents a constructibility requirement for our scheme. Even if Inequality (4) is verified in most
practical situations, we need to ensure the constructibility of our approach for any case. The solution to this problem is
simple. Indeed, one needs to pre-padτ with ξ zeros asτ‖0ξ whereξ is the smallest element inN such that:

⌈HN + S + ξ

ρN + 1

⌉
≥ ⌈log2 N⌉ (5)

Note that Inequality Inequality (4) corresponds to the caseξ = 0 in Inequality (5). Notice that Inequality (5) is the same
as Inequality (1) appearing at Step3 of Algorithm 4. Denoteb := HN + S + ξ mod(ρN + 1). Thus, the length of the
pad to be appended toτ at Step3 is ℓ bits where:

ℓ :=

{
0 if b = 0
ρN + 1 − b otherwise

So, we get:

q =

⌈HN + S + ξ

ρN + 1

⌉

Important Remark. We can notice that information stored in the public Table 1 issufficient to compute of the previous
pad of lengthℓ andq.

D.2 MDS Code-based Authentication Scheme

We describe the length of the pad occurring at Step3 of Algorithm 6 as well as the size of the corresponding fieldF2q for
polynomial evaluation.

At Step3, one has to representτ := h1‖ · · · ‖hn‖σ overρn+1 field elements and performn evaluations of the polynomial
A(X). Applying the same reasoning as in Appendix D.1, we needs to pre-padτ with ξ zeros asτ‖0ξ whereξ is the smallest
element inN such that: ⌈Hn + S + ξ

ρ n + 1

⌉
≥ ⌈log2 n⌉

The above inequality is the same as Inequality (2) appearingat Step3 of Algorithm 6. Denoteb := Hn+S+ξ mod(ρn+
1). Thus, the length of the pad to be appended toτ at Step3 is ℓ bits where:

ℓ :=

{
0 if b = 0
ρn + 1 − b otherwise

So, we get:

q =

⌈Hn + S + ξ

ρ n + 1

⌉

As for the LT code-based authentication scheme, the information stored in the public Table 3 is sufficient to compute of
the previous pad of lengthℓ andq.
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