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Abstract

In a (r,n)-threshold secret sharing scheme, no grouprof 1) colluding members can recover the secret value

However, the number of colluders is likely to increase over time. In daldeal with this issue, one may also require to
have the ability to increase the threshold value frota ' (> r), such an increment is likely to happen several times.
In this paper, we study the problem of threshold changeability in a dealeefivironment. First, we compute a theoretical
bound on the information and security rate for such a secret shagegn8, we show how to achieve multiple threshold
change for a Chinese Remainder Theorem like scheme. We proveeahzdrdimeters of this new scheme asymptotically
reach the previous bound.

Keywords: Secret Sharing Scheme, Threshold Changeability, Infoom&ate, Security Rate, Chinese Remainder The-
orem, Dealer Free Update.

1 Introduction

A (r,n)-threshold secret-sharif@SS scheme is a cryptographic primitive, allowinglaalerto divide asecrets into

n pieces of information calledhares(or shadowy, distribute them among a group efparticipants in such a way that
the secret is reconstructible from anyshares while any set af — 1 shadows cannot uniquely determineClassical
constructions for threshold secret-sharing schemesdedhie polynomial-based Shamir schein€e [12], geometrydbase
Blakley scheme [3] and the integer-basghinese Remainder Theord@RT) schemel[1].

A common application for TSS schemes is to achieve robustofedistributed security systems. A distributed system
is calledrobustif its security is maintained against an attacker who maségéreak into a certain number of components
of the system. In many settings, the attacker capabilitiedikely to change over time. This threat requires the sgcur
level (i.e. the threshold value) to vary as well.

There is a trivial solution to the problem of increasing tmeshold parameter of(a, n)-TSS scheme. The participants
simply discard their old shares while the dealer distrilaitadows of dr,n)-TSS scheme to all participants. However,
this solution is not very attractive since it requires thaldeto be involved after the setup stage as well as the aiiija
of a secure channel between the dealer and each one ofgiwip members. Such secure channels may not exist or may
be difficult to establish after the initial setup phase.

There already exist TSS schemes allowing the thresholdegeas to be changed after the initial setup. Using se-
cret redistribution[[8, 11] involves communication amarife participants in order to redistribute the secret usinmgw
threshold parameter. Although this technique can be appliestandard secret-sharing schemes, its disadvantalge is t
need of secure channels for communication between patitsp Constructions from|[2] 5] 9] do not need such secure

*The original version of this paper appears in the proceadofghe 7th International Conference on Cryptology and MetwSecurity (CANS
2008), Lecture Notes in Computer Science, vol. 5339, pp 198; 3pringer - Verlag.



channels, but they all require the initial secret-sharittiesne to be a non-standard one, i.e. it must specially bgruesi

for threshold increase. Ramp schemes [4, 8] use optimab$igieares but they are not perfect. Other techniques [13, 14]
can be applied to existing schemes even if they were set Uyputitonsideration to future threshold increases. Urfortu
nately, those approaches have worse security than thergotish presented in[2]5] 9]. The secret schemes designed i
[10,[16] achieve perfect security before and after threshmbdification. However, the share size has to be at leasetwic
of the size of secret. Moreover, if we change to threshdlthes, the size of the initial shares needs to be at lgast1)
times as large as the secret’s.

In this paper, we first construct an upper-bound on the sgaate (ratio between the entropy of a largest unautho-
rized group and the entropy of the secret) and informatita fiatio between the share size and the secret size) of a
changeable-threshold scheme. Second, we propose a newd3Rd-secret sharing scheme allowing multiple threshold
updates. Our construction allows to choose the securigyafithe scheme while having an information rate meeting the
previous bound. We will show that our scheme can achievdsqiesecurity, ideal initial scheme and optimal ramp-schem
(the ramp-scheme uses optimal size of shares) easily.

In [Section 2, we briefly recall some definitions about TSS s In[Section|3, we discuss the definition of the
changeable-threshold secret-sharing scheme as well agpper-bound on the security rate and information rate for
threshold change. 4, we present our construatlowing to increase the threshold parametér 1) times.
After proving its correctness and efficiency, we presentéwamples: one for standard initial scheme and one for optima
ramp-scheme. The last section concludes the paper.

2 Preliminaries
In this section, we review some basic definitions relatectwet sharing.

Definition 1 (TSS Scheme [13])DenoteP = { P, P, - -- , P, } a group ofn participants. LetS be the set of secrets and
let the share of?; come from a sef;. DenoteR a set of random strings. &, n)-Threshold Secret-Sharif@SS scheme
is a pair of algorithms called thdealerand thecombinemworking as follows:

e For a given secret fron$ and some random string fro, the dealer algorithm applies the mapping:
Dipn :SXR =81 xS x--- xS,
to assign shares to participants from

e The shares of a subsdt C P of participants can be input into the combiner algorithm oS 4 the set of shares
of participants from4. The mapping:
Crm:Sa—S

uniquely determines the secret wHet) > r. Otherwise, it fails to uniquely determine the secret value
The previous definition is rather general and it does notigpetiat can occur when the secret is not reconstructed.

As a consequence, one of the basic problems in the field oétsglearing schemes is to derive bounds on the amount of
information revealed by at most— 1 shares.

Definition 2 (Security Rate [15]) For a (r, n)-TSSscheme with secret the security ratep is the real number defined

as:
H(S|Siy,.--,5:,)

¢ = mln{ H(S)
whereS; is thei-th share (fori € {1,...,n}).

i, im} C {1,...,n}andm<r}

Definition 3 (Perfect TSS Schemé [15])Consider a(r, n)-TSSscheme with the following properties:
1. if|A] > rthenH(S|S4) =0
2. if|A| < rthenH(S|S4) = H(S)

wheres denote the secret anfl is the entropy function. Then, this secret sharing is catledect

Note that, for a perfect scheme, we haye= 1. A perfect(r,n)-TSS scheme allows the dealer to distribute a secret
s amongst a group of participants in such a way that anysubgroup of members can reconstruct it while no subsets of
less than participants can gain any information abaut

Another efficiency parameter of secret sharing schemesiantount of information that the participants must keep
secret.



Definition 4 (Information Rate [L5]) For a (r,n)-TSSscheme with secrat we callinformation rateof the scheme,

the valuep defined as:
p = min H(S) 1<i<n
H(S;) —— ~

whereS; is thei-th share (fori € {1,...,n}).

Note that, for any perfect secret sharing scheme, we have: 1 [15]. The following definition characterize the
property that the information rate is in optimal situation.

Definition 5 (Ideal TSS Scheme [15])A perfect(r, n)-TSSscheme is calledlealif and only ifp = 1.

In other words, a perfect threshold scheme is ideal whenzee$the shares is the same as the secret’s. We can easily
see that Shamir’s scheme is ideal.

An example of non-perfect threshold scheme is given by racheraes([4]. Such constructions offer a trade-off
between security and share size. We first review the defisitid ramp-schemes as well as optimal ramp-scheimes [7].

Definition 6 (Ramp Schemel[4]) A (7, n)-threshold secret sharing scheme with seeréet said to be aC, 7, n)-ramp
schemdf it satisfies the following properties:

1. If|A] > 7, thenH (S|A) = 0.
2. IfC < |A| < T, then0 < H(S]A) < H(S).
3. If|A| <C, thenH(S|A) = H(S).

In a ramp scheme, each share size can be smaller than the seerdHowever, the smaller the share size gets, the
more information about the secret is revealed. We have tleMiong theorem presented inl[7].

Theorem 1 ([7]) For any(C, 7 ,n)-ramp scheme, we have:

T-R ) H(S)
T—CH(S) and Vie{l,...,n} H(S;) >

>
H(S|S) = >

Definition 7 (Optimal Ramp Scheme[[7]) A (C,7T,n)-ramp scheme is said to beptimal if it has the property that

H(S|S4) = T;_?H(S) hold foranyA C {1,2,...,n} such thaj.A| = R andC < R < 7 and shares are of minimal
. H
sizeH (S;) = %

3 Threshold Changeability for Secret-Sharing Scheme

3.1 Definition and Efficiency Measures

As said in[Secfionl1, it sometimes occurs that the secunil lee changed before the secret is to be reconstructed. Let
P ={Py,...,P,} be agroup of: participants and denotg the set of secrets.

Definition 8 (Threshold Changeability) A (ro — r,n)-threshold changeable scheisea threshold scheme where the
threshold can be increased > 1) times,r = (ry,...,r.) withr,_; < r;fori e {1,..., c}.

The initial (rg, n)-threshold scheme is denotdg and theith derived(r;, n)-threshold scheme is denotHg. For any
i€{0,...,ctandanyj € {1,...,n}, we letS; ; denote the set gf-th shares ofI;. There exists one dealer algorithm,
¢ combiner (sub-share combiner) algorithms andsub-share generation algorithms with the following prajees:

e For a given secret fron$ and some random string frofR, the dealer algorithm applies the mapping:
Drgn :SXR —=8p1 % - xXSon
to assign shares to participants from

e For any share frons, ;, there exists a sub-share generation algorithm:
Erg—tying * Siyj = Sit1j

to modify shares for increasing the threshold parametemfroto r,; for anyi € {0,...,c— 1}.



e Foranyi € {0,...,c}, the shares of a subsgt C P of participants can be input into the combiner algorithmt Le
Si, 4 denote the set of shares dfin I, if |.A| > r; then the mapping:

CT0—>r,i : Si,.A -8
reconstructs the secret. And for any— 1 participants, it always failed to recover the secret.

In the definitions given above, the sub-share generatiarithgns can be probabilistic (dealer free). The third point
involves that, for any;-groupG, there existg, € G such thatd (s; j,|si+1,5,) > 0. Indeed, in the opposite
situation, there would be a-groupé such thatvp; € G H(s; j|si+1,;) = 0. This would imply that each of the;
members ofG' could reconstruct his share related to threshglftom his share related to the new valug (> 7).
Thus, we would not have (@1, n)-threshold scheme after threshold update which contsathetdefinition of threshold
changeability.

Remark. We would like to call the reader’s attention to the fact thidtshares are assumed to be deleted after performing
any threshold update. That is, after updating the threskadlee fromr; to -1, each of thex participants keeps the share
related to the new value ., and discards the shadow related-fdfor i € {0,...,c —1}).

The efficiency of a TSS scheme can be measured by its secatgtyand information rate. We generalize those defini-
tions to the case of a threshold changeable scheme.

Definition 9 (Security and Information Rates) Let(Ily,...,II.) be a(ro — r,n)-threshold changeable scheme where
r=(ry,...,7.) Withr;,_y < r; fori € {1,...,c}. Let¢; denote the security rate @f;. Thesecurity ratep of the
changeable schem@ly, . ..,II.) is defined as min }{(;S,;}. Let p; denote the information rate df;. Theinformation

1€

0,...,c

ratep of the changeable schen{dy, . ..,II.) is defined as {rglin }{pi}.
1€ c

.....

We will present the definition of deterministicy — r, n)-threshold changeable scheme, wheee (ry,ro - - - ).

Definition 10 (Deterministic Threshold Changeable Scheme).et (Il,...,II.) be a(ro — r,n)-threshold change-
able scheme. The schedig,, ..., II.) is calleddeterministic if all the ¢ sub-share generation algorithms are determin-
istic. In other words, there exist deterministic functidng, such thats; 1 ; = h; ;(s; ;), wheres; ; is j-th shadow ofl;
fori € {0,...,c—1}andj € {1,...,n}.

Many existing secret-sharing schemes (like Shamir’s coogon [12] and the CRT-based secret sharing [1]) are ideal
We have the following result.

Lemmal Let (Ily,...,II.) be a deterministiqr, — r,n)-threshold changeable scheme. If the initia), n)-TSS
schemdly is ideal then the fina{r., n)-TSSschemdl. cannot be ideal.

Proof.
We demonstrate this result by contradiction. Assuméthen)-TSS schemél. is ideal. We fixi € {1,...,n}. We have:

I(S0,458c,i) = H(S0,i) — H(S0,i]5¢,:) = H(Sec;) — H(S¢,i]50,1)

So, we get:

H(So,i|Sec,i) = H(So0,s) — H(Sec,i) + H(S¢,i|S0,i) = H(Sc,i|S0,:)

Since the algorithm to update the threshold is determimigte have:H (Sg ;|S.,i;) = H(S.:|So,;) = 0. This means that
one can recovef ; from S, ; for anyi € {1,...,n}. Thus, the resulting scheni&. is also a(rq, n)-threshold secret-
sharing scheme, which is impossible.

O

3.2 Upper Bounds on the Security Rate and the Information Rate

Definition 11 Suppos€l is a (r,n)-TSSscheme with secret It is called a(¢, p) Semi-Random Dealer and Complete
Randomness Recovery Combif8RDCRRGJ scheme if it has the following properties:

1. 7 has security rates. This means that we hav&(S|S,,,...,S:,) > ¢H(S) forany {i1,...,im} C {1,...,n}
andm < r.

2. 7T has information rate. This means that we havé(S;) < @ foranyi € {1,...,n}.

3. When the dealer af wants to shares, he secretly chooses one random stringnd uses the paitv = (s, a) to
construct the: shares. The method to outpushares usingy is deterministic.



4. The combiner of can recover the secreatif and only if it can uniquely determine. In other words, by any
shares, the combiner can reconstruct not only the sedpett also all random bits.

Lemma 2 Suppos€/ is a (r, n)-threshold secret-sharing scheme as well g g) SRDCRRGscheme. Lef; denote
i-th share of7. We haveH («) = H(S1,...,S;).

Proof.

Since the dealer algorithm is deterministic, we ha#éSy, . . ., S,|«) = 0. On the other hand, usirt, . . ., S, the com-

biner can recover the vectar So, we haveH («|S1, ..., S,) = 0. As a consequence, we géf{a) = H(S1,...,S;).
O

Remark. The previous result is valid for anyshares. We focused ¢\, . .., .S, as this will be used to demonstrate the
following lemma.

Lemma 3 Suppose is a (r, n)-threshold secret-sharing scheme with seeras well as a(¢, p) SRDCRRGscheme.
Then:H(a) > r¢H(S).
Proof.
Let S; denote the-th share off. According td Lemmal2, we have:
H(a)=H(S51,...,5)
= H(S1) + H(S2,...,5,|51)
= H(S1) + H(Sg|51) + H(Sg, ceey Sn‘Sl, SQ)

<

= H(SklS,.--,5-1)
k=1

We get:H (a) > > H(Sk|{S1,..., 5} \ {Sk}).

k=1
Let A be ar-subset and choose any participafitom A, define8 = A\ {i} and the size oB is» — 1. Let Sz denote
the shares of all participants BB. Since7 has a security rat¢, we haveH (S|Sz) > ¢H(S). Using Sz, we get a set
of possible secret§’(C S) such thats € S’ and H(S') = ¢H(S) whereS is the set of all secrets. Hence, for each
s’ € &', there is a distribution rule[15]ist(s") such that the shares #f are the same. Sincé is authorized, we must
have:S&#(1) £ gis1(52) \whens, £ s, andsy, s, € &' Thus:H(S;|S5) > H(S') > ¢H(S).

Thus:Vk € {1,...,7} H(Sk|{S1,...,5-} \ {Sk}) > ¢H(S). This achieves our proof.

Theorem 2 Suppose that there exists a deterministic algorithm fomgireg a (r, n)-TSS schemeZ; to (r',n)-TSS
schemeZ,. Assume thaf; is a (¢, p1) SRDCRRCGscheme andy is a (2, p2) SRDCRRGscheme. We have:

| =

min(p1, p2) X min(gs, ¢2) <

/

<

Proof.
The dealer algorithm df; is the dealer algorithm df; followed by the deterministic algorithtd to change the threshold.
According tdLemmal3, we havéi () > ¢ H(S).

Let S; ; denote the-th share off;. According td Lemmal2, we have:

H(Sl,h ey Slm) = H(Oé) 2 r'¢2H(8)

So:
I — 1 7!
2 H(S10) = ooy H(S0 2 LS H(S10 2 [H(Suse0810) 2 % 5(s)
Thus, we get:
H(S) H(S) r
p1 < < = <
1r£1ia<xn H(S1,) L fz H(S) 7/ o

Therefore, we have:
r
"

min(p1, p2) X min(¢y, ¢2) < prgg < "



O

Remark. Note that if bothZ; and7; are perfect secret-sharing schemes, then the informadterof (7;, 75) is at most
=. Similarly, if both7; and7; have shares as large as the secret, then the security rgfg @) is at most.

4 Threshold Changeability for CRT Secret-Sharing Schemes

4.1 CRT Secret Sharing Scheme

We now describe the CRT secret sharing scheme presentel DedoteS; the set ofi-subsets of 1,...,n}. A set of
pairwise coprime integere, m1, ..., my} is chosen subject to the following:

M : (VSGGT IS >M> and <VS€6T1 [[mi < A;)

€S i€S

The reader may notice that the original definitionlby [1] iglsly different. However, it can be shown that both defurits
are equivalent.

Dealer. Suppose the secret valuesisve can assume that< s < p. Selecting a random integerin [0, % — 1] and set
y = s+ Ap. The set of shadows {g1, . . ., y»), Wwherey; = y modm, fori € {1,...,n}.

Combiner. To recover secret, it clearly suffices to findy. If y;,,...,y;. are known, thery is known modulaV; =

j=
essentially no information about the key can be recovefeg, |. .., y;, _, are known, then we have the value of y modulo

[1mi, (CRT). AsN; > M, this uniquely determinggand thuss. On the other hand, if only — 1 shadows were known,
N

r—1

N = []mi,. Sincest > pand gedNa, p) = 1, the collection of numbers; with n; = y (mod\,) andn; < M cover
j=1

all congruence classes moduylowith each class containing at most one more or onerlgefisan any other class.

The CRT sharing scheme described above is perfect. Howthearpnstruction that we will present in the next section
will not as its security rate will not be equal to

4.2 A New CRT-Based Secret Sharing Scheme

In this section, we present our construction which is a mealifbn of the CRT secret sharing scheme..k.ee the number
of participants, we choose a set of integgwsq, m1, ..., mp, w1, ..., w,} as follows:

1. gedm;”, m;”) =gcdm;, m;) = 1fori # j,

2. gedp, m;"") =gcdp, m;) = 1 for all ¢ andg/|p,

3.3M : (vs €&, [[my = M) and <vs €6, [[my < )
i€S €S q

Share Construction Suppose the secret valuesiswe can assume that < s < p. Selecting a random integet in

[0, % — 1], and sey = s + Ap. The set of shadows afg., . .., y,), wherey; = y modm;™.
Secret Recovery To recover secret, it clearly suffices to findy. If y;,,...,y;. are known, thery is known modulo
T )i . . . .
N =11 m:; 7 (CRT). AsN; > M, this uniquely determinegand thuss.
j=1

On the other hand, if only — 1 shadows were known, we can not uniquely determine the secdfey;,,...,y; _, are
r—1 )

known, then we have the valuegmoduloN, = [] mZ” . SinceNM2 > g and gcdN,, p) = 1, the collection of numbers
j=1

n; With n; = y (mod Ny) andn; < M cover all congruence classes modylavith each class containing at most one
more or one lesg; than any other class. So, the security rate of the scheme:

H(2|yi,, Yisy -5 Yi,,)  logq

0= H(x) ~ logp

=log, q



The information rate of the scheme is:

log p logp

P= log (max{m;”" : 1 <i<n}) - max{w;logm; : 1 <i<n}

Remark. If the parameterg andq are equal, we can set; = m;"* such that{p,m}, ..., m/,} became a standard CRT
secret sharing scheme set of parameters as defihed in Sédtion

4.3 Construction of a Multiple Threshold Changeable Secret Séring Scheme

For the threshold increase problem, the basic idea of ounades the following one: tincreasethe threshold parameter
fromr tor’ > r, the participantslecreasevalues fromw; to w} < w;.

For anyg € (0, 1], we can get &y — r,n)-threshold changeable scheme, such that the securitysratédgast and
the information rate is at least™; . So, the bound constructedin Theoreim 2 is met with equality.

Suppose the secret valuesisve can assume that< s < B. Letw; ; denote the value af; after thej-th transitions
(thei-th share of schemH;), for 1 <i < n and0 < j < c. Let¢ be any element of0, 1]. We construct our scheme as
follows:

1. GC(s)(Public Parameter Generation)

(a) Pick any integet > [ W setk =rg-uandd =k - r..

(b) Pick any mtegef >r.+ & log2 + 2log, n, chooser + 1 distinct primes
mog < mp < - < my from the interval[2¢, 2¢+1]. Estimates of the density of primes show that one could

easily find primesm.
(c) Pick a primeh from the interval2¢—"c 2(+1-7<].

k
(d) SetM = mg, ¢ = m* andp = ¢ (we havep > 2~") ¢ > olos2 B > p).
(e) Pick uniformly at random a numbeirin [0, % —1].

2. D(s,A)(Dealer Setup)
To share secret, sety = s + Ap. Setw; o = [%W and thei-th initial share iss; o = y modm;"*°.

3. E(s;,;)(Sub-share Generation)

To generate sub-shares, lgt; denote the-th share oflI; (the scheme aftef changes). Seb; ;11 = Ljdﬂ-‘ and

wq J+1

the sub-share isi; ;11 = s; ; modm,

4. C(s;,5,5)(Combiner)
To recovers, it clearly suffices to find,. SupposeS ={vi,...,v0, 1 if sy, 5,000, Sv,,,j are known, by the Chinese

remainder theoremy is known moduloN = H may. 7. We will prove thatV > p in the next section.
k=1

In this settings, only, ¢, m1, ..., m,, 9, 7. Need to be publicly known when setting up the original schéivieen
the participants want to increase the threshold vajuéhey simply need to agree on the new vatye;. Each of them
can compute his new share without any other interaction.

4.4 Scheme Analysis

In this section, we want to proof that our scheme satisfiegdlf@ving three conditions at any stepe {0,...,c}.
Cl :V(i,7') € {1,...,n} x {1,...,n} gedm;"™? m;,"7) = 1fori # i,
C2 :Vie {1,...,n} gcdp,m;"’) = 1 andq|p,

C3 : (vs €&, [[mi™ > M) and (vs €6, 1: [[m < Aj)

€S €S

Foranyj € {0,...,c}, conditions C1 and C2 are trivially satisfied due to the choip, ¢, m1, . .., m, by the dealer.
The proofs of the following two lemmas can be found in Apper&liand[Appendix B respectively.




Lemma 4 Foranyj € {0,...,c}, ConditionC3is satisfied if the following two inequalities are satisfied:

VS EG,, Y wi;>d 1)
€S

VS €S, 1 Y wi;<d—k 2)
€S

Lemma5 Foranyj € {0,..., c},[Inequality (I) andl Tnequality (2) hold.

CombininglLemmal4 and Lemma 5, we can prove that the schenséiesathe three conditions C1, C2, C3 for any
je{0,...,c}.

Our construction is &, — r,n)-threshold changeable scheme. The following theorem shwatst has security rate
¢ and the information rate of the schemasymptotically equals tg% forany0 < ¢ < 1.

Theorem 3 (Security and Information Rate) For any0 < ¢ < 1, the (rp — r,n)-threshold changeable scheme has
security rateg. In addition, it asymptotically meets with equality the appounds i Theoren] 2.

Proof.
For any0 < ¢ < 1, the security rate of the scheme is:

logqg  logm klogm

log, q = = =
& log p log ¢ g logm

The information rate of the scheme is:

k
. k
p> min {H(S)}> g (17°) > Eore)s
1<i<n | H(S;) LA {log (m;"7)} L {(0+Dw; ;}
Therefore, we have:
(é_rc)% JE rok To l—r, k

1
> - >
p= 6T o U+1 " 4 oD

ro

(0+1) [i—‘ T l+1 XTC/C-I-?‘(]—l

Foranyj € {0,--- ,c}, itis easy to see thal; is a SRDCRRC-scheme (as definef{in Secfioh 3.2). So, we have:

7o
<
P=0e
If £ andk are asymptotically large, then we have:
— T‘O
P= e

Note that ¥ large" means that is large. So, the upper boundin_Theoreim 2 is met with equality

4.5 Comparison

In this section, we want to compare our construction withvipnes methods from |7, 10, 13, 14,116]. It should be re-
membered thap is to be chosen during the set-up phase. We will see that fierelnt values of, (Il,, ..., II.) can be
perfectly securép = 1), an asymptotically optimal ramp-scheifge= ﬁ) or it can use a standard initial schemdhs

The secret sharing schemes designed_in [[10, 16] achievegpexdcurity before and after threshold modification.
However, the share size has to be at least twice of the sizecoéts Moreover, if we change to thresheldimes, the
information rate is at mos{tjﬁ. We have the following result for our construction which iglieect consequence of

Theorem B.

Proposition 1 (Perfect Secure Changeable Schemé)t (I, ..., II.) be a(ro — r,n)-threshold changeable scheme
(wherer = (ry,...,7.)) as constructed ih_Secfion 4.3. If we get= 1, then(Il,,...,II.) has security ratel and
information ratep such that:

ro {—re k <o

— X X <
re £4+1 k+@—p Te




This proposition involves that eadh;, n)-TSS schem@I; achieves perfect secrecy (for afpye {1,...,c}). This
means that the secrets reconstructible from any; shares while no information abositeaks out from any set of, — 1
shadows.

Techniques in[[13, 14] can be applied to existing schemes #ubey were set up without consideration of future
threshold increases. This is called standard initial schemapproach. Unfortunately, those constructions have worse
security. In addition, the secret recovery is only prohatid. Our construction always guaranteg® be recovered.

We will show how to construct a threshold changeable sebiairsy schemélly, . .., I1.), wherell, is a standard
CRT scheme (as defined[in_Section|4.1), for any giggem) andr = (ro,...,r.) with rq = r. Our idea is to use the
construction froni Section 4.3 which is valid for aw, ro, . . ., 7.). We simply need to choose the construction parameter
¢ of (Ily, . .., II.) so thatll, is standard scheme. We use the next two lemmas, the proofsictiare irf Appendix C and

respectively.

Lemma 6 For a (ro — r,n)-threshold changeable scher(id, ..., II.) wherer = (r1,...,r.), if we setp = 1, then
the initial schem@l, has perfect security.

Lemma 7 For a (ro — r,n)-threshold changeable scher(id, ..., II.) wherer = (r1,...,r.), if we setp = 1, then
the initial schemdl, is a standardCRT scheme.

When a secret sharing is set-up, the dealer ignores whatityelewel will be required in the future. Thus, the value
r. is a priori unknown. We would like to emphasized that thisisssan be overcome easily. Indeed, when setting-up the
scheme the dealer simply consider the gait r.-) wherer., = n. He can construgflly, I1.-). When the different thresh-
old updates occur, the participants can recursively coosttly, ITy, 1./ ), (ITg, 1Ty, o, ), . . ., (Tp, 11, o, . .., )
without interacting with the dealer. Note that this techugigllows to design an (intermediate) SSS for any threstadicev
from{ro+1,...,n}.

We can use our method to construct an asymptotically optithal, n)-ramp schemél. The idea of our construction
is the following one. Sep = -, and use our method frol_Secfion}4.3 to constru¢tCa— 1) — 7, n)-threshold
changeable schemie= (Ily, IT; ) wherell = II,. We have the following result, the proof of which i in AppéenH]

Theorem 4 The secret sharing scherfieconstructed by the previous method is asymptotically aimap{C, 7, n)-ramp
scheme.

5 Conclusion

In this paper, we first studied the properties of thresholhgeable schemes. We deduced some bounds on the informa-
tion and security rates for these constructions. Secondptr@duce a new CRT-based secret sharing, allowing maltipl
threshold changes after the original set-up phase withemuiring any interactions with the dealer. One benefit of our
construction is that the secret is always guaranteed todoweeed after any threshold update contrary to [13, 14] eher
recovery is only probabilistic. We also demonstrated thatitable choice of the security ratded to a perfectly secure
construction. As in[[13, 14], a point of interest to furthavastigate is to deal with malicious participants who devia
from the threshold update protocol.
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A Proof of

Let S be any element 06,,. We have:Vi € {1,...,n}m; > mq. Thus, if we have) w;; > d then we obtain:

' i€S

[Tm;"" >md> M.

€S

Let S be any element 0, _;. Assume thad " w; ; < d — k. We get:

€S
- (E+1) Y wi g 2td 2td
Wy, 5 +1 Wi j i +1)(d—k
[Imi < JJFYvr <2 s <ottbid=h < NERCEEDL
i€es i€s (2“‘1_1@)
So, we have:
wi, M
[T <5
= q
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B Proof of Lemma3
We first demonstrate that Tnequality(1) holds. Ldte any element of0, ..., c} and letS be any element of,,. We

have:
Zwi,j 2T {

i€S

dw >4
T
Now, we want to demonstrgie Tnequality|(2). We consjder c. Let S be any element of,... We have:
d
Swij=(re=1) |—|=@e—1Dk=d—k
i€s Te
Assume thaj € {0,...,c— 1}. We have:

2 1 -1 2 -1 2 1 2
k> r Te > | = x (Te—1 ) > (Te—1 ) > (r; )
To To Te = Te—1 Te = Te—1 Te—=Tj

In addition, we have the following bound:

lrd—‘ S {d—krj—lJ Sd'f'?"j—].

Ty Ty T

Let S be any element of,.,, we have:

d
> wij; < (rj—1) {-‘
: Tj
€S
d+’l”j -1

Ty
(T’j — 1)(]€ Te + T — 1)

Ty
krcfrjz+2rjfl

<(rj—1)

IN

Skrc_

If r; = 1 then, we have:

€S J
Otherwise, we have:
re  (r;—1)?
< d = _c _ <d-—
> wi;<d—k =~ D <d-—k
€S re—r; ' J

C Proof ofLemma8

Let S be any element o, ;. Firstly, we want to prove thaf[ m;"*°* < % Sincerg |k, we haverg|d. Therefore:

€S
ol
Wio=|—| = —
To To
We get:
d d .
Y wo=(ro-) - =d-—=d—k-*
i€s "o "o 7o
We obtain:

Hm;lho < H(2€+1)wi,0 < 2(€+1)i§Swi,o < 2(£+1)(d_k%) <

> ) P 5 <
- : +1-—4 ro
i€S €S (2 (k :8 ) )
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Finally, we have:

A 2td M
[[mes—2p <
ics (2“1—%) v b
ro—1 .
If only ro — 1 sharesy;,,...,y;, _, were known, then have have the valueyofnodulo N3 = ] mf;“. Since

A=1
N3 < % and gcdNs, p) = 1, the collection of numbers; with n; = y mod N5 andn; < M cover all congruence classes
modp, with each class containing at most one more or onerlefisan any other class. Thus, no useful information(even
probabilistic) is available without shares. Therefore, the initial scheiiig is perfect.

D Proof of Lemma 1

Setm! = m;*°. Since{p,m1, ..., m,} are pairwise coprime, we always have pairwise coprime &g, m/, ..., m/, }.
Now, we want to prove that the integefrs, m/, . . ., m!, } satisfy the following conditions:
!/ I M
VSEGTHmiZM and (VS e &, Hmig—
ies €S p

According td Lemmal4 arld Lemma 5, we have:

vse&, [[miz=M
ies
Using the result in the proof 6f Lemmé 6, we get:
M

vSe®,1 [[mi< ’

i€S

Thereforell, is a standard CRT scheme.

E Proof of[Theorem 4

Let S; denote the-th share oflI. For|A| = R,C <R < 7, we have:

[T mk dlogmo—Z(klogmi)
H(S|S4) =min{ 1, — €47 % H(S) =min{ 1, <4 H(S)
logme F3 log m

So, we have:

. ld—RE(+1) . (T —R(+1)
H(S|SA)me{1’k(€T+1)(TC)}H(S)ZHHH{L (Z’TJrl)(TC)}H(S)

and:
+1)7T —-RY

((—7) (T—C>}H(5)

H(SIS.0) gmin{1 ((+1)d—Rk¢ }

"kl —-T)(T -0)
If ¢is asymptotically large, then we have:

H(S) < min {1,

H(S|S4y) T-R
T-C

H(S)
Therefore, the information rate:
. H(S;) logmf  klogm;
H(S) logm% % logm
So, we have:
H(S;) S Y4
HS) —(T-CO)((—-T+1)

12



and:
H(S)) f+1

<
HS) ~(T-C)(¢t—1T)
Finally, we deduce that, whehis asymptotically large, we have:

H(S;) 1

HS) T-¢

Therefore, the schenié is an optimal ramp scheme.
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