Achieving Multicast Stream Authentication using MDS Code$

Christophe Tartary and Huaxiong Wang

Centre for Advanced Computing, Algorithms and Cryptogsaph
Department of Computing
Macquarie University
NSW 2109 Australia

{ctartary, hwang} @cs. ng. edu. au

Abstract

We address the multicast stream authentication problem when the comtiamazannel is under the control of an
opponent who can drop, reorder or inject data. In such a netwodempacket overhead and computing efficiency are
important parameters to be taken into account when designing a multithehtication protocol. Our construction will
exhibit three main advantages. First, our packet overhead will onlyidxe bashes long. Second, we will exhibit a number
of signature verifications to be performed by the receivers which will talbeO(1). Third, every receiver will still be
able to recover all the data packets emitted by the sender despite lossagations occurred during the transmission
of information.

Keywords: Stream Authentication, Polynomial Reconstruction, Er@$€iodes.

1 Introduction

Broadcast communication is an essential mechanism tondisate digital media from a single sender to a large audience
via a public channel such as the Internet. The applicatiomsrca broad area including digital radio, air traffic cohtrte

well as software updates for instance. Unfortunately,deggale multicasts prevent lost content from being redisgtd
since the loss of any piece of the data stream can cause a floetftansmission requests at the sender. In addition, the
network can be under the control of malicious users perfagrharmful actions on the data stream. Therefore, the sgcuri
of a broadcast protocol relies on two aspects: the netwarggsties and the opponents’ computational power. Invastig
tions concerning unconditionally secure protocols havenbreade in[[5, 17, 37]. Unfortunately, either these schemes ca
only be used for a single authentication or they have toelatgrage requirements for practical applications. Inwhuisk,

we will consider that the opponents have bounded compugtjmowers.

Applications like digital TV or stock quotes suggest that thata stream can be large and eventually infinite. Never-
theless, receivers must be able to authenticate collectediation within a short period of delay upon receptiomc®i
many protocols will transfer private or sensitive cont@ot)-repudiation of the sender is required for most of thenfod
tunately, signing each pac@ds impracticable as digital signatures are generally timgeasive. In addition, bandwidth
limitations prevent:-time signatured [35] from being used due to their large. i@t is why a general approach is to
generate a single signature and to amortize its commuaeitatid computation overheads over several packets usihg has
functions for instance.

By appending the hash of each packet to several followegrditg to some specific patterns, Perigal. [31,[32],
Golle and Modadugu_[9] and Miner and Stadddnl! [23] designéemes dealing with packet loss. One signature was
generated from time to time and was always assumed to bevegcén these contributions, authors modeled the network
packet loss by &-state Markov chairi |8, 30, 42] and provided bounds on thé&gtaauthentication probability. Gao and
Yao [44] proposed to use online/offline signature to speesigiming and verifying time for these schemes. Unforturyatel
all these protocols rely on reception of signed packeteSmetworks like the Internet only provide a best effortvaialy,
it narrows the range of applications of these schemes.

To overcome this problem one solution is to split the sigretoto k£ smaller parts where onlg of them (¢ < k)
are enough for recovery. Along this line, several schemeas developed |1, 26, 217, 28,]29] but none of them tolerates a
single packet injection. 12003, Lysyanskayat al. [19] designed a technique (called in this paper LTT) rasisto packet

*The original version of this paper appears in the proceedofghe 5th International Conference on Cryptology and etwSecurity (CANS
2006), Lecture Notes in Computer Science, vol. 4301, pp 1@&5; Springer - Verlag.
1since the stream size is large, it is divided into smalll fixza-gntities calleghackets



loss and data injections using Reed-Solomon cddes [34]enthernumber of signature verifications to be performed per
blockd turns out to be)(1) as a function of the block length Unfortunately, that approach does not allow lost content t
be recovered. This drawback was also present in Tartary am)8/scheme [40]. This problem was overcome by Karlof
et al. in 2004. In [15], they designed a protocol called PRABS using anweasode (to recover data loss) along with a
one-way accumulator [3] 4, 24,]25] based on a Merkle hasi2@3€to deal with injections). Their approach is similar to
Wong and Lam’s construction but it has the advantages oivaltprecovery of all original data packets with ory(1)
signature verifications to compute. Unfortunately, PRAB&Igmented packEtmust still carry[log, n] hashes.

In this paper, we propose a scheme having the advantages pfahious two constructions without their drawbacks.
Every single original data packet will be recovered by argeieer and, contrary to [19] where only an asymptotic study
was performed, we will exhibit an upper bound on the numbesigriature verifications to be executed per block. This
bound will be valid for any block length and will turn to &(1) as in [15/19]. Such a bound is valuable for practical
applications since the block length is always finite. It @loreceivers to get an upper bound on the time spent to verify
signatures and therefore on the d@lbptween reception of information and authentication ofaxirpackets. To the best
of our knowledge, PRABS is the only multicast stream auibatibn protocol ever designed which exhibits the recovery
property and such a complexity value for signature verificet at the same time. As said earlier, this is at the cost of
a logarithmic number of hashes appended to each packet.€0overy capacity will be due to a Maximum Distance
Separable (MDS) code construction developed by Lacan andd-in2004. Based on their work [16], we will enlighten
that applying their code construction results in a bettepdimg/decoding complexity than using most other MDS codes
When compared to Reed-Solomon codes (as used In [19]) ouniteehwill generate a slight increase of computing
complexity at the sender (which can be compensated by ljsr@omputational power) whereas the complexity at the
receivers will be reduced. We will also see that our packefrtowad is smaller than in_[15] for practical applications.
This is a major concern in multicast communication sincelénge packets may involve irregular throughput of data and
sometimes result in congestion of the network informatiowfl

This paper is organized as follows. [In_Sectiidon 2, we will presour network model as well as a few results from
[15,[19]. In[SectionB, we will describe our authenticatieheme. Its security and recovery property will be studied in
Secftion 4. In_Section] 5, we will compare our scheme to tham® {15,/ 19] as our work can be seen as their extension.
Finally, we will summarize our contribution to the multitasithentication problem.

2 Preliminaries

We now introduce the terminology and assumptions we willingkis paper. First, we need to define our network model.
Then, we will describe the code construction by Lacan andEirhinally, we will recall an algorithm by Guruswami and
Sudan achieving polynomial reconstruction. Adlin| [19, 40)ill be used to deal with packet injections.

2.1 Network Model

We consider that the communication channel is under cootiah opponen® who can drop and rearrange packets of his
choice. He is also allowed to inject bogus data into the néwBince our primary concern is the multicast authenticati
problem, we can assume that a reasonable number of origigalented packets reaches the receivers and not too many
incorrect elements are injected Y Indeed, if too many original packets are dropped then datesinission becomes
the main domain of investigation since the small number oéireed elements would be probably useless even authen-
ticated. On this other hand, & injects a large number of forged packets then the main pnolidebe solved becomes
increasing the resistance against denial-of-serviceksttdn order to build our signature amortization schemeneed

to split the data stream into blocksofackets:Py, . . ., P,,. We define two parameters:(0 < « < 1) (thesurvivalrate)
andg (8 > 1) (thefloodrate). It is assumed that at least a fractioiand no more than a multiplé of the number of
augmented packets are received. This means that at[leastoriginal augmented packets are received amongst a total
which does not exceeldhn | elements.

We also draw the reader’s attention to the fact that we arénteriested in the cas¢a = 1) and(5 = 1). Indeed, in
the first case, all original data packets are received. Thesnly need to distinguish correct elements from bogus.ones
This can be done using Wong and Lam’s technique [41]. In thers&case there are no packet injections f@nThus,
using an erasure code (aslin [6] for instance) is enough tivezé, , . . ., P,,. Therefore, in this work, we will only study
thecased < a <1< f.

2In order to be processed, packets are gathered into fixedsets calledlocks

3We callaugmented packetbe elements sent into the network. They generally consiteobriginal data packets with some redundancy used to
prove the authenticity of the element.

4This delay is calle@wuthentication delapf the scheme.



2.2 Code Construction

In this paper, we will focus on linear codes. A linear codeanfgth NV, dimensionkK and minimum distanc® is denoted
[N, K, D]. The Singleton bound states that ddy, K, D] code satisfiesD — 1 < N — KJ[20]. It is known that any
[N, K, D] code can correct up tB — 1 erasures[43]. Thus, &, K, D] code cannot correct more thah— K erasures.
In order to maximize the efficiency of our construction, we Biterested in codes correcting exacNy— K erasures.
These codes are call&iaximum Distance Separab(®DS) codes|[20].

Now, we describe the MDS code construction developed_ in &) will work over the fieldF,.. Every element of
Foq can be represented as a polynomial of degree at qnest overF, [17]. Operations irfy, are performed modulo a
polynomial Q(X) of degree; which is irreducible ovelF,. From [16], we have:

Theorem 1 LetV(al, .. aK) be a non-singula’ x K Vandermonde matrix and 1&k(b;,...,by_x) be aK x (N —

K) matrix (bj 1) - N  (with conventior)® = 1). Consider thek x K identity matrixIx. Then the linear code
defined by the generator matrix:

G:=[Ix|V(ar,...,ax) 'V(b1,...,bn_x)]
is MDS if and only if thea;, b; are NV pairwise distinct elements.

Notice that, due to the presence of the identity maffixeach message to be encoded will appear as a part of its
corresponding codeword. This means that this MDS code is sgstematidorm. We now introduce the algorithms
EncodeMDS and DecodeMDS which will be used as subroutinesiirwork. We will encode< symbolsSy, ..., Sk
into N modified symbols{;‘l, ... ,S‘N. EachsS; ande represents elements of the fiel@o,. The choice of the efficiency
parameter will be explained i Section] 3.

Algorithm 1 EncodeMDS

Input: The code length and dimensidnand K, the polynomialQ(X) of degree;, the generating matrig, K symbols
S1,..., Sk and the efficiency parameter

1. Parse each symbg}; into r field elements asS; := SH|---||Sr. Build r messages a&j € {1,...,r}m; :=
(51 5%)-
2. Encode the messages inte codewords as?j € {1,...,r}¢; :=m; G.

3. Write each codeword as; := (¢} - - - ¢jy ). Build the N modified symbols as?j € {1,...,N}S; :=cl||-- - ||cl.
Output: N modified symbolsSy, ..., Sy.

Algorithm 2 DecodeMDS

Input:  The code length and dimensiov and K, the polynomialQ(X) of degreeg, the generating matrig, 7'(> K)
elements{(j;, 55,), 1 < < T} and the efficiency parameter

1. Reorder thel' elements to havg; < ... < jr and pick the firstK elements. Parse théji’s as:Vi €
{1,...,K} S;, =c'|| - || and write:¥i € {1,...,7r} ¢, == (' - cI¥).

2. Build G’ as the restriction off to columnsjy, . .., jx. Computer messages asi € {1,...,r}m; :=¢, G

3. Write each message as; := (m1 mI) where eachn! is deg(Q(X)) bits long. Recover thé symbols as:

Vie{l,...,K}S;=mi|--[m
Output: K symbols:Sy, ..., Sk.

Notice that the polynomia®(X) is used at Step of [Algorithm 7 and Algorithm P when performing matrix mulkip
cations.

2.3 Polynomial Reconstruction Algorithm

In [13], Guruswami and Sudan developed an algorithm to siblggolynomial reconstruction problem. They proved that
if T points were given as input then their algoritffaly-Reconstrucbutput the list of all polynomials of degree at most
K passing through at least of the T points providedT > v K N. We will use a modified version of Poly-Reconstruct
that we call MPR. Denot&,; the field representing the coefficients of the polynomial b&gore we denot@(X) the
polynomial used to perform operations in that field.



Algorithm 3 MPR
Input:  The maximal degree of the polynomil, the minimal number of agreeable poit¥s 7" points{(z;, y;),1 < i <
T} and the polynomial(X) of degreej.

1. If there are no more thayi K’ N distinct points then the algorithm stops.
2. UsingQ(X), run Poly-Reconstruct on tHE points to get the list of all polynomials of degree at masbverF,;

(wheregq = deg(Q(X))) passing through at least of the previous points.

3. Write the list{ L1 (X), ..., L, (X)} and each elemenk; (X) := Lo+ ...+ Lix XX whereVi € {0,...,K}L;; €
F,q. Form the elementsC; := Liol| - - - || Lixk-

Output: {L4,...,L,}: list of candidates.

3 Our Construction

We first give a global overview of our authentication scheAsin [15,/19], we need a collision-resistant hash function
[33] and a secure signature scheme (Sjigverify ) [39] the key pair of which (SK,PK) is created by a generatey&en.

3.1 Informal Scheme Description

From then data packets’,..., P, we want to generate augmented packets AP..., AP, such that if at most
n — [an]] of them are lost during transmission then the receiver cllrretover all the P;’s. Thus we need to en-
code these: packets using &, [an],n — [an] + 1] code. To perform this encoding, the size of elements forrttieg
code’s alphabet will be larger than the size of a data patiketder to provide non-repudiation and to deal with bogus in
jections, we hash the modified symb@ls . . ., S,, (generated by the MDS code) and sign the concatenatipn: - ||h,.

As in [19], we build a polynomialA(X) of degree at mosin (for some rational constap), the coefficients of which
represent; || - - - || h,||o (o is the signature). We build the augmented packetsias: {1, . ..,n} AP; := BID||i||S;||A(:)
where BID represents the position of the bldek . . ., P,, within the whole data stream.

Upon reception of data, the receiver checks the signaturedmnstructing the polynomial(X') using MPR. Once the
signatures is verified, the receiver knows the original haskhes. . . , h,,. Thus, he can identify the corref’s amongst
the list of elements he got. According to the definitiomathere must be at leastvn] symbols fromSy, ..., S, in his
list. Finally, he corrects the erasures using the MDS coderacovers the: data packet$, . .., P,.

3.2 Formal Scheme Construction

For our construction, we assume tlhaand3 are rational numbers (sEe_Secfion 4). Thus, we can représantover a
finite number of bits using their numerator and denomind@enoteP the bit size of the data packets. In order to have
[« n] symbols of equal length we must p&d|| - - - || P, with ¢ zeros appropriately (see Stepf Authenticator). Then, we

can splitPy || - - - | P,,[|0° into n symbolsSy, - - -, Sy 1 Where eacts; is m bits long withm := %Zﬁ] 1 . The efficiency

parameter- is chosen by the sender as a divisomefsuch that the receivers can efficiently perform computatimrer
the field[Fo« whereq := “*. Notice that the smaller is, the larger the number of messages to be encoded aRStep
EncodeMDS is.

In order to run Poly-Reconstruct as a part of MPR, we have tmsbp < (0, 0‘—2). Notice thatp has to be rational
sincepn is an integefl_Table] 1 summarizes the scheme parameterk afgi@ssumed to be publicly known.

n: Block length Q(X): Polynomial representing the field for the MDS code

P: Packet size (in bits) G: Generating matrix of the MDS code

a, 3: Network rates r: Efficiency parameter of the MDS code

p: Ratio Q(X): Polynomial representing the field for polynomial intergutadn

Table 1: Public parameters for our authentication scheme.

The hash functiork as well as Verify and PK are also assumed to be publicly kna.did not include them in
[Table 1 since they can be considered as general parameteiisstance can be SHA256 while the digital signature
is RSA-1024. We denoteH the digest bit length and the bit length of a signature. Sinéeand the digital signature are
publicly known, so aré{ ands.



The sender usgs Algorithni 4 to construct the augmented fsadiere is a remark concerning StepSince any
element off,» can be represented AY % + A1 Y7 +. ..+ As_1 Y™~ where each\; belongs tdF,, we define the first
elements ag), ...,0), (1,0,...,0),(0,1,0,...,0), (1,1,0,...,0) and so on until the binary decomposition(af—1).

Algorithm 4 Authenticator

Input: The secret key SK, the block number B[D, Table 1 ardhta packet#’, ..., P,.
1. Computeh = nP mod[an]. Denotel as/ = (0if b = 0) or ([an] — botherwisg. Write P, || - - - || P,||0° as
Sill+ - |Stan) Where eactt; ism = [ nP W bits long.

[an]

2. Compute(S1,- -, S,) = EncodeMD$n, [an], Q(X),G, S1, ..., Sfan]:7)-

3. Compute: Vi € {1,....,n}h; = h(S;) and form the string hy|---||hnllc where o =
Signgy (R(BID [|a[| B[|n|[ P[]l - - - [[7in))-

4. Computeb = nH+s mod (pn+1). Denotef as? = (0if b = 0) or (pn— 1—b otherwisg. Write || - - - || || |0

asao||- - - [|a,n where eachy; is i = Hﬁﬂ bits long. Build the polynomialt (X) = ag + a1 X + - - + a,, X",

5. Using Q(X), evaluateA(X) at the firstn elements off'y. Using then couples(i, A(7)), build then augmented
packets asvi € {1,...,n} AP; = BID||i||.S;||A().

Output: {AP,,...,AP,}: set of augmented packets.

We have two remarks which will be important when proving teewity of our scheme ih_Secfioh 4. First, when
assuming thaty and 8 were rational if_Secfion 2, we claimed that we could repreieem over a finite number of
bits. This allows us to include the concatenatigfid as a part of the string to be hashed in StefSecond it should
be pointed out that whetn, «, 3, P, p) are given, every single step of Authenticator is uniqueliedrined as soon as
(Q(X),G,r, Q(X)) are provided. Furthermore, since the ratiomahly depends on, 3 andn, it is realistic to presume
that when(n, «, 3) are givenyp is also uniquely determined. Thus, we can assume for ounseltigat wher(n, «, 5, P)
are given(p, Q(X), G, r, (X)) are uniquely determined.

Notice that, to perform Step, we must have at leastdistinct elements iffify~ . It can be shown that this property is
verified forn up t022°. In practical applications, howeverwill be roughly1000 (~ 2'°) (seel[32] for instance). We refer

the reader interested in the details of this affirmatidn tpdmdix A. The receiver identifies packets uging Algoritim 5.

Algorithm 5 Decoder
Input: The public key PK, the block number BID, Table 1 and the seeoéived packets RP.

1. Write the packets as BIj;[|S”, || A;, and discard those having BJD# BID or j; ¢ {1,...,n}. DenoteN the
number of remaining elements.(IV < [an] or N > |8 n]) then the algorithm stops.

2. Rename the remaining elements{&é), ..., AP),} and write each element as: AP- BID|j;||S, || A;, where
Ji € {1,...,n}. Run MPR on the sef(j;, 4;,),1 < i < N} to get alist{Cy,...,C,} of candidates for signature
verification. If MPR rejects that set then the algorithm stop

3.Sethy =0 fork € {1,...,n}. Compute/ as in Stept of Authenticator. Set = 1. While {C1,...,C,} has not been

exhausted, pick;. Check ifC; ends with/ zeros. If so, writeZ; as:h|| - - - ||h§L||ai||OZ where eacth, is H bits long. If
Verifypi (h(BID ||| B||n||P||RY | - - - [|hE), o) = TRUE then sety, = hi for k € {1,...,n} and break out the loop.
In any other cases, incremeity 1 and start again the while loop.

4.1f (hy, ... hy) = (0,...,0) then the algorithm stops. Otherwise, $et= () forall k € {1,...,n}. For each AP
written as at Step 2, #(.S},) = hy thenSy = 57 .

5. If we have less thafie n] non-empty symbols then the algorithm stops. Otherwiseotdaeﬁl, cey Spw the non-
empty elements. Decode them &Si, .. ., Sf,,7) = DecodeMD$n, [an], Q(X), G, (p1, Spl), s (D, Spw),r).

6. SetP;, = () for k € {1,...,n}. Computel as in Stepl of Authenticator. If the last bits of S, | ... || St 7 are not
zeros then the algorithm stops. Otherwise, write that cemeadion asP;|| - - - || P/, ||0¢ where eactP/ is P bits long.

Output: {Pj,..., P.}: set of authenticated packets.




4 Security and Recovery Analysis

4.1 Security of the Scheme

Similarly to [19], we give the following definition:

Definition 1 (KeyGen,Authenticator,Decoddr) a secureand («, (3)-correctmulticast authentication scheme if no prob-
abilistic polynomial-time opponeid® can win with a non-negligible probability to the followinguge:

(i) Akey pair(SK, PK) is generated bKeyGen

(i) Ois given:(a) The public keyPK and (b) Oracle access téuthenticator(but O can only issue at most one query
with the same block identification t&jD).

(iii) O outputs(BID, n,a, 3,P, p, Q(X), Q(X),G,r,RP)
O wins if one of the following happens:

(a) (correctness violation)) succeeds to outp®RP such that even if it containsx n| packets (amongst a total number
of elements which does not excegéih |) for some block identification taBID, Decoder fails at identifying all the
correct packets.

(b) (security violation)O succeeds to outp®RP such that Decoder outputs?;, ..., P/, } that was never authenticated

by Authenticatorfor parametergBID, n, «, 5, P, p, Q(X), Q(X), G, r).

Lysyanskayat al. proved that their construction satisfied the previous tants of security and correctness. We have
a similar result for our scheme.

Theorem 2 Our scheméKeyGen,Authenticator,Decodeg) secure anda, 3)-correct.

Proof.
[Sketch] If the scheme is neither secure (wr3)-correct ther© is able to generate data packets which will be authenti-
cated by the receiver after MDS decoding at Stey Decoder. Nevertheless, the decoding algorithm of the MB& is
consistent. This means that if only correct eIemé};;gs cee S*pW are given to DecodeMDS then it outputs the correspond-
ing original elementss, . .., Sp,,,7. This consistency involves thél can generate (at least) one incorrect symfdior
somei € {1,...,n} such that its hash; is a part of the elemerit’ which successfully verified the signature at stegf
Decoder. Sincé is collision resistant, we havey € {1,...,n}h; # h;. Thus,C’ was never signed by the sender and
O is able to forge the signature scheme. Due to space limistiwe did not include the complete proof here. Note that,
it exhibits the necessity of using||5||n||P as a part of the element to be hashed at 8tepAuthenticator.

O

4.2 Recovery Property

We will now demonstrate that our scheme enables any rec@ivecover the: data packets (as i [15]) and the number
of signature verifications to be performed per blockid ) (as in [19]). We also provide a non-asymptotic bound on this
number of verifications. First we introduce the followindid#ion:

Definition 2 We say that the survival and flood rates, 3) are accurateo the network for a flow of symbols if:
1. Data are sent per block of elements through the network.

2. For any block of, elements{Fy, - - - , E,,} emitted by the sender, if we dendt®, ..., E,} the set of received
packets them < |3n] and at leasfan| elements of £, - - - , E,, } belong to{ E, ..., E,, }.

The second condition must be true for each receiver belgngithe communication group.

Notice that, whem is fixed, («, 8) is not unique since anyi,B) with 3 > 3 and0 < & < « is also accurate for
the same flow:. That is why we can always chooae/3 as rational numbers as claimedin Secfibn 3. From now on, we
assume thafa, 3) is accurate for our network flow. It should be pointed out that the asymptotic result fron j48s
obtained under the same assumption. Despite PRABS caatmken unbounded number of injections, it still requires a
minimal number of original elements to be received in ordegnable recovery of the data packetd, ..., P,. Thus,
assuming the accuracy @f, 3) to compare our scheme {0 [15] seems to be a realistic hypsthesvell. We now present

our main theorem the proof of which can be founfl in Appendix B.



Theorem 3 For any BID, each receiver recovers the original data packets”y, ..., P,. In addition, the number of
signature verifications to be performed is upper bounded fyy) := min(|U;(n) |, |[Uz2(n)|) where:

1 1 3 1
Ul(n)_p”< a?—ﬁp_1>+ : ﬂﬁ’
T s B < ﬂp) on

which isO(1) as a function of the block length

It should be noticed that whenis fixed, the valué/(n) increases whep gets closer to the threshold val & or to0.
In addition, if p is too small then the size of the fiel}~ gets larger which can result in a prohibitive computatiarest
for some of the receivers. Therefore, the sender must pagtedh to the choice gf when setting up the scheme in order
to have a balanced trade-off between the efficiency of fieltatpns and a reasonable number of signature verifications
to perform.

To illustrate this remark we computéd(n) whenn = 1000 as in [32].U(1000) was evaluated for valugsequal
to 10%, 30%, 50%, 70% and 90% of the threshold% for each couplda, 3). The reader may notice that some values
1000 p are not integers (as it should be for our scheme). We conmhtitie abuse because our main goal was to exhibit
the behavior ot/ (n) for a realistic value. If we had to be consistent with the fact that is an integer then the smallest
integern valid for all couples(«, 3) in our table should have bed32,000 which is not a realistic assumption for the
block lengthn. We also implementetf (1000) whereV (n) is the bound provided by Karlat al. [15] (sed"Section]5 for
more details). The results are showhin Table 2.

(. B)
(0.5,1.1) [ (0.5,1.25) | (0.5,1.5) | (0.5,2) || (0.75,1.1) | (0.75,1.25) | (0.75,1.5) | (0.75,2)
10% | 483 55]3 66[4 88J5 21]2 24]2 29[3 39]3
30% | 203 23[3 284 38/5 9|2 10[2 123 16/3
50% | 17]3 20[3 24[4 31/5 712 8|2 10/3 13)3
70% | 20[3 23|3 284 38/5 9|2 10[2 12)3 15|3
90% | 48|3 55(3 66]4 88|5 21[2 24]2 28/3 36/3
(a, 8)
(0.8,1.1) | (0.8,1.25) | (0.8,1.5) | (0.8,2) [ (0.9,1.1) | (0.9,1.25) | (0.9,1.5) | (0.9,2)
10% | 192 21]2 25[2 34]3 152 17]2 20[2 27]3
30% | 82 9[2 112 14]3 6/2 712 8|2 113
50% | 6]2 7/2 9)2 113 52 6[2 712 93
0% | 8|2 9]2 10[2 13)3 6]2 712 8|2 10/3
90% | 19]2 212 25[2 31[3 152 16]2 19]2 24|3

Table 2: Evaluations df’(1000)|V(1000).

5 Efficiency Comparison

Since our technique is an extension[ofl[15, 19], we will emtiign the benefits our construction provides in this section.

5.1 Signature Verification Complexity

We saw i Thearem| 3 that the asymptotic behaviol/¢f) is identical to the asymptotic result from [19]. Accordirg t
Theorem3 from [15], the number of signature verifications for PRABSIjgper bounded by (n) := Ma R]J + 1. Since
V(n) < g + 1, itis clear thaf'(n) is O(1) andV (n) < |Uy(n)].[Table2 clearly shows thaf(n) is much smaller than
U(n). Nevertheless this low value &f(n) is precisely due to the fact that each augmented packees&sgin hashes
since the hashes are used to partition the received elemém{at most)l’(n) sets. Thus, a logarithmic number of hashes

per augmented packet is the price paid by Kaebél. to achieve low number of signature verifications. As saitiera
this is impractical since such large packets can cause snogen the network throughpui._Tablk 2 results suggedt tha

U(n) is minimal whenp is roughly half the threshold valL%



5.2 Packet Overhead

Our augmented packets are written as BIIS;||A(i). The elementA(i) is hﬁjﬂ bits long (as in[[19]) andS; is

slightly larger thanP; since it ishﬁlﬂ bits long. Thus our augmented packet size is slightly |atigan those fron [19].
We would like to draw the reader’s attention to an importact.f When studying the packet overhead of their scheme,
Lysyanskayat al. claimed that it Wa§;—‘ + O(1) bits long. Unfortunately, this is incorrect. Indeed, asum construction,

the fieldF,» must contain at least points for polynomial evaluation. Therefore, their constion requiresn < 2™.
Since2™ € O(1), it is clear that the previous inequality is not satisfiedlésge values of.. Thus, it is mathematically
impossible to study the asymptotic behavior of packet aeadisince LTT is not constructible for large values:of-or
practical realizations (i.e. realistic valuesf, the previous inequality is satisfied (§ee Appendix A) amehtit makes
sense to approximate the overhead bit siz%to

For the same reason, our comparison to PRABS is restrictechtitical values ofi. In both constructions, the data
packets are encoded to recover from a fraction o« of erasures. Thus, PRABS augmented packets can be written as
BID||i||S;|| H (i) whereH (i) is the concatenation dlog, n] hashes and the;’s are as large as ouf;’s. Thus, our over-
head comparison is reduced to a size comparison betwégrand H (¢). The latter only depends anwhile the size of
A(7) can be tuned according to the rateand/3. This allows us to reduce the overhead per packet which isssiple for
PRABS. Consider the same valueas in[Table P. Whatever the rates are, PRABS'’s overhe#ld imshes. If we choose
p as half the threshold;- (as suggested above) then wHens) = (0.75,1.25) we get% ~ 5. In that case, our packet
overhead is approximatelyhashes which is twice less than PRABS's. The clos€il f@) our rates are, the smaller our
packet overhead becomes. Tuning the packet overhead hsimgtwork rates can greatly help regulating the infornmatio
flow within the communication channel.

5.3 Coding Efficiency

The field used by the MDS code . wheregq is defined as il Secfiod 3. Our results are based on the analysi
in [16]. Encoding a single message, requiresO(nlogn) field operations. Therefore, encoding thenessages needs
O(rnlogn) field operations. Similarly, decoding a singlerequiresO(n log? n) field operations. Since of them must
be decoded, we g€l(r nlog? n) as total decoding complexity. Itis clear that O(1) as a function of.. So, the previous
two complexities becomé (n log n) andO(n log® n) respectively.

In [15], it was suggested to use Reed-Solomon codes as eragdes for PRABS. Since Reed-Solomon codes are
MDS [20], it is natural to compare their efficiency to our MD8de’s one. Karlofet al. refered to the original paper
by Reed and Solomoh [34] to encode/decode. Based on thigleoaon, the complexity of encoding/decoding a single
mglc) requiresO(n?) field operations. Then, it is clear that our complexity foceding/decoding are better. However,
Reed-Solomon codes can be processed in a more efficient aayrii34] using the technique developed by Guruswami
and Sudan i [13]. This technique which was used in [19] exsabhy message, to be encoded i) (n log® n) field op-
erations and any codewoe{ to be decoded usin@(n?) field operations. If their technique is to be used to encaat/de
data in PRABS then the encoding complexity of our protocptesents an increase by factog n (for the whole set of
messages) whereas the decoding complexity is reduced bmﬁ% (for the whole set of codewords). We claim that
even in this case, our scheme still gives more benefits tha&BBRIndeed, in our network model the sender is assumed
to be more computationally powerful than the receivers.réfoee, he can cope with the small increasing fadtgrn
sincen will be roughly 1000 in practical applications. At the same time, the receiveke tadvantage of the complexity
reduction from quadratic (using Reed-Solomon codes) teqgiatalratic (with our technique).

After treating the case of Reed-Solomon codes, it remaiasgoe that our MDS code construction gives better com-
plexity for encoding/decoding than other MDS codes usedatral implementations. In[16], Lacan and Fimes pointed
out that in computer communication, erasure codes wereinsgetematic form. They also emphasized that systematic
MDS codes employed in practical applications relied onegitbauchy or Vandermonde matrices to generate the redun-
dancy symbols. They proved that their code constructioibéell better complexity for both encoding and decodingntha
any other systematic MDS code relying on either matrix aagsion.

Based on these observations, we claim that using Lacan amesFcodes for our authentication scheme gives us an
optimal erasure correcting technique for data streamimg awnulticast network.
6 Conclusion

In this paper, we introduced a multicast stream autheticatheme which can be considered as an extensionlof [15, 19]
Our construction ensures non-repudiation of the sendereaatlles new members to join the communication group at



any block boundary. Contrary tb [19], our technique alloesovery of all original data packets. In addition odl1)
signature verifications are performed per block. At the same, our packet overhead is lower thanlinl[15] which reduces
the risk of network congestion. When performing video or austreaming for instance, the recovery property can be
used to prevent audio gaps or frozen images when playingttbans content. We also constructed a non-asymptotic
upper bound on the number of signature verifications to bfapaed which can be used in practice to deduce an upper
bound on the authentication delay our scheme exhibits. ¥deshlowed that our erasure code construction was optimal for
two reasons. First, MDS codes, by definition, are optimatforecting erasures. Second, the MDS code construction by
Lacan and Fimes was proved in [16] to have a better compléxétly most MDS codes used in practice. When compared
to Reed-Solomon codes (as usedLin| [19]), our erasure codelimgcexhibited a slightly larger complexity which can
however be compensated by the computational capacitidseaseénder. At the same time, the decoding complexity is
much smaller than Reed-Solomon one which benefits to aliverse We would like to point out that the discovery of
faster encoding/decoding codes could improve the perfocamaf our scheme. We are aware of the existence of linear time
encoding/decoding (non-linear) codes[[2,[11,12[ 14, 3@ vt not use them for our protocol because their constmictio
parameters were not flexible enough to fit our network pararsathereas other linear time codes likel [18,[21, 38] only
provide recovery of all data packets with some probabilityaddition, these codes are not MDS which involves extra-
generation of symbols to achieve the same capacity of dwrec
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A Study of the cardinality of Fyx

In this section, we will study the cardinality of the field dge evaluate/interpolate the polynomi&{X). In order to run
Authenticator and Decoder, this field must have at leastements. That is, we must ha@® > n. This condition is
verified as soon as:

> 1 1
np—|—1_0g2n 1)

We have:pn > 1. Thereforeﬁ is a lower bound ofﬁ. This involves thaf Tnequality (IL) is verified as soon as we

have:
nH+s

2pn

> logyn
It is easy to see that the previous inequality is equivalent t

H 1In2 sIn2

n—nlnn+ >0
2p

We introduce the functiorf defined as:

f: R™* — R

HIn2 . sIn2
T — 5y L T lnx + N

This function is differentiable oveR ™ and:vz > 0 f’(z) = %322 — Inz — 1. We obtain:

H
2p

) >0 z< =2

[

H
2p

Denotez the real defined ast := é2 . From the previous equivalence, we deduce thit increasing ove(0, Z]. In

addition, we have:

sIn2
li =
i fla) =~ 5

Since this limit is positive, we deduce thats positive over(0, Z|. Therefore, the restriction of to N \ {0} is positive
over{l,...,[Z]}. This involves: i
Vne{l,...,|Z]} 2™ >n
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We now have to argue that | is large enough for real applications. Assume that we hake< 22°. Then, we get:

H
2

935 < 921

Q|

Sincee is less thant we get:22‘7{7 < 223, Therefore’H < 46 p. Remember that is less thanl. This involves that the
length of the digests produced hydoes not exceed bits. In this casel cannot be collision resistant since the birthday
attack would require abo@? computations to get a collision with probability at Iea}sfr his contradicts our hypothesis
concerning the security déf. Therefore, we must havez | > 220, This value is sufficient for practical applications since
n will be roughly 1000.

B Proof of[Theorem 3

We decompose this proof into three parts. In the first one, Wedemonstrate the recovery property of our scheme. In
the second one, we will prove thé&lt(n) is an upper bound on the number of signature verification® tpdsformed per
block. Finally, we will show thal/(n) is O(1) as a function of the block length. Since our results have to be valid for
any value BID, we start our proof by picking a value BID whichlwemain fixed throughout this proof.

B.1 Packet Recovery

Since(a, B) is accurate, at leagtyn] of the original element$AP;, ..., AP, } are received by the receiver amongst a
total of no-more thathg n| elements. Thus, Stepof Decoder is performed successfully. MPR is run on at mast| ele-
ments where at leagtv n] of them are correct to get back a polynomial of degree at massince[an| > /(pn) | Sn]
then Poly-Reconstruct can be run and it successfully ositimet list of all polynomials of degree at mgst which pass
through at leasfa n] of the given points. In particular, the polynomid(X) = ap + a1 X + - - + a,, X*" belongs to
the list generated at Stepof MRP. We deduce that, || - - - || 4, [|o||0¢ belongs to the list output by MRP. This means that
at least one signature is verified at Stepf Decoder.

If there is another elemet on this list which verifies the signature théhmust end with/ zeros due to Step. It must
be written ag’’ = h}|| - - - ||k’ ||o’||0¢ where eaclt’, is H bits long and we must have:

Verify e (h(BID o 8| P14 | - - ). 0") = TRUE

The collision resistance property df involves that the two couplegh(BID|a|/3||n|| Pkl - ||hn), o) and
(h(BID||a|| B||n||PI|RL| - - - [|RY,), o) are different. Remember that the key SK is only known to thredse In addition,
the authentication scheme is designed in such a way thattides only sign one element per value BID. This means
that (h(BID ||| 3|2 ||PIIRL]] - - - |RL,), o') is a forgery of the digital signature. This is impossiblecsiwe assumed in
that it was secure.

Thereforeh,|| - - - ||k, || o||0¢ is the only element to verify the signature in the list outpytMPR. Thus, the receiver has
recovered the: original hashes:, ..., h, at the end of Steg. Sincer is collision resistant the only elements to be
identified at Stepl are those corresponding to the original received elem&itse (o, 3) is accurate there are at least
[an] of them.

Thus, the receiver has at ledstn] of then modified symbolsSs, . . ., S,,. In addition, the input of DecodeMDS at Step
5 only contains original symbols since the hash functiosorted out the forgeries at StéapBy construction, the MDS
code can correct up te — [a n| erasures. Therefore, the receiver recovrs . ., Sp,,, at the end of Step.

Since Ste only consists of removing the pad of lendgthwe deduce that the receiver has obtainechtbeiginal packets
Py, ..., P, as output of Decoder.

B.2 Upper Bound for Signature Verification Queries

Since at most one signature verification is performed penefe of the list output by MPR, it is sufficient to prove that
U(n) is an upper bound on the size of that list. Dendtehe number of points on which Poly-Reconstruct is run and
T the number of original elements in this list. Due to the aacyrof (a, 3), we haveI’ > [an] andN < |Gn]. As
noticed before, we havé® > /(pn) N which guarantees Poly-Reconstruct to be run successigiyoteL (N, T') the
size of the list output by Poly-Reconstruct. We want to prau@’, N) < U(n).
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According to the proof of Propositiafi 15 in Guruswami's thesis [10], we havé(T, N) < L%J where:

L=rT-1
oy kN + /k2N2+4(T2 -k N)
"= 2(T2 —kN)

In our casek = pn. Therefore, we obtain:

T n) N n)2 N2 +4(T?2 — (pn) N 1
L(T,N)Spn<1+(p) +\/2([ET3—(p:)1if) (on) )>— )

pn
15 bound:We have¥/(a,b) € Rt x Rt v/a+ b < \/a + v/b. We obtain:

T (o) N ! - L
LNy < 3 <1+T2—<pn>N+ T?—WN) -

UsingT > [an], we deduce thdf? — (pn) N is lower bounded by? (a2 — 3 p). This element is positive singe< “Tf.

Thus:
vrNy < Eofiy 2N ! ~ L
pn n(a?—pFp) ny\/a2-Bp) pn

SinceT < nandN < |Bn], Ui(n) is an upper bound of the right hand side of the previous inéggugince L(T, N) is
an integer we gett.(T, N) < |Ui(n)].

2" hound:We start again frori Inequality (2). Sinde < n we have:pln < %. The numerator of the fraction is upper

bounded by3 pn+ \/(Ban)2 +4(n?2 — pan?). As beforel> — (pn) N is lower bounded by? (o — 3 p). Therefore:

1 (Br+/Bp+:(1—pa) 1
L(T,N) < - ( \/a2 )—

—Bp pn

s

The right hand side of the previous inequality is equdltén). Therefore, we havel.(T, N) < |Ua(n)|.

Finally, we obtain:L(T, N) < min(|Uy(n)], |Uz2(n)]) which meand.(T, N) < U(n).

B.3 Asymptotic Analysis of the Bound

As in [19], we consider that is a constant when studying the asymptotic behavidr @f). Neverthelessy n must be an
integer. Therefore, the limit df/ (n) can only be studied for valuesin 7 := {n/pn € N}. A necessary and sufficient
condition to study the limit in+-oc is to have an infinite number of elementsiirsinceZ is a subset oN. Remember that
pis a (positive) rational number. Thus, we can wyite- =2 whereu, andv, are elements df. If we consideMNuv,, the
subset ofN representing the multiples of,, then:Nv, C 7. SinceNv,, is infinite, so isZ. Therefore, we can study the
asymptotic behavior df (n) as soon ag is a rational number. We have:

. 1 : g1 B8
i () =0 ma i (24w <2

nel nel

These two equations involve thés(n) has a finite limit whem tends to+oco (andn € Z). Thus, we gelz(n) € O(1)
and then| Uz(n)| € O(1).

The left hand side equality involves thdt (n) has a finite limit whem tends to+oco (andn € 7). As before, we obtain:
[U1(n)| € O(1).

SinceU(n) = min(|Uy(n)], |U2(n)]), we finally deducelU (n) € O(1) which achieves to prove our theorem.
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