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Abstract

We address the multicast stream authentication problem when the communication channel is under the control of an
opponent who can drop, reorder or inject data. In such a network model, packet overhead and computing efficiency are
important parameters to be taken into account when designing a multicast authentication protocol. Our construction will
exhibit three main advantages. First, our packet overhead will only be afew hashes long. Second, we will exhibit a number
of signature verifications to be performed by the receivers which will turn to beO(1). Third, every receiver will still be
able to recover all the data packets emitted by the sender despite losses andinjections occurred during the transmission
of information.

Keywords: Stream Authentication, Polynomial Reconstruction, Erasure Codes.

1 Introduction

Broadcast communication is an essential mechanism to disseminate digital media from a single sender to a large audience
via a public channel such as the Internet. The applications cover a broad area including digital radio, air traffic control as
well as software updates for instance. Unfortunately, large-scale multicasts prevent lost content from being redistributed
since the loss of any piece of the data stream can cause a flood of retransmission requests at the sender. In addition, the
network can be under the control of malicious users performing harmful actions on the data stream. Therefore, the security
of a broadcast protocol relies on two aspects: the network properties and the opponents’ computational power. Investiga-
tions concerning unconditionally secure protocols have been made in [5, 7, 37]. Unfortunately, either these schemes can
only be used for a single authentication or they have too large storage requirements for practical applications. In thiswork,
we will consider that the opponents have bounded computational powers.

Applications like digital TV or stock quotes suggest that the data stream can be large and eventually infinite. Never-
theless, receivers must be able to authenticate collected information within a short period of delay upon reception. Since
many protocols will transfer private or sensitive content,non-repudiation of the sender is required for most of them. Unfor-
tunately, signing each packet1 is impracticable as digital signatures are generally time expensive. In addition, bandwidth
limitations preventk-time signatures [35] from being used due to their large size. That is why a general approach is to
generate a single signature and to amortize its communication and computation overheads over several packets using hash
functions for instance.

By appending the hash of each packet to several followers according to some specific patterns, Perriget al. [31, 32],
Golle and Modadugu [9] and Miner and Staddon [23] designed schemes dealing with packet loss. One signature was
generated from time to time and was always assumed to be received. In these contributions, authors modeled the network
packet loss by ak-state Markov chain [8, 30, 42] and provided bounds on the packet authentication probability. Gao and
Yao [44] proposed to use online/offline signature to speed upsigning and verifying time for these schemes. Unfortunately,
all these protocols rely on reception of signed packets. Since networks like the Internet only provide a best effort delivery,
it narrows the range of applications of these schemes.

To overcome this problem one solution is to split the signature into k smaller parts where onlyℓ of them(ℓ < k)
are enough for recovery. Along this line, several schemes were developed [1, 26, 27, 28, 29] but none of them tolerates a
single packet injection. In2003, Lysyanskayaet al. [19] designed a technique (called in this paper LTT) resistant to packet

∗The original version of this paper appears in the proceedings of the 5th International Conference on Cryptology and Network Security (CANS
2006), Lecture Notes in Computer Science, vol. 4301, pp 108 - 125, Springer - Verlag.

1Since the stream size is large, it is divided into small fixed-size entities calledpackets.

1



loss and data injections using Reed-Solomon codes [34] where the number of signature verifications to be performed per
block2 turns out to beO(1) as a function of the block lengthn. Unfortunately, that approach does not allow lost content to
be recovered. This drawback was also present in Tartary and Wang’s scheme [40]. This problem was overcome by Karlof
et al. in 2004. In [15], they designed a protocol called PRABS using an erasure code (to recover data loss) along with a
one-way accumulator [3, 4, 24, 25] based on a Merkle hash tree[22] (to deal with injections). Their approach is similar to
Wong and Lam’s construction but it has the advantages of allowing recovery of all original data packets with onlyO(1)
signature verifications to compute. Unfortunately, PRABS’s augmented packets3 must still carry⌈log2 n⌉ hashes.

In this paper, we propose a scheme having the advantages of the previous two constructions without their drawbacks.
Every single original data packet will be recovered by any receiver and, contrary to [19] where only an asymptotic study
was performed, we will exhibit an upper bound on the number ofsignature verifications to be executed per block. This
bound will be valid for any block length and will turn to beO(1) as in [15, 19]. Such a bound is valuable for practical
applications since the block length is always finite. It allows receivers to get an upper bound on the time spent to verify
signatures and therefore on the delay4 between reception of information and authentication of correct packets. To the best
of our knowledge, PRABS is the only multicast stream authentication protocol ever designed which exhibits the recovery
property and such a complexity value for signature verifications at the same time. As said earlier, this is at the cost of
a logarithmic number of hashes appended to each packet. Our recovery capacity will be due to a Maximum Distance
Separable (MDS) code construction developed by Lacan and Fimes in2004. Based on their work [16], we will enlighten
that applying their code construction results in a better encoding/decoding complexity than using most other MDS codes.
When compared to Reed-Solomon codes (as used in [19]) our technique will generate a slight increase of computing
complexity at the sender (which can be compensated by his larger computational power) whereas the complexity at the
receivers will be reduced. We will also see that our packet overhead is smaller than in [15] for practical applications.
This is a major concern in multicast communication since toolarge packets may involve irregular throughput of data and
sometimes result in congestion of the network information flow.

This paper is organized as follows. In Section 2, we will present our network model as well as a few results from
[15, 19]. In Section 3, we will describe our authentication scheme. Its security and recovery property will be studied in
Section 4. In Section 5, we will compare our scheme to those from [15, 19] as our work can be seen as their extension.
Finally, we will summarize our contribution to the multicast authentication problem.

2 Preliminaries

We now introduce the terminology and assumptions we will usein this paper. First, we need to define our network model.
Then, we will describe the code construction by Lacan and Fimes. Finally, we will recall an algorithm by Guruswami and
Sudan achieving polynomial reconstruction. As in [19, 40],it will be used to deal with packet injections.

2.1 Network Model

We consider that the communication channel is under controlof an opponentO who can drop and rearrange packets of his
choice. He is also allowed to inject bogus data into the network. Since our primary concern is the multicast authentication
problem, we can assume that a reasonable number of original augmented packets reaches the receivers and not too many
incorrect elements are injected byO. Indeed, if too many original packets are dropped then data transmission becomes
the main domain of investigation since the small number of received elements would be probably useless even authen-
ticated. On this other hand, ifO injects a large number of forged packets then the main problem to be solved becomes
increasing the resistance against denial-of-service attacks. In order to build our signature amortization scheme, weneed
to split the data stream into blocks ofn packets:P1, . . . , Pn. We define two parameters:α (0 < α ≤ 1) (thesurvivalrate)
andβ (β ≥ 1) (the flood rate). It is assumed that at least a fractionα and no more than a multipleβ of the number of
augmented packets are received. This means that at least⌈αn⌉ original augmented packets are received amongst a total
which does not exceed⌊βn⌋ elements.

We also draw the reader’s attention to the fact that we are notinterested in the cases(α = 1) and(β = 1). Indeed, in
the first case, all original data packets are received. Thus,we only need to distinguish correct elements from bogus ones.
This can be done using Wong and Lam’s technique [41]. In the second case there are no packet injections fromO. Thus,
using an erasure code (as in [6] for instance) is enough to recoverP1, . . . , Pn. Therefore, in this work, we will only study
the case:0 < α < 1 < β.

2In order to be processed, packets are gathered into fixed-size sets calledblocks.
3We callaugmented packetsthe elements sent into the network. They generally consist ofthe original data packets with some redundancy used to

prove the authenticity of the element.
4This delay is calledauthentication delayof the scheme.
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2.2 Code Construction

In this paper, we will focus on linear codes. A linear code of lengthN , dimensionK and minimum distanceD is denoted
[N,K,D]. The Singleton bound states that any[N,K,D] code satisfies:D − 1 ≤ N − K[20]. It is known that any
[N,K,D] code can correct up toD − 1 erasures [43]. Thus, a[N,K,D] code cannot correct more thanN − K erasures.
In order to maximize the efficiency of our construction, we are interested in codes correcting exactlyN − K erasures.
These codes are calledMaximum Distance Separable(MDS) codes [20].

Now, we describe the MDS code construction developed in [16]. We will work over the fieldF2q . Every element of
F2q can be represented as a polynomial of degree at mostq − 1 overF2 [17]. Operations inF2q are performed modulo a
polynomialQ(X) of degreeq which is irreducible overF2. From [16], we have:

Theorem 1 LetV (a1, . . . , aK) be a non-singularK ×K Vandermonde matrix and letV (b1, . . . , bN−K) be aK × (N −
K) matrix (bj−1

i )
j=1,...,K

i=1,...,N−K
(with convention00 = 1). Consider theK × K identity matrixIK . Then the linear code

defined by the generator matrix:

G := [IK |V (a1, . . . , aK)
−1

V (b1, . . . , bN−K)]

is MDS if and only if theai, bj areN pairwise distinct elements.

Notice that, due to the presence of the identity matrixIk, each message to be encoded will appear as a part of its
corresponding codeword. This means that this MDS code is in asystematicform. We now introduce the algorithms
EncodeMDS and DecodeMDS which will be used as subroutines inour work. We will encodeK symbolsS1, . . . , SK

into N modified symbolŝS1, . . . , ŜN . EachSi andŜj representsr elements of the fieldF2q . The choice of the efficiency
parameterr will be explained in Section 3.

Algorithm 1 EncodeMDS
Input: The code length and dimensionN andK, the polynomialQ(X) of degreeq, the generating matrixG, K symbols

S1, . . . , SK and the efficiency parameterr.

1. Parse each symbolSi into r field elements as:Si := S1
i ‖ · · · ‖Sr

i . Build r messages as:∀j ∈ {1, . . . , r}mj :=

(Sj
1 · · ·Sj

K).

2. Encode ther messages intor codewords as:∀j ∈ {1, . . . , r} cj := mj G.

3. Write each codeword as:cj := (cj
1 · · · cj

N ). Build theN modified symbols as:∀j ∈ {1, . . . , N} Ŝj := cj
1‖ · · · ‖cj

r.

Output: N modified symbols:̂S1, . . . , ŜN .

Algorithm 2 DecodeMDS
Input: The code length and dimensionN andK, the polynomialQ(X) of degreeq, the generating matrixG, T (≥ K)

elements{(ji, Ŝji
), 1 ≤ i ≤ T} and the efficiency parameterr.

1. Reorder theT elements to havej1 < . . . < jT and pick the firstK elements. Parse thêSji
’s as: ∀i ∈

{1, . . . ,K} Ŝji
= cj1

1 ‖ · · · ‖cji
r and write:∀i ∈ {1, . . . , r} c′i := (cj1

i · · · cjK

i ).

2. Build G′ as the restriction ofG to columnsj1, . . . , jK . Computer messages as:∀i ∈ {1, . . . , r}mi := c′i G′−1.

3. Write each message as:mj := (m1
i · · ·mK

i ) where eachmj
i is deg(Q(X)) bits long. Recover theK symbols as:

∀i ∈ {1, . . . ,K}Si = mi
1‖ · · · ‖mi

r.

Output: K symbols:S1, . . . , SK .

Notice that the polynomialQ(X) is used at Step2 of Algorithm 1 and Algorithm 2 when performing matrix multipli-
cations.

2.3 Polynomial Reconstruction Algorithm

In [13], Guruswami and Sudan developed an algorithm to solvethe polynomial reconstruction problem. They proved that
if T points were given as input then their algorithmPoly-Reconstructoutput the list of all polynomials of degree at most
K passing through at leastN of theT points provided:T >

√
KN . We will use a modified version of Poly-Reconstruct

that we call MPR. DenoteF2q̃ the field representing the coefficients of the polynomial. Asbefore we denotẽQ(X) the
polynomial used to perform operations in that field.
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Algorithm 3 MPR
Input: The maximal degree of the polynomialK, the minimal number of agreeable pointsN , T points{(xi, yi), 1 ≤ i ≤

T} and the polynomial̃Q(X) of degreẽq.

1. If there are no more than
√

KN distinct points then the algorithm stops.

2. UsingQ̃(X), run Poly-Reconstruct on theT points to get the list of all polynomials of degree at mostK overF2q̃

(whereq̃ = deg(Q̃(X))) passing through at leastN of the previous points.

3. Write the list{L1(X), . . . , Lµ(X)} and each element:Li(X) := Li0 + . . .+LiKXK where∀i ∈ {0, . . . ,K}Lij ∈
F

2q̃. Form the elements:Li := Li0‖ · · · ‖LiK .

Output: {L1, . . . ,Lµ}: list of candidates.

3 Our Construction

We first give a global overview of our authentication scheme.As in [15, 19], we need a collision-resistant hash functionh
[33] and a secure signature scheme (SignSK,VerifyPK) [39] the key pair of which (SK,PK) is created by a generator KeyGen.

3.1 Informal Scheme Description

From then data packetsP1, . . . , Pn we want to generaten augmented packets AP1, . . . , APn such that if at most
n − ⌈α n⌉⌉ of them are lost during transmission then the receiver can still recover all thePi’s. Thus we need to en-
code thesen packets using a[n, ⌈α n⌉, n − ⌈α n⌉ + 1] code. To perform this encoding, the size of elements formingthe
code’s alphabet will be larger than the size of a data packet.In order to provide non-repudiation and to deal with bogus in-
jections, we hash the modified symbolsŜ1, . . . , Ŝn (generated by the MDS code) and sign the concatenationh1‖ · · · ‖hn.
As in [19], we build a polynomialA(X) of degree at mostρn (for some rational constantρ), the coefficients of which
representh1‖ · · · ‖hn‖σ (σ is the signature). We build the augmented packets as:∀i ∈ {1, . . . , n}APi := BID‖i‖Ŝi‖A(i)
where BID represents the position of the blockP1, . . . , Pn within the whole data stream.

Upon reception of data, the receiver checks the signature byreconstructing the polynomialA(X) using MPR. Once the
signatureσ is verified, the receiver knows the original hashesh1, . . . , hn. Thus, he can identify the correct̂Si’s amongst
the list of elements he got. According to the definition ofα there must be at least⌈α n⌉ symbols fromŜ1, . . . , Ŝn in his
list. Finally, he corrects the erasures using the MDS code and recovers then data packetsP1, . . . , Pn.

3.2 Formal Scheme Construction

For our construction, we assume thatα andβ are rational numbers (see Section 4). Thus, we can representthem over a
finite number of bits using their numerator and denominator.DenoteP the bit size of the data packets. In order to have
⌈α n⌉ symbols of equal length we must padP1‖ · · · ‖Pn with ℓ zeros appropriately (see Step1 of Authenticator). Then, we

can splitP1‖ · · · ‖Pn‖0ℓ into n symbolsS1, · · · , S⌈α n⌉ where eachSi is m bits long withm :=
⌈

nP
⌈α n⌉

⌉
. The efficiency

parameterr is chosen by the sender as a divisor ofm such that the receivers can efficiently perform computations over
the fieldF2q whereq := m

r
. Notice that the smallerr is, the larger the number of messages to be encoded at Step2 of

EncodeMDS is.

In order to run Poly-Reconstruct as a part of MPR, we have to chooseρ ∈ (0, α2

β
). Notice thatρ has to be rational

sinceρn is an integer. Table 1 summarizes the scheme parameters which are assumed to be publicly known.

n: Block length Q(X): Polynomial representing the field for the MDS code
P: Packet size (in bits) G: Generating matrix of the MDS code
α, β: Network rates r: Efficiency parameter of the MDS code
ρ: Ratio Q̃(X): Polynomial representing the field for polynomial interpolation

Table 1: Public parameters for our authentication scheme.

The hash functionh as well as Verify and PK are also assumed to be publicly known.We did not include them in
Table 1 since they can be considered as general parameters. For instance,h can be SHA-256 while the digital signature
is RSA-1024. We denoteH the digest bit length ands the bit length of a signature. Sinceh and the digital signature are
publicly known, so areH ands.
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The sender uses Algorithm 4 to construct the augmented packets. Here is a remark concerning Step5. Since any
element ofF2m̃ can be represented asλ0Y

0 +λ1Y1 + . . .+λm̃−1Y
m̃−1 where eachλi belongs toF2, we define the firstn

elements as(0, . . . , 0) , (1, 0, . . . , 0) , (0, 1, 0, . . . , 0) , (1, 1, 0, . . . , 0) and so on until the binary decomposition of(n−1).

Algorithm 4 Authenticator
Input: The secret key SK, the block number BID, Table 1 andn data packetsP1, . . . , Pn.

1. Compute:b = nP mod⌈α n⌉. Denoteℓ as ℓ = (0 if b = 0) or (⌈α n⌉ − b otherwise). Write P1‖ · · · ‖Pn‖0ℓ as

S1‖ · · · ‖S⌈αn⌉ where eachSi is m =
⌈

nP
⌈α n⌉

⌉
bits long.

2. Compute:(Ŝ1, · · · , Ŝn) = EncodeMDS(n, ⌈α n⌉,Q(X), G, S1, . . . , S⌈α n⌉, r).

3. Compute: ∀i ∈ {1, . . . , n}hi = h(Ŝi) and form the string h1‖ · · · ‖hn‖σ where σ =
SignSK(h(BID‖α‖β‖n‖P‖h1‖ · · · ‖hn)).

4. Compute:̃b = nH+s mod(ρn+1). Denoteℓ̃ asℓ̃ = (0 if b̃ = 0) or (ρn−1− b̃ otherwise). Writeh1‖ · · · ‖hn‖σ‖0ℓ̃

asa0‖ · · · ‖aρn where eachai is m̃ =
⌈

nH+s
ρn+1

⌉
bits long. Build the polynomialA(X) = a0 + a1 X + · · · + aρn Xρn.

5. UsingQ̃(X), evaluateA(X) at the firstn elements ofF2m̃ . Using then couples(i, A(i)), build then augmented
packets as:∀i ∈ {1, . . . , n}APi = BID‖i‖Ŝi‖A(i).

Output: {AP1, . . . , APn}: set of augmented packets.

We have two remarks which will be important when proving the security of our scheme in Section 4. First, when
assuming thatα and β were rational in Section 2, we claimed that we could represent them over a finite number of
bits. This allows us to include the concatenationα‖β as a part of the string to be hashed in Step3. Second it should
be pointed out that when(n, α, β,P, ρ) are given, every single step of Authenticator is uniquely determined as soon as
(Q(X), G, r, Q̃(X)) are provided. Furthermore, since the rationalρ only depends onα, β andn, it is realistic to presume
that when(n, α, β) are given,ρ is also uniquely determined. Thus, we can assume for our scheme that when(n, α, β,P)
are given,(ρ,Q(X), G, r, Q̃(X)) are uniquely determined.

Notice that, to perform Step5, we must have at leastn distinct elements inF2m̃ . It can be shown that this property is
verified forn up to220. In practical applications, however,n will be roughly1000 (≃ 210) (see [32] for instance). We refer
the reader interested in the details of this affirmation to Appendix A. The receiver identifies packets using Algorithm 5.

Algorithm 5 Decoder
Input: The public key PK, the block number BID, Table 1 and the set of received packets RP.

1. Write the packets as BIDi‖ji‖S′
ji
‖Aji

and discard those having BIDi 6= BID or ji /∈ {1, . . . , n}. DenoteN the
number of remaining elements. If(N < ⌈α n⌉ orN > ⌊β n⌋) then the algorithm stops.

2. Rename the remaining elements as{AP′
1, . . . , AP′

N } and write each element as: AP′
i = BID‖ji‖S′

ji
‖Aji

where
ji ∈ {1, . . . , n}. Run MPR on the set{(ji, Aji

), 1 ≤ i ≤ N} to get a list{C1, . . . , Cµ} of candidates for signature
verification. If MPR rejects that set then the algorithm stops.

3. Sethk = ∅ for k ∈ {1, . . . , n}. Computẽℓ as in Step4 of Authenticator. Seti = 1. While {C1, . . . , Cµ} has not been

exhausted, pickCi. Check ifCi ends withℓ̃ zeros. If so, writeCi as:hi
1‖ · · · ‖hi

n‖σi‖0ℓ̃ where eachhi
k isH bits long. If

VerifyPK(h(BID‖α‖β‖n‖P‖hi
1‖ · · · ‖hi

n), σi) = TRUE then sethk = hi
k for k ∈ {1, . . . , n} and break out the loop.

In any other cases, incrementi by 1 and start again the while loop.

4. If (h1, . . . , hn) = (∅, . . . , ∅) then the algorithm stops. Otherwise, setŜk = ∅ for all k ∈ {1, . . . , n}. For each AP′i
written as at Step 2, ifh(S′

ji
) = hλ thenŜλ = S′

ji
.

5. If we have less than⌈α n⌉ non-empty symbols then the algorithm stops. Otherwise, denote Ŝp1
, . . . , Ŝpγ

the non-
empty elements. Decode them as:(S1, . . . , S⌈αn⌉) = DecodeMDS(n, ⌈α n⌉,Q(X), G, (p1, Ŝp1

), . . . , (pγ , Ŝpγ
), r).

6. SetP ′
k = ∅ for k ∈ {1, . . . , n}. Computeℓ as in Step1 of Authenticator. If the lastℓ bits of S1‖ . . . ‖S⌈α n⌉ are not

zeros then the algorithm stops. Otherwise, write that concatenation asP ′
1‖ · · · ‖P ′

n‖0ℓ where eachP ′
i is P bits long.

Output: {P ′
1, . . . , P

′
n}: set of authenticated packets.
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4 Security and Recovery Analysis

4.1 Security of the Scheme

Similarly to [19], we give the following definition:

Definition 1 (KeyGen,Authenticator,Decoder)is a secureand(α, β)-correctmulticast authentication scheme if no prob-
abilistic polynomial-time opponentO can win with a non-negligible probability to the following game:

(i) A key pair(SK, PK) is generated byKeyGen.

(ii) O is given:(a) The public keyPK and(b) Oracle access toAuthenticator(butO can only issue at most one query
with the same block identification tagBID).

(iii) O outputs(BID, n, α, β,P, ρ,Q(X), Q̃(X), G, r, RP)

O wins if one of the following happens:

(a) (correctness violation)O succeeds to outputRPsuch that even if it contains⌈α n⌉ packets (amongst a total number
of elements which does not exceed⌊β n⌋) for some block identification tagBID, Decoder fails at identifying all the
correct packets.

(b) (security violation)O succeeds to outputRPsuch that Decoder outputs{P ′
1, . . . , P

′
n} that was never authenticated

byAuthenticatorfor parameters(BID, n, α, β,P, ρ,Q(X), Q̃(X), G, r).

Lysyanskayaet al. proved that their construction satisfied the previous conditions of security and correctness. We have
a similar result for our scheme.

Theorem 2 Our scheme(KeyGen,Authenticator,Decoder)is secure and(α, β)-correct.

Proof.
[Sketch] If the scheme is neither secure nor(α, β)-correct thenO is able to generate data packets which will be authenti-
cated by the receiver after MDS decoding at Step5 of Decoder. Nevertheless, the decoding algorithm of the MDScode is
consistent. This means that if only correct elementsŜp1

, . . . , Ŝpγ
are given to DecodeMDS then it outputs the correspond-

ing original elementsS1, . . . , S⌈αn⌉. This consistency involves thatO can generate (at least) one incorrect symbolS′
i for

somei ∈ {1, . . . , n} such that its hashh′
i is a part of the elementC′ which successfully verified the signature at step3 of

Decoder. Sinceh is collision resistant, we have:∀j ∈ {1, . . . , n}h′
i 6= hj . Thus,C′ was never signed by the sender and

O is able to forge the signature scheme. Due to space limitations, we did not include the complete proof here. Note that,
it exhibits the necessity of usingα‖β‖n‖P as a part of the element to be hashed at step3 of Authenticator.

�

4.2 Recovery Property

We will now demonstrate that our scheme enables any receiverto recover then data packets (as in [15]) and the number
of signature verifications to be performed per block isO(1) (as in [19]). We also provide a non-asymptotic bound on this
number of verifications. First we introduce the following definition:

Definition 2 We say that the survival and flood rates(α, β) areaccurateto the network for a flow ofn symbols if:

1. Data are sent per block ofn elements through the network.

2. For any block ofn elements{E1, · · · , En} emitted by the sender, if we denote{Ẽ1, . . . , Ẽµ} the set of received
packets thenµ ≤ ⌊β n⌋ and at least⌈α n⌉ elements of{E1, · · · , En} belong to{Ẽ1, . . . , Ẽµ}.

The second condition must be true for each receiver belonging to the communication group.

Notice that, whenn is fixed,(α, β) is not unique since any(α̃, β̃) with β̃ ≥ β and0 < α̃ ≤ α is also accurate for
the same flown. That is why we can always chooseα, β as rational numbers as claimed in Section 3. From now on, we
assume that(α, β) is accurate for our network flown. It should be pointed out that the asymptotic result from [19] was
obtained under the same assumption. Despite PRABS can tolerate an unbounded number of injections, it still requires a
minimal number of original elements to be received in order to enable recovery of then data packetsP1, . . . , Pn. Thus,
assuming the accuracy of(α, β) to compare our scheme to [15] seems to be a realistic hypothesis as well. We now present
our main theorem the proof of which can be found in Appendix B.

6



Theorem 3 For any BID, each receiver recovers then original data packetsP1, . . . , Pn. In addition, the number of
signature verifications to be performed is upper bounded byU(n) := min(⌊U1(n)⌋, ⌊U2(n)⌋) where:





U1(n) =
1

ρn

(
1√

α2 − βρ
− 1

)
+

β

α2 − βρ
+

1

ρ

U2(n) =
β

2(α2 − βρ)
+

1

ρ
+

√
β
α

+ 4
ρ2 n2 (1 − ρα)

2(α2 − βρ)
− 1

ρn

which isO(1) as a function of the block lengthn.

It should be noticed that whenn is fixed, the valueU(n) increases whenρ gets closer to the threshold valueα2

β
or to0.

In addition, ifρ is too small then the size of the fieldF2m̃ gets larger which can result in a prohibitive computationalcost
for some of the receivers. Therefore, the sender must pay attention to the choice ofρ when setting up the scheme in order
to have a balanced trade-off between the efficiency of field operations and a reasonable number of signature verifications
to perform.

To illustrate this remark we computedU(n) whenn = 1000 as in [32].U(1000) was evaluated for valuesρ equal
to 10%, 30%, 50%, 70% and90% of the thresholdα2

β
for each couple(α, β). The reader may notice that some values

1000 ρ are not integers (as it should be for our scheme). We committed this abuse because our main goal was to exhibit
the behavior ofU(n) for a realistic valuen. If we had to be consistent with the fact thatρn is an integer then the smallest
integern valid for all couples(α, β) in our table should have been132, 000 which is not a realistic assumption for the
block lengthn. We also implementedV (1000) whereV (n) is the bound provided by Karlofet al. [15] (see Section 5 for
more details). The results are shown in Table 2.

(α, β)
(0.5, 1.1) (0.5, 1.25) (0.5, 1.5) (0.5, 2) (0.75, 1.1) (0.75, 1.25) (0.75, 1.5) (0.75, 2)

10% 48|3 55|3 66|4 88|5 21|2 24|2 29|3 39|3
30% 20|3 23|3 28|4 38|5 9|2 10|2 12|3 16|3
50% 17|3 20|3 24|4 31|5 7|2 8|2 10|3 13|3
70% 20|3 23|3 28|4 38|5 9|2 10|2 12|3 15|3
90% 48|3 55|3 66|4 88|5 21|2 24|2 28|3 36|3

(α, β)
(0.8, 1.1) (0.8, 1.25) (0.8, 1.5) (0.8, 2) (0.9, 1.1) (0.9, 1.25) (0.9, 1.5) (0.9, 2)

10% 19|2 21|2 25|2 34|3 15|2 17|2 20|2 27|3
30% 8|2 9|2 11|2 14|3 6|2 7|2 8|2 11|3
50% 6|2 7|2 9|2 11|3 5|2 6|2 7|2 9|3
70% 8|2 9|2 10|2 13|3 6|2 7|2 8|2 10|3
90% 19|2 21|2 25|2 31|3 15|2 16|2 19|2 24|3

Table 2: Evaluations ofU(1000)|V (1000).

5 Efficiency Comparison

Since our technique is an extension of [15, 19], we will enlighten the benefits our construction provides in this section.

5.1 Signature Verification Complexity

We saw in Theorem 3 that the asymptotic behavior ofU(n) is identical to the asymptotic result from [19]. According to

Theorem3 from [15], the number of signature verifications for PRABS isupper bounded byV (n) :=
⌊

β n
⌈α n⌉

⌋
+ 1. Since

V (n) ≤ β
α

+ 1, it is clear thatV (n) is O(1) andV (n) ≤ ⌊U1(n)⌋. Table 2 clearly shows thatV (n) is much smaller than
U(n). Nevertheless this low value ofV (n) is precisely due to the fact that each augmented packet carries log n hashes
since the hashes are used to partition the received elementsinto (at most)V (n) sets. Thus, a logarithmic number of hashes
per augmented packet is the price paid by Karlofet al. to achieve low number of signature verifications. As said earlier,
this is impractical since such large packets can cause congestion in the network throughput. Table 2 results suggest that
U(n) is minimal whenρ is roughly half the threshold valueα

2

β
.
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5.2 Packet Overhead

Our augmented packets are written as BID‖i‖Ŝi‖A(i). The elementA(i) is
⌈

nH+s
nρ+1

⌉
bits long (as in [19]) and̂Si is

slightly larger thanPi since it is
⌈

nP
⌈αn⌉

⌉
bits long. Thus our augmented packet size is slightly largerthan those from [19].

We would like to draw the reader’s attention to an important fact. When studying the packet overhead of their scheme,
Lysyanskayaet al. claimed that it wasH

ρ
+O(1) bits long. Unfortunately, this is incorrect. Indeed, as in our construction,

the fieldF2m̃ must contain at leastn points for polynomial evaluation. Therefore, their construction requires:n ≤ 2m̃.
Since2m̃ ∈ O(1), it is clear that the previous inequality is not satisfied forlarge values ofn. Thus, it is mathematically
impossible to study the asymptotic behavior of packet overhead since LTT is not constructible for large values ofn. For
practical realizations (i.e. realistic values ofn), the previous inequality is satisfied (see Appendix A) and then it makes
sense to approximate the overhead bit size toH

ρ
.

For the same reason, our comparison to PRABS is restricted topractical values ofn. In both constructions, then data
packets are encoded to recover from a fraction1 − α of erasures. Thus, PRABS augmented packets can be written as
BID‖i‖S̃i‖H(i) whereH(i) is the concatenation of⌈log2 n⌉ hashes and thẽSi’s are as large as our̂Si’s. Thus, our over-
head comparison is reduced to a size comparison betweenA(i) andH(i). The latter only depends onn while the size of
A(i) can be tuned according to the ratesα andβ. This allows us to reduce the overhead per packet which is impossible for
PRABS. Consider the same valuen as in Table 2. Whatever the rates are, PRABS’s overhead is10 hashes. If we choose
ρ as half the thresholdα

2

β
(as suggested above) then when(α, β) = (0.75, 1.25) we get 1

ρ
≃ 5. In that case, our packet

overhead is approximately5 hashes which is twice less than PRABS’s. The closer to(1, 1) our rates are, the smaller our
packet overhead becomes. Tuning the packet overhead using the network rates can greatly help regulating the information
flow within the communication channel.

5.3 Coding Efficiency

The field used by the MDS code isF2q whereq is defined as in Section 3. Our results are based on the analysis done
in [16]. Encoding a single messagemi requiresO(n log n) field operations. Therefore, encoding ther messages needs
O(r n log n) field operations. Similarly, decoding a singlec′i requiresO(n log2 n) field operations. Sincer of them must
be decoded, we getO(r n log2 n) as total decoding complexity. It is clear thatr ∈ O(1) as a function ofn. So, the previous
two complexities becomeO(n log n) andO(n log2 n) respectively.

In [15], it was suggested to use Reed-Solomon codes as erasure codes for PRABS. Since Reed-Solomon codes are
MDS [20], it is natural to compare their efficiency to our MDS code’s one. Karlofet al. refered to the original paper
by Reed and Solomon [34] to encode/decode. Based on this consideration, the complexity of encoding/decoding a single
mi/c′j requiresO(n2) field operations. Then, it is clear that our complexity for encoding/decoding are better. However,
Reed-Solomon codes can be processed in a more efficient way than in [34] using the technique developed by Guruswami
and Sudan in [13]. This technique which was used in [19] enables any messagemi to be encoded inO(n log2 n) field op-
erations and any codewordc′j to be decoded usingO(n2) field operations. If their technique is to be used to encode/decode
data in PRABS then the encoding complexity of our protocol represents an increase by factorlog n (for the whole set ofr
messages) whereas the decoding complexity is reduced by a factor log2 n

n
(for the whole set ofr codewords). We claim that

even in this case, our scheme still gives more benefits than PRABS. Indeed, in our network model the sender is assumed
to be more computationally powerful than the receivers. Therefore, he can cope with the small increasing factorlog n
sincen will be roughly1000 in practical applications. At the same time, the receivers take advantage of the complexity
reduction from quadratic (using Reed-Solomon codes) to sub-quadratic (with our technique).

After treating the case of Reed-Solomon codes, it remains toargue that our MDS code construction gives better com-
plexity for encoding/decoding than other MDS codes used in practical implementations. In [16], Lacan and Fimes pointed
out that in computer communication, erasure codes were usedin systematic form. They also emphasized that systematic
MDS codes employed in practical applications relied on either Cauchy or Vandermonde matrices to generate the redun-
dancy symbols. They proved that their code construction exhibited better complexity for both encoding and decoding than
any other systematic MDS code relying on either matrix construction.

Based on these observations, we claim that using Lacan and Fimes’ codes for our authentication scheme gives us an
optimal erasure correcting technique for data streaming over a multicast network.

6 Conclusion

In this paper, we introduced a multicast stream authentication scheme which can be considered as an extension of [15, 19].
Our construction ensures non-repudiation of the sender andenables new members to join the communication group at
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any block boundary. Contrary to [19], our technique allows recovery of all original data packets. In addition onlyO(1)
signature verifications are performed per block. At the sametime, our packet overhead is lower than in [15] which reduces
the risk of network congestion. When performing video or audio streaming for instance, the recovery property can be
used to prevent audio gaps or frozen images when playing the stream content. We also constructed a non-asymptotic
upper bound on the number of signature verifications to be performed which can be used in practice to deduce an upper
bound on the authentication delay our scheme exhibits. We also showed that our erasure code construction was optimal for
two reasons. First, MDS codes, by definition, are optimal forcorrecting erasures. Second, the MDS code construction by
Lacan and Fimes was proved in [16] to have a better complexitythan most MDS codes used in practice. When compared
to Reed-Solomon codes (as used in [19]), our erasure code encoding exhibited a slightly larger complexity which can
however be compensated by the computational capacities of the sender. At the same time, the decoding complexity is
much smaller than Reed-Solomon one which benefits to all receivers. We would like to point out that the discovery of
faster encoding/decoding codes could improve the performance of our scheme. We are aware of the existence of linear time
encoding/decoding (non-linear) codes [2, 11, 12, 14, 36]. We did not use them for our protocol because their construction
parameters were not flexible enough to fit our network parameters whereas other linear time codes like [18, 21, 38] only
provide recovery of all data packets with some probability.In addition, these codes are not MDS which involves extra-
generation of symbols to achieve the same capacity of correction.
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A Study of the cardinality of F2m̃

In this section, we will study the cardinality of the field used to evaluate/interpolate the polynomialA(X). In order to run
Authenticator and Decoder, this field must have at leastn elements. That is, we must have:2m̃ ≥ n. This condition is
verified as soon as:

nH + s

n ρ + 1
≥ log2 n (1)

We have:ρn ≥ 1. Therefore 1
2 ρ n

is a lower bound of 1
n ρ+1

. This involves that Inequality (1) is verified as soon as we
have:

nH + s

2 ρn
≥ log2 n

It is easy to see that the previous inequality is equivalent to:

H ln 2

2 ρ
n − n lnn +

s ln 2

2 ρ
≥ 0

We introduce the functionf defined as:

f : R
+∗ −→ R

x 7−→ H ln 2
2 ρ

x − x lnx + s ln 2
2 ρ

This function is differentiable overR+∗ and:∀x > 0 f ′(x) = H ln 2
2 ρ

− lnx − 1. We obtain:

f ′(x) ≥ 0 ⇐⇒ x ≤ 1

e
2

H

2 ρ

Denotex̃ the real defined as:̃x := 1
e

2
H

2 ρ . From the previous equivalence, we deduce thatf is increasing over(0, x̃]. In
addition, we have:

lim
x→0+

f(x) =
s ln 2

2 ρ

Since this limit is positive, we deduce thatf is positive over(0, x̃]. Therefore, the restriction off to N \ {0} is positive
over{1, . . . , ⌊x̃⌋}. This involves:

∀n ∈ {1, . . . , ⌊x̃⌋} 2m̃ ≥ n
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We now have to argue that⌊x̃⌋ is large enough for real applications. Assume that we have:⌊x̃⌋ ≤ 220. Then, we get:

1

e
2

H

2 ρ ≤ 221

Sincee is less than4 we get:2
H

2 ρ ≤ 223. Therefore:H ≤ 46 ρ. Remember thatρ is less than1. This involves that the
length of the digests produced byh does not exceed46 bits. In this case,h cannot be collision resistant since the birthday
attack would require about223 computations to get a collision with probability at least1

2
. This contradicts our hypothesis

concerning the security ofh. Therefore, we must have:⌊x̃⌋ > 220. This value is sufficient for practical applications since
n will be roughly1000.

B Proof of Theorem 3

We decompose this proof into three parts. In the first one, we will demonstrate the recovery property of our scheme. In
the second one, we will prove thatU(n) is an upper bound on the number of signature verifications to be performed per
block. Finally, we will show thatU(n) is O(1) as a function of the block lengthn. Since our results have to be valid for
any value BID, we start our proof by picking a value BID which will remain fixed throughout this proof.

B.1 Packet Recovery

Since(α, β) is accurate, at least⌈α n⌉ of the original elements{AP1, . . . , APn} are received by the receiver amongst a
total of no-more than⌊β n⌋ elements. Thus, Step1 of Decoder is performed successfully. MPR is run on at most⌊β n⌋ ele-
ments where at least⌈α n⌉ of them are correct to get back a polynomial of degree at mostρn. Since⌈α n⌉ >

√
(ρn) ⌊β n⌋

then Poly-Reconstruct can be run and it successfully outputs the list of all polynomials of degree at mostρn which pass
through at least⌈α n⌉ of the given points. In particular, the polynomialA(X) = a0 + a1 X + · · · + aρn Xρn belongs to
the list generated at Step2 of MRP. We deduce thath1‖ · · · ‖hn‖σ‖0ℓ belongs to the list output by MRP. This means that
at least one signature is verified at Step2 of Decoder.

If there is another elementC′ on this list which verifies the signature thenC′ must end with̃ℓ zeros due to Step3. It must
be written asC′ = h′

1‖ · · · ‖h′
n‖σ′‖0ℓ̃ where eachh′

i is H bits long and we must have:

VerifyPK(h(BID‖α‖β‖n‖P‖h′
1‖ · · · ‖h′

n), σ′) = TRUE

The collision resistance property ofh involves that the two couples(h(BID‖α‖β‖n‖P‖h1‖ · · · ‖hn), σ) and
(h(BID‖α‖β‖n‖P‖h′

1‖ · · · ‖h′
n), σ′) are different. Remember that the key SK is only known to the sender. In addition,

the authentication scheme is designed in such a way that the sender only sign one element per value BID. This means
that (h(BID‖α‖β‖n‖P‖h′

1‖ · · · ‖h′
n), σ′) is a forgery of the digital signature. This is impossible since we assumed in

Section 3 that it was secure.

Therefore,h1‖ · · · ‖hn‖σ‖0ℓ is the only element to verify the signature in the list outputby MPR. Thus, the receiver has
recovered then original hashesh1, . . . , hn at the end of Step3. Sinceh is collision resistant the only elements to be
identified at Step4 are those corresponding to the original received elements.Since(α, β) is accurate there are at least
⌈αn⌉ of them.

Thus, the receiver has at least⌈α n⌉ of then modified symbolŝS1, . . . , Ŝn. In addition, the input of DecodeMDS at Step
5 only contains original symbols since the hash functionh sorted out the forgeries at Step4. By construction, the MDS
code can correct up ton − ⌈α n⌉ erasures. Therefore, the receiver recoversS1, . . . , S⌈αn⌉ at the end of Step5.

Since Step6 only consists of removing the pad of lengthℓ, we deduce that the receiver has obtained then original packets
P1, . . . , Pn as output of Decoder.

B.2 Upper Bound for Signature Verification Queries

Since at most one signature verification is performed per element of the list output by MPR, it is sufficient to prove that
U(n) is an upper bound on the size of that list. DenoteN the number of points on which Poly-Reconstruct is run and
T the number of original elements in this list. Due to the accuracy of (α, β), we have:T ≥ ⌈α n⌉ andN ≤ ⌊β n⌋. As
noticed before, we have:T >

√
(ρn)N which guarantees Poly-Reconstruct to be run successfully.DenoteL(N,T ) the

size of the list output by Poly-Reconstruct. We want to prove: L(T,N) ≤ U(n).
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According to the proof of Proposition6.15 in Guruswami’s thesis [10], we have:L(T,N) ≤ ⌊ ℓ
k
⌋ where:





ℓ = r T − 1

r = 1 +

⌊
k N +

√
k2 N2 + 4(T 2 − k N)

2 (T 2 − k N)

⌋

In our case:k = ρn. Therefore, we obtain:

L(T,N) ≤ T

ρn

(
1 +

(ρn)N +
√

(ρn)2 N2 + 4(T 2 − (ρn)N)

2 (T 2 − (ρn)N)

)
− 1

ρn
(2)

1st bound:We have:∀(a, b) ∈ R
+ × R

+
√

a + b ≤ √
a +

√
b. We obtain:

L(T,N) ≤ T

ρn

(
1 +

(ρn)N

T 2 − (ρn)N
+

1√
T 2 − (ρn)N

)
− 1

ρn

UsingT ≥ ⌈αn⌉, we deduce thatT 2− (ρn)N is lower bounded byn2 (α2 −β ρ). This element is positive sinceρ < α2

β
.

Thus:

L(T,N) ≤ T

ρn

(
1 +

ρN

n (α2 − β ρ)
+

1

n
√

α2 − β ρ

)
− 1

ρn

SinceT ≤ n andN ≤ ⌊β n⌋, U1(n) is an upper bound of the right hand side of the previous inequality. SinceL(T,N) is
an integer we get:L(T,N) ≤ ⌊U1(n)⌋.

2nd bound:We start again from Inequality (2). SinceT ≤ n we have: T
ρ n

≤ 1
ρ
. The numerator of the fraction is upper

bounded byβ ρn+

√
(β ρn2)

2
+ 4 (n2 − ρα n2). As beforeT 2−(ρn)N is lower bounded byn2 (α2−β ρ). Therefore:

L(T,N) ≤ 1

ρ




β ρ +
√

β ρ + 4
n2 (1 − ρα)

α2 − β ρ


− 1

ρn

The right hand side of the previous inequality is equal toU2(n). Therefore, we have:L(T,N) ≤ ⌊U2(n)⌋.

Finally, we obtain:L(T,N) ≤ min(⌊U1(n)⌋, ⌊U2(n)⌋) which meansL(T,N) ≤ U(n).

B.3 Asymptotic Analysis of the Bound

As in [19], we consider thatρ is a constant when studying the asymptotic behavior ofU(n). Nevertheless,ρn must be an
integer. Therefore, the limit ofU(n) can only be studied for valuesn in I := {n/ρn ∈ N}. A necessary and sufficient
condition to study the limit in+∞ is to have an infinite number of elements inI sinceI is a subset ofN. Remember that
ρ is a (positive) rational number. Thus, we can writeρ =

uρ

vρ
whereuρ andvρ are elements ofN. If we considerNvρ, the

subset ofN representing the multiples ofvρ, then:Nvρ ⊂ I. SinceNvρ is infinite, so isI. Therefore, we can study the
asymptotic behavior ofU(n) as soon asρ is a rational number. We have:

lim
n→+∞

n∈I

(
1

ρn

)
= 0 and lim

n→+∞
n∈I

(√
β

α
+

1

ρ2 n2
(1 − ρα)

)
=

√
β

ρ

These two equations involve thatU2(n) has a finite limit whenn tends to+∞ (andn ∈ I). Thus, we getU2(n) ∈ O(1)
and then⌊U2(n)⌋ ∈ O(1).

The left hand side equality involves thatU1(n) has a finite limit whenn tends to+∞ (andn ∈ I). As before, we obtain:
⌊U1(n)⌋ ∈ O(1).

SinceU(n) = min(⌊U1(n)⌋, ⌊U2(n)⌋), we finally deduce:U(n) ∈ O(1) which achieves to prove our theorem.
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