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Description of SHA-2 General View

Step Function
Message Expansion

SHA-2 in General

,—— input state

T

input message

\ message expansion algorithm

A \ iteration of the step transformation
T state feed-forward operation

Vi1 «————— output state

@ Step Function: update internal chaining
@ Message Expansion: expand 16 message words to 64/80
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Description of SHA-2

General View
Step Function
Message Expansion

SHA-2 Step Function
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MAJ(A,B,C) = (AAB)V(AANC)V(BAC) ,
IF(E,F,G)=(EAF)V(-EAG) ,
Yo(x) =(x>2)® (x> 13) @ (x > 22) ,
Yi(x) = (x>>6)® (x> 11)® (x > 25) .
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Description of SHA-2 General View

Step Function
Message Expansion

SHA-2 Message Expansion

|
|

M; for0<i<16,

W =
: o1(Wi—2) + Wi_7 4+ oo(Wi_15) + Wi_16 for 16 <i < 64 .

Note: any consecutive 16 determine all message words.
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Description of Preimage Attack

Preimage Attack - in general

1
[N

Target

Find pseudo-preimage in 2/, then preimage in 251
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Overview

Message Stealing
Application to SHA-2 Message Compensation

Extended Partial Matching

Result on SHA-2

o Wiy, ..., Was as a basis to generate all message words.
@ Neutral words: Wi and Wig

splitting point matching point
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1 first chunk | second chunk indirect partial matching
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Application to SHA-2

Overview

Message Stealing

Message Compensation
Extended Partial Matching

Message Stealing
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Overview

Message Stealing
Application to SHA-2 Message Compensation

Extended Partial Matching

Result on SHA-2

o Wiy, ..., Was as a basis to generate all message words.
@ Neutral words: Wi and Wig

splitting point matching point
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Overview

Message Stealing
Application to SHA-2 Message Compensation

Extended Partial Matching

Message Compensation - First Chunk

Wio = Wae —o1(Was) — Wig — oo(Wh1)
Wo = Was — 01(Was) — Wig — oo(Who)
Wg = Waq —o1(Wa2) — Wiz — oo(Ws) ,

Wy = Was —o1(War) — Wie — oo(Ws) ,
We = W —o1(Wa)— Wis —oo(W7) ,
Ws = Wa — o1(Wig) — Wig — oo(We) ,
Wy = Way —o1(Wig) — Wiz — oo(Ws) ,
Ws = Wiy —o1(Wi7) — Wia — oo(Wa)
Wo = Wig—o1(Wie) — Wi1 — oo(W3) ,
Wi = Wiz —01(Wis) — Wio — oo(W2)
Wo = Wig—o1(Wis) — Wy — ao(W1) .
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Message Stealing
Application to SHA-2 Message Compensation

Extended Partial Matching

Message Compensation - First Chunk

Wio = Wae —o1(Was) — Wig — oo(Wh1)
Wo = Was —o1(Was) — Wig — oo(Who)
Wg = Waq —o1(Wa2) — Wiz — oo(Ws) ,
Wy = W —o1(War) — Wig — oo(Ws) ,
We = W —o1(Wa)— Wis —oo(W7) ,
Ws = Wa — o1(Wig) — Wig — oo(We) ,
Wy = Way —o1(Wig) — Wiz — oo(Ws) ,
Wi = Wiy —o1(Wi7) — Wia — oo(Wa)
Wo = Wig—o1(Wis) — Wi1 — oo(W3) ,
Wi = Wiz —01(Wis) — Wio — oo(W2)
Wo = Wig—o1(Wis) — Wy — ao(W1) .

Jian Guo, Krystian Matusiewicz Preimages for Step-Reduced SHA-2



Overview

Message Stealing
Application to SHA-2 Message Compensation

Extended Partial Matching
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Overview

Message Stealing
Application to SHA-2 Message Compensation

Extended Partial Matching

Message Compensation - First Chunk
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Overview

Message Stealing
Application to SHA-2 Message Compensation

Extended Partial Matching

Result on SHA-2

o Wiy, ..., Was as a basis to generate all message words.
@ Neutral words: Wi and Wig
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Overview

Message Stealing
Application to SHA-2 Message Compensation

Extended Partial Matching

Message Compensation - Second Chunk

Wo7
Wag
Wag
W3
W31
W3y
W33
W34

Jian Guo, Krystian Matusiewicz

W25) + Who + o9
Wae) + Wh1 + o9

Wi
Wis
Wiq
Wis
Wie
Wiz
Wisg
Wig

+ Wiy
+ Wi
+ Was
+ Wi
+ Wis
+ Wae
+ Waz
+ Wig .

= o1(
= o1(

= 01(War) + Wa + 09
= 01(Whag) + Was + 09
= 01(Whao) + Was + 09
= 01(Wao) + Was + 00
= 01(Wa1) + Wae + 09
= 01(Wa2) + Waz + 09
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Overview

Message Stealing
Application to SHA-2 Message Compensation

Extended Partial Matching

Result on SHA-2

splitting point matching point
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Wo =Wie — 01(Wha) — Wy — ao(Wh)
Was =01 (Wap) + Wor + oo(Wio) + Wag
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Overview

Message Stealing
Application to SHA-2 Message Compensation
Extended Partial Matching

Extended Partial Matching

.

Backward

el

Preimages for Step-Reduced SHA-2

Jian Guo, Krystian Matusiewicz



Overview

Message Stealing
Application to SHA-2 Message Compensation

Extended Partial Matching

Extended Partial Matching

Yp(Wie) + 00(Whe) =
— Yp(Wi) + Wie = pu(Wio) — oo(Who)
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Conclusions

Result on SHA-2
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Conclusions

Conclusions

@ We find preimages for 42 out of 64 (66%) step-reduced
SHA-256 with complexity 22517 and memory requirement of
order 2'? bits

@ The same attack applies to SHA-512 with complexity 25923
and memory requirement of order 2%2
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Conclusions

THANK YOU!
QUESTIONS?
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